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ABSTRACT 
Mobile nodes in mobile ad hoc networks (MANETs) move at random, are decentralized, and allow multi-
hop communication by communicating between source and destination nodes via intermediary nodes. As 
a result, mobile ad hoc networks are vulnerable to a variety of assaults, such as wormhole attacks, rush 
attacks, black hole attacks, gray hole attacks, packet dropping attacks, sleep deprivation attacks, Sybil 
attacks, and others. Because of the ad hoc network's lack of infrastructure, the developed secure routing 
system for data transmission drew a lot of attention from the scientific community. The cutting-edge 
routing protocol HAODV (Hybrid Ad-Hoc On-Demand Distance Vector Protocol) was developed for 
various network-layer active packet dropping attack detection and mitigation and is based on a single-
point detection approach.In this study, the influence of a random mobile environment with random 
mobility for 1800 seconds was compared to the performance of the routing protocol for large wireless ad 
hoc networks (100 nodes), producing ten different results for each node set. Packet delivery ratio, 
throughput, packet dropping ratio, routing overhead, and end-to-end delay quality of service (QoS) 
measurements are all included in the comparison. According to the simulation results, black hole and 
packet dropping attacks violate protocol standards and dramatically harm the functionality of good 
behavior protocols, resulting in throughput drops of up to 81% and network disruption. A single-point 
attack detection system was used in the development of the HAODV routing protocol to identify various 
attack types (BH and PDA attacks). The network's throughput and packet delivery ratio are now 90% and 
82%, respectively. 
 
Keywords:Ad hoc network; Routing Protocol; Random Waypoint Mobility; Throughput, Ad-hoc On-
demand Distance Vector. 
 
1. INTRODUCTION  
The nodes in a wireless ad hoc network are self-configuring, self-locating, and communicate over the 
wireless link; the network has no fixed infrastructure [1]. In mobile ad-hoc networks (MANETs), mobile 
nodes move arbitrarily, carry out scattered operations, and communicate with one another via 
intermediary nodes to enable multi-hop communication. The two nodes will communicate the data 
directly if they are within the transmission range when it comes to data transfer. The use of ad hoc 
networks has increased during the previous few years. Currently, there is a lot of academic interest in 
developing efficient networking protocols for end-to-end wireless communication [2–3]. 
Proactive, reactive, and hybrid are the three categories used to classify routing protocols [4]. Because 
nodes in the MANET are connected via wireless links, the network has bandwidth limits, unpredictable 
link capacity, limited security, energy constraints, noise interference, and a variety of other issues. Mobile 
ad hoc networks are consequently subject to a wide variety of attacks, including wormhole, rush, black, 
gray, packet dropping, sleep deprivation, Sybil, and many others [4][5]. Through the use of single-point 
data collection, many scholars have developed techniques for identifying active packet-dropping network 
layer attacks. It provides real-time security in MANET by collecting security-related data for a given 
attack and routing protocol to react accordingly when malicious activity is detected in the network. 
HAODV is a novel routing protocol created for various network-layer active packet-dropping attack 
detection and mitigation. It is based on a single-point detection technique [7]. The overhearing-based 
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strategy, despite it adding significant network routing cost, is used to detect packet-dropping assaults 
[8][9]. 
Overcome the disadvantage of the overhearing-based technique by determining the misbehavior 
tolerance value for the network efficiently using the Bayesian Approach [10].Simulation-based 
comparison of routing protocol performance for a small and dense network (100 nodes) under the impact 
of various packet-dropping attacks with the number of connections for 1800 seconds. Metrics including 
packet delivery ratio, throughput, packet dropping ratio, routing overhead, and end-to-end delay are 
included in the comparison.In the same environment, a comparison analyzed the performance of the 
HAODV and AODV (Ad-Hoc On-Demand Distance Vector Protocol) routing protocols using multiple 
performance metrics [11]. The AODV routing protocol provides more consistent performance than other 
routing protocols, but its performance suffers as a result when multiple packet-dropping attacks happen 
in the network.The HAODV routing protocol provides an advanced malicious node identification and 
isolation mechanism while also preserving Throughput, End-to-End Delay, and packet delivery ratio, and 
the simulation results are very close to the native AODV. Packet dropping ratio, throughput, delivery 
ratio, routing overhead, and end-to-end delay were the performance metrics utilized by the NS2.35 
version to assess the ad hoc routing protocol's performance [12][13][14]. The article is divided into five 
sections: the compressive research of the Overhearing-based scheme, A Bayesian technique for the 
Reputation System 2, HAODV algorithm, 3. Experiment Workresults from analysis in section 4, and the 
conclusion in section 5. 
 
2. Overhearing-based scheme 
The researcher proposes Watchdog and path-rater techniques in [15] [16] [17] for the identification and 
prevention of malicious nodes in the MANET. The promiscuous mode is included in an overhearing-based 
system in which the node monitors the activities of the neighbor node and decides whether or not to 
transfer the packet to the other node. If the neighbor acts as a normal node and forwards the packet, the 
data packet is erased from the node's buffer [18] [19]. 
The malicious node activity detected by the source node and their misbehavior rate increase up to the 
threshold value when a data packet is only available in the buffer for a limited time. When the threshold 
value is reached, the node announces itself to be the malicious node. By avoiding the malicious node, the 
source node seeks another path utilizing the Path-rater. Path-rater keeps track of every path rate in its 
cache. The node's misbehavior is also known as the node's reputation, and the reputation system is 
calculated using the Bayesian Approach [20]. 
The Reputation System using a Bayesian approach: Reputation is an indication of a node's efficiency 
in forwarding data to subsequent nodes [21]. Observer nodes increase or reduce the node's reputation 
depending on the amount of data forwarded [21]. Packets are dropped by the node due to malicious 
activity or a variety of other factors such as collision, link bandwidth, or node mobility. As a result, the 
threshold of tolerance for node misbehavior must be determined [22]. 
A Bayesian strategy for the Reputation System constantly analyses node behavior and detects 
misbehaving activities. If the node efficiently forwards the data packet, its reputation value grows; 
otherwise, the reputation value decreases due to intentionally or unintentionally discarding the packet 
[22] [23]. Because the observer node only maintains updated information, memory does not need to store 
all of the observations [24] [25]. 
A Bayesian framework to Analise the misbehavior of the nodes [24] [25]:Node A keeps an eye on 
node B's actions. Node A assumes that the result may be inferred independently from one observation to 
the next and that node B behaves erratically in terms of probability because of the parameter [24]. By 
assuming that the parameter is drawn in accordance with a distribution that is updated when additional 
observations are made, Node A represents the uncertainty surrounding the parameter [25]. The 
traditional Bayesian framework is presented here. 
A random variable estimated by a Beta distribution Beta (m,n) [25] is used to estimate the likelihood that 
each node A believes that each other node B is acting inappropriately. 
The Probability Density Function (PDF) for a Beta x∼ Beta(m, n) is [25]: 

f(x) =   

1

B(m, n)
Xm−1(1 − X)n−m   if 0 < 𝑋 < 1

0                                  otherwise

  

where B(m, n) =   xm−1(1 − X)n−1dx
1

0
 

A Beta distribution has Mean 

E[X] =  
m

m+n
 and 

Variance r (X) =  
mn

(m+n)2  (m+n+1)
 . 
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Standard Bayesian framework[27] 
The initial prior is Beta (1,1), and the uniform distribution on [0,1] denotes the absence of information 
about the θ [28]. When a new observation is made or reported misbehavior is represented as s and 
normal observation as f, the prior or distribution is modified in accordance with:  
α = α + s and β = β + f. 
If the θ is a true unknown value and is constant, then after a large number ofn of observations α ~ nθ as 
per the expectations and β ~ n (1- θ) become close to a Dirat at θ, as expected [29]. The advantage of 
using the Beta function is that it only needs two continuously updated parameters as observations are 
made or reported [30].  
 
Bayesian framework for the network[31] 
Initially, No Prior information about the networks, so the Parameter θ is unknown, and it is assumed to be 
uniform in [0,1], which is equal to Beta (1,1) [31]. As observations are made (that follow a Bernoulli 
distribution with a parameter), a and b are updated as follows [32]: 
m = m + u,     …………………………….………..……. (1) 
 n = n + 1 − u………….…………………………..…...… (2) 
where u = 1 if the observation consists of a dropping, and 0 otherwise.  
When the appropriate two-hop ACK is not received (after a timeout), this is referred to as packet 
dropping in the network [33]. The decision will be taken after as many observations as possible, roughly 
speaking according to the mathematical expectation E(Beta(a,b)). The decision (or stationary) point is 
used to represent this, while m+n is used to represent the number of observations. Find the moment the 
accused was acting inappropriately, and this is indicated as: 
E (Beta (m,n)) >Emax ………………………..………….…….(3) 

E(Beta(m,n)) = 
m

m +n
…………………………...……………..…(4) 

For the network to work more efficiently, it is necessary to find the Emax   as follow:  
 With the different scenarios, the simulation finds each node E without misbehaving in the 

network that assesses the E 
 Find the maximum value from all the simulation evaluations, and that value consider as the  Emax  

The decision (Stationary) point in mathematical estimate methods is the point at which the difference 
between the two-subsequence observation could be insignificant. One common option is one that meets 
the criteria listed below [34]: 
Var (Beat (m, n))  <  ϵ…………………………...……. (5) 
Such that Var is mathematical variance, and ϵ is a very small positive [34]: 

Var (Beat (m, n)) =  
m x n

(m+n+1) x (m+n)2………….…….…. (6) 

 
3. HAODV algorithm 
The mitigation technique HAODVidentifies and prevents multiple attacks in MANETs. For the Reputation 
System, the algorithm to detect multiple attacks (BH and PDA) is based on a Bayesian approach [35]. 
Considered System Parameters with specified values. 
Efficiency Value (EV): It measures the efficiency of a node in routing data to another node and varies 
from zero to 1. It will drop or grow depending on the network's misbehaving node activity. 
Maximum_RREQ: The source node begins calculating the misbehavior value for each node in its analysis 
table based on the node's maximum request count [36][37]. 
Misbehavior Value (MV): Promiscuous mode is activated to monitor node misbehavior. Because a 
malicious node does not forward the RREQ count is zero, this operation will enhance the node's MV. If the 
node MV equals the specified Misbehaviors Threshold Value, this node is verified to be a black hole node 
[37][38]. 
Mobility model: In a MANET, the mobile node can move freely within the network. It is challenging to 
record the mobile node's mobility pattern. Ad hoc networks have no fixed infrastructure, and all nodes 
move at unexpected speeds and directions. In a random waypoint mobility model, mobile node accurate 
real-life mobile patterns are created from all of the different mobility models. As a result, it is used to 
assess the performance of the routing protocol. 
Detection of the Blackhole attack:Node A monitors node B's activities. Node A makes the erroneous 
assumption that the result may be derived independently from one observation to the next and that node 
B fluctuates irregularly in terms of probability due to the parameter [38]. Node A illustrates the 
uncertainty surrounding the parameter by supposing that the parameter is drawn in line with a 
distribution that is updated as new observations are made [37]. Here, the classic Bayesian framework is 
presented [39]. 
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Packet dropping attack detection: It has comparable properties to the black hole attack, but it does not 
become part of the data transmission routing [38]. The packet is dropped due to the node's low battery, 
overhead condition, and selfishness. It is difficult to identify packet-dropping attacks since there are 
numerous other reasons for packet dropping in the network, such as a damaged link, wireless network 
mobility, energy limits, and transmission queue overflow [38]. To monitor data communication, a 
promiscuous mode was added to the network. Transmitter nodes monitor whether or not a neighbor 
node forwards data to another node. If the data is not transmitted, the node's efficiency value decreases. 
When a node's efficiency value reaches 0, it is declared malicious, and all neighbor nodes update their 
blacklist table. Normal nodes include the malicious node ID in their block list table. Stop sending the 
packet through the malicious node and start looking for a different route around it. 
 
4. Experiment Work 
Using the parameters listed in table 1, a comparative analysis of the proactive, source-initiated, and 
balanced-hybrid protocols is carried out using the Network Simulator 2.35 (NS2.35) platform. 
 

Table 1. lists the parameters. 
Parameter Typical Value 
Platform NS-2.35 
Routing Protocols AODV, HAODV 
Area of Network 800 m x 800 m 
No. of nodes 10, 20, 30, 40, 50, 60, 70, 80, 90,100 
Mobility Model  Random Waypoint Mobility 
Traffic Type  UDP 
MAC Protocol  IEEE 802.11 
Period of Simulation 1800s 
Packet Size  512 

 
In the comparison study, we increase the network with random mobility's transmitter-to-receiver ratio 
and percentage of mobile nodes. In the original simulation setting, we created a network of 10 ad hoc 
nodes, each of which moved randomly and had two nodes that were constantly in communication with 
one another. 
 
5. Results Analysis  
The proposed study differs from earlier work in a number of ways, including random velocity, a large 
network, a protracted simulation time, an increased number of nodes, and others. With a 100-node 
network and random node mobility over a long simulation time, we compare AODV and HAODV 
approaches in this research (i.e., 1800 seconds). We also assess protocol performance in large (100 
nodes) and small (10 nodes) multi-connection networks. By contrasting network characteristics, 
including packet delivery ratio, throughput, packet dropping ratio, routing overhead, and end-to-end 
delay, we can determine which protocol performs the best in a big, mobile network. The simulation also 
demonstrates how well the HAODV routing protocol functions in big mobile networks. 
Four performance metrics, which are covered in more detail below, were used to compare mobile node 
network protocols: 
Throughput: According to Eq (7), it specifies the ratio between the number of packets transmitted by the 
sender and the amount of time it takes for the receiver to receive all the data. Figure 1 depicts the 
throughput analysis of the AODV and HAODV approaches.  

TH OUG H PUT =
1

N
 

BI

TI

N

I=1

      ……………………………… ..      (7) 

where bi represents the overall number of bits sent to the destination in time ti, n channel capacity, and i 
is the sequence number.  
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A comprehensive examination of the throughput performance of the HAODV and AODV routing 
algorithms with and without network layer attacks (BH and PDA) is shown in Figure 1.  In the presence of 
an attack (BH and PDA), the throughput of the AODV routing protocol drops because of the characteristics 
of the attacker node and a highly dynamic environment that results in break links, which also reduces 
performance. 
The HAODV algorithm evaluates the RREQ Count of surrounding nodes first, and if the new value is equal 
to the maximum request count, it continues to calculate the node misbehavior, which involves checking 
the node's hop count and sequence number. If a node meets all of the requirements for malicious activity, 
it is classified as a black hole node; otherwise, if the misbehavior value falls below a specified level, a 
calculation of the node's efficiency value is initiated to look for packet-dropping assaults. After detecting 
the malicious node and routing data through the legitimate node to avoid the malicious node, the HAODV 
algorithm enhanced its performance. The mitigation method (HAODV) improves performance by up to 92 
percent when compared to the original AODV routing protocol. 
The packet delivery ratio is defined as the ratio of the packet delivered by the receiver to the packet 
transmitted by the sender, as shown in Eq (8). The network's speed and routing protocol are important 
for an improved packet delivery ratio. 

Packet Delivery Ratio =
1

N
 

PKT RI

PKT SI

             ……………………… ..   (8)

N

I=1

 

WherePktRi   is the Received Packets 
PktSiis theSend Packets 
Figures 2 and 3 illustrate a simulation-based examination of the packet dropping ratio and packet 
delivery ratio metrics of the AODV and HAODV protocols in the presence and absence of the 
attack.Without an attack present in the network's original AODV routing protocol, it delivers up to 99 % 
of the packets to the destination for a small network, and form a dense network, performance is 
decreased owing to congestion but still delivers up to 95 % of the packets to the destination. When both 
attacks are present in the network, 88.12% and 89.82% of packets drop at the 10 nodes and 100-node 
networks, respectively. 

Figure 1: AODV and HAODV throughput comparison 
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When both attacks were present in the network, the AODV routing protocol's performance suffered 
significantly, with just 12.73 % of packets delivered and 93 % of packets dropped on average. The HAODV 
routing protocol immediately detected the malicious nodes and created a new routing path that avoided 
the malicious node. As a result, when both malicious nodes are present in the network, it enhances data 
packet delivery by up to 85 %. 
 
Packet dropping Ratio 
 

 
 
 

Figure 2: AODV and HAODV packet delivery ratio comparison 

Figure 3: AODV and HAODV packet dropping ratio comparison 
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Routing Overhead 
 

 
The performance of a network with and without a malicious node is shown in Figure 4, along with a 
suggested HAODV for reducing routing overhead by adjusting the number of nodes and the dynamic 
environment. It has been noted that HAODV has greater routing overhead than AODV. As mobility and the 
number of nodes in the network grow, so will the routing overhead. Because high mobility is dynamic, 
there is an increase in path failure and route discovery, which raises the routing overhead.  
At 100 nodes, the original AODV routing protocol performance is 0.995 percent, but if the overhearing 
base scheme with the efficiency value of 1 is used, the routing overhead increases to 27.91 %. To address 
this limitation of the overhearing-based technique, we set the efficiency or E max value in our research to 
0.5 by determining the maximum value from all simulated evaluations. Our suggested HAODV method 
uses an efficiency value of 0.5, which reduces routing overhead to 0.75 % at 100 nodes by efficiently 
overcoming the effect of both attacks in the network. 
 
End to End Delay 
The end-to-end delay of a black hole attack on the network grows as node speed and mobility rise. In our 
investigation, we used dynamic mobility, which results in more frequent node movements and more 
frequent changes to network routing. 
According to the graph in figure 5, the end-to-end delay decreased due to the black hole attack (Delay: 
0.812 s at 100 nodes) and the node's high mobility compared to the original AODV attack (Delay: 1.078 s 
at 100 nodes), but it grew as the number of nodes increased in the case of the packet dropping attack 
(Delay: 2.38 s at 100 nodes). 
When both attacks are active in the same network, similar effects are observed. Additionally, it has been 
noted that using the HAODV algorithm results in a higher delay (Delay: 1.42 s at 100 nodes) because it is 
based on an overhearing-based scheme, compared to the original AODV routing protocol (Delay: 1.078 s 
at 100 nodes), with a different attack, but it also increases throughput by up to 92 % and packet delivery 
ratio by 85 %. 
 

Figure 4: AODV and HAODV routing overhead comparison 
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5. CONCLUSION 
In this study, the mitigation algorithm for HAODV is developed, and the network performance of the 
AODV and HAODV protocols is compared using a variety of metrics, including throughput, packet delivery 
ratio, packet dropping ratio, end-to-end delay, and routing overhead with the number of connections and 
nodes for the simulation period of the 1800s. 
As traffic and nodes rise from 10 to 100 nodes, the AODV's total throughput performance (with BH and 
PDA) declines from 6.1 bits/sec (at 10 nodes) to 64.78 bits/sec. Throughput decreases by up to 81% at 
100 nodes, putting the network's general security at risk. Only 12.73 percent of packets are delivered on 
average, and 93 percent of packets are discarded in the network. As demonstrated in the graph, black 
hole and packet dropping attacks break protocol requirements and dramatically degrade the 
performance of good behavior protocols.After detecting the malicious node and routing data through the 
legitimate node to avoid the malicious node, the HAODV algorithm enhanced performance. When both 
malicious nodes are present in the network, the mitigation technique (HAODV) improves network 
throughput by up to 92 % and packet delivery ratio by up to 85 % when compared to the original AODV 
routing protocol's performance. 
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