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ABSTRACT

The study goes into the diverse world of blockchain-enabled supply chain management systems,
presenting them as disruptive solutions that use the inherent benefits of decentralization, transparency,
and smart contract automation. It methodically tackles current gaps in the literature using a mix of
systematic reviews, case studies, and empirical research. The inclusion of a comprehensive framework for
blockchain adoption in distribution networks offers a realistic perspective on the management and
technological factors required for effective implementation. This study provides a 360-degree perspective
of the worldwide landscape of blockchain research in logistics and supply chain management, casting
light on trends, notable academics, and research hotspots, therefore providing significant insights to the
academic community. Furthermore, we will explore the complex relationship between blockchain
integration and supply chain operations across many sectors. The investigation encompasses
opportunities, societal implications, cutting-edge technology, and current trends and difficulties. This
section carefully categorizes the effects on economic, environmental, and social sustainability across
several industrial sectors, providing a comprehensive grasp of blockchain's disruptive capability. The
findings enrich our current understanding of blockchain applications in SCM.
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1. INTRODUCTION

The supply chain has a prominent role in product manufacturing and people’s lives, as people are
dependent on it. Supply chain connects human beings and nature for the exchange of goods. Timely
sharing and tracking of real-time product details across the supply chain ensure a smooth transportation
process, facilitating the seamless movement of goods from producers to consumers. Recently, blockchain
technology stands as a dependable solution in the realm of supply chain management. The integration of
blockchain in this field can help record real time data at each node in every step. Data sharing and full
traceability is achieved throughout the product lifecycle, which solves the problem of accountability in
supply chain. The timely distribution of item data based on blockchain technology increases the
satisfiability of customers, which overall improves the competitiveness. It can have applications in
various scenarios.

For Instance, Blockchain technology decentralised systems can be applied in financial field, Healthcare
sector, e commerce. In the past few years, blockchain has been applied to big data, IoT and Al

Despite prolonged research, many difficulties in this field have not been resolved. These unanswered
questions are mainly of the transportation process, supply and information management. These
blockchain chain network guarantees the credibility of data at every step by broadcasting it in the public
ledger, achieving consensus. This ensures decentralisation, transparency, verification and traceability. It is
a need to monitor, adulting and ensuring compliance as it ensures traceable, tamper proof services.
Walmart and IBM have implemented some blockchain solutions for tracking pork products from the
China, providing whole data of the supply chain stages.

Blockchain serves as a decentralized ledger enabling supply chain participants to engage, authenticate,
and safely archive diverse records like product details, certifications, location data, transaction logs, and
sensor-derived information. Additionally, it facilitates digital accessibility to product histories, enhancing
coordination within the supply chain.

We aim to provide answers for the following research question:

545 Chanda Chouhan et al 545-554


mailto:Chanda.chouhan@gmail.com
mailto:js1102@outlook.com,%20agolwelkar@gmail.com

Journal of Computational Analysis and Applications VOL. 33, NO. 6, 2024

1. How does the integration of blockchain technology, particularly through the use of smart contracts,
impact transparency, traceability, and efficiency in diverse supply chain sectors, and what are the
challenges and opportunities associated with its implementation across industries?

2. To what extent does the existing literature address the practical adoption, application, and
performance of blockchain technology in supply chain management, and what are its primary
drivers, impediments, and advantages that shape the current landscape, considering the identified
research gap?

This paper contributes by:

Exploring blockchain's potential for enhancing supply chain management.

Identifying vulnerabilities in blockchain and traditional supply chain practices.

Assessing the resilience of their interaction.

Outlining open challenges for future research and implementation of blockchain solutions in

supply chains.

2. RELATED WORK

The blockchain-based supply chain projects implemented inthe Logistics subdomainhave a vast domain.
Actors and startups objectify providing blockchain-based solutions to increase efficacy and
reduceoperational costs in logistics monitoring. Among several ongoing and implemented projects, there
are a vast number of impacting projects among them. For instance, Walton- incorporates both physical
and digital system and physical systems into a single system. It incorporates the integrated deployment of
IoT devices and RFID chips to grant authenticity, security, and traceability to the business. Similarly, a
Global cross-border supply chain by IBM and Maersk collaboration was created by nine ocean carriers
and terminal operators (Global Shipping Business Network - GSBN).United Parcel Service (UPS)
RegardingLeafy Greens in the US, IBM and Walmart:This partnership aimed to increase the traceability of
leafy greens in the US, much like the mangoes in China project did.IBM and Walmart sought to improve
the speed and accuracy of tracking the source of contamination in the leafy greens supply chain by
leveraging blockchain technology-3! This program addressed food safety issues and made recalls in the
event of contamination incidents more effective.

Blockshipping (Container Shipping) promises to simplify container shipping logistics using
blockchaintechnology.Implementation: Blockshipping's GSCP (Global Shared Container Platform) uses
blockchain to create a decentralized registry for shipping containers. This platform improves
collaboration among multiple stakeholders in the container transportation sector by lowering
administrative expenses, optimizing container allocation, as well as decreasing the environmental effect
of empty container repositioning.[4I[5]

MediLedger (Pharmaceuticals) aims to improve traceability and compliance in pharmaceutical supply
chains. MediLedger is a blockchain-based network created to meet the requirements of the Drug Supply
Chain Security Act (DSCSA) in the United States. It lets pharmaceutical businesses to develop an
interoperable and secure system for tracking the delivery of prescription pharmaceuticals, assuring
regulatory compliance.[®]

Tracing assets in the mining and jewels industry from mines to consumers is extremely crucial, it
facilitates by proving ownership in cases of thefts and assuring authenticity. Diamond being a highly
valued resource, annually $45 billion. De Beers, a renowned diamond company, has taken the initiative to
enhance transparency and prevent the trading of conflict diamonds. To achieve this, they have employed
blockchain technology to create a network called "Tracr." This network tracks the journey of diamonds
from the mine to the buyer, ensuring that the diamonds are sourced ethically.[’IDe Beers' efforts address
concerns about the trafficking of conflict diamonds and promote responsible mining practices.[®!

Ship Chain aims to improve openness and efficiency in the freight and logistics business.
Ship Chain leverages blockchain to build a decentralized network that provides end-to-end visibility in
freight and logistics. The technology interfaces with current supply chain systems, allowing for real-time
shipment tracking and monitoring. Smart contracts simplify and secure transactions, minimizing delays
and disagreements in the logistics process.[°!

The aim of SAP and Ariba Network's procurement partnership is to enhance the efficiency and
transparency of procurement procedures. By offering a decentralized and secure platform for
transactions, blockchain is used by SAP and Ariba Network to improve procurement transparency. This
facilitates the procurement lifecycle's simplification, compliance assurance, and fraud risk reduction.]
Seafood tracking with Hyperledger Sawtooth and Intel: Reduce fraud and increase traceability in the
seafood supply chain. To develop a tracking and tracing system for marine goods, Intel worked with the
Hyperledger Sawtooth blockchain technology. This program seeks to ensure sustainable standards and
authenticate fish goods by tracking the full seafood path on the blockchain, from capture to customer.[1]
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DHL and Accenture (Shipping and Customs) aim to streamline international shipping and customs
operations. DHL and Accenture partnered on a blockchain-based infrastructure to increase the efficiency
of international shipping and customs. The technology automates and digitizes documentation,
minimizing delays and inaccuracies in customs clearance procedures.[12][13]1(14]

Everi Token (Cross-Border commerce) aims to enhance transparency and efficiency during cross-border
commerce. EveriToken provides a safe, transparent platform for transaction recording using blockchain
technology, which simplifies cross-border trading. It also makes cross-border transactions easier and
lowers the danger of fraud by guaranteeing the integrity of

trade data.[15][16]

Chronicled (Pharmaceuticals) aims to ensure the validity and traceability of medicinal goods.
Implementation: Chronicled leverages blockchain to build a "open registry for the Internet of Things"
(IoT), with an emphasis on pharmaceutical supply chains. This enables real-time tracking and verification
of pharmaceutical items, guaranteeing that they are authentic and have not been tampered with
throughout the supply chain trip.[7]

These examples demonstrate how blockchain technology may be used to improve transparency,
traceability, and efficiency across several sectors in the supply chain and logistics ecosystem. Keep in
mind that the implementation specifics may change over time as these initiatives mature and adapt to
shifting technical and commercial contexts.

3. METHODOLOGY

Blockchain is an advanced technology whose application in supply chain monitoring can bring a
revolutionized change in logistics monitoring globally whether it can be pork tracking in China or mango
supply tracking in America using IBM’s blockchain solution based on Hyperledger Fabric(!8! to the
pharmaceutical industry blockchain provide a fast, secure and transparent across logistics tracing.
Efficient supply chain traceability is a need of every organization.

Logistics monitoring plays a pivotal role in determining the optimal locations and methods for
manufacturing, packing, storing, transporting, and purchasing products. Given the intricate nature of
supply chain management, effective monitoring is essential to stay abreast of prevailing trends. Logistics
monitoring encompasses the planning, execution, and oversight of various operations associatedwith the
storage and transit of products from their starting point to their ultimate destination. This process
necessitates rigorous inventory control and warehouse management to ensure the seamless flow of
materials throughout the supply chain. By doing so, it aims to reduce overall costs, enhance efficiency, and
elevate customer satisfaction.

3.1 Blockchain in supply chain management and logistics monitoring

The product passing through multiple checkpoints from different warehouses to retailers and then finally
to customers makes the monitoring a complex process which may cause blunders like a contamination
hoax that resulted in the recall of donkey meat products when it was discovered that they included fox
meat, China Walmart engaged in pork mislabeling. To overcome this type of issue Walmart came up with
blockchain integration with their food supply chain. from farm and slaughterhouse tracking where bar
codes are attached to each pig for tracking their movement to the Walmart distribution center and stores
every small step is monitored and stored in blockchain for transparency and safety of pork. [18] Blockchain
technology can bring a huge revolution in supply chain management. Many examples prove the above
statement such as pork tracking in China, mango tracking in America, Everledger for jewelry tracking,
piolet project to track and recognize the prescribed medicine.

Blockchain in Supply Chain Management
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Fig 1. Blockchain in Supply Chain Management
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3.2 Smart Contracts in Supply Chain Management (SCM): Role of smart contracts in enhancing
transparency and accountability of supply chain

3.2.1 What are smart contracts and how do they function in the context of supply chain
management?

Smart contracts are self-executing digital contracts that can revolutionize supply chain management. They
define the agreement and conditions between two or more parties, automating the supply chain
management procedures, including inventory control, order fulfillment, and payment processing. Smart
contracts can help increase transparency and efficiency in supply chain management, providing real-time
visibility into the status of goods and payments. Smart contracts can also optimize processes and reduce
the potential for errors and disputes in supply chain management. Furthermore, supply chain
management can use smart contracts to manage configuration and create a key management system for
IoT devices. These contracts also make it easier to manage and control IoT systems by controlling user
authentication, data sharing, and access control between devices. To maintain the predetermined
standard of service and product quality in logistics supply chains, smart contracts automate the self-
execution and self-enforcement of transactions between internal and external supply chain participants.
The potential benefits of smart contracts in supply chain management are undeniable, including increased
efficiency, reduced costs, improved customer satisfaction, and seamless collaborative visibility. However
there are still issues with scalability and interaction with current systems, as smart contracts require
careful negotiation and agreement among stakeholders in logistics supply chains. Nevertheless, smart
contracts are being adopted in the field of supply chain management, with start-ups emerging with
bespoke solutions that can drive efficiency and automation in supply chain management. Supply chain
management will comprehensively use smart contracts, implementing them gradually from individual
business operations to frameworks tailored to the needs of the industry. Smart contracts powered by
blockchain technology are considered the future of automated agreements in supply chain management.

3.2.2 How do smart contracts enhance transparency in supply chain operations?

Smart contracts provide a range of benefits in supply chain operations, and one of the most significant
ways is through enhancing transparency. Smart contracts enable real-time monitoring and verification of
goods as they are delivered from one location to another, ensuring the authenticity of products in
industries like food and pharmaceuticals. The use of blockchain technology's transparency aids in creating
a tamper-proof record of each and every exchange and occurrence in the supply chain, providing an
immutable and transparent record of all interactions, which is open to inspection by all parties involved.
Collaborative visibility through smart contracts makes it easier to identify the source of any discrepancies,
enabling stakeholders to resolve disputes quickly. Smart contracts also allow stakeholders to track
products and raw materials during transit, enhancing transparency in supply chain operations.
Additionally, smart contracts deployed on a blockchain enable decentralized tracking of containers and
individual goods, providing traceability of products in the food supply chain to their provenance.
Blockchain's intrinsic transparency generates a wealth of data that can be analyzed and questioned to
provide advanced predictive analytics. Smart contracts also provide accurate information about the status
and location of goods, allowing for a proactive approach to supply chain operations. Smart contracts and
blockchain technology can also document the conduct of operations based on regulatory and governing
body rules, enhancing overall supply chain visibility. Furthermore, smart contracts can automate supply
chain operations, requiring no day-to-day management, reducing the need for intermediaries, and
enhancing transparency in supply chain operations. Overall, the use of smart contracts in supply chain
operations has the potential to revolutionize transparency in the industry.

3.2.3 In what ways do smart contracts increase accountability in supply chain transactions?

The supply chain sector will turn upside down thanks to smart contracts by increasing accountability and
transparency in transactions.Smart contracts are created in computer code and distributed on the
blockchain, where they will self-execute as digital agreements between transacting parties!'?] according
to the embedded rules that define the agreement and conditions between two or more parties. By
enabling self-enforcement of transactions in supply chains, smart contracts can automate relationship
management and offer a flexible solution for the parties involved in a transaction. Additionally, smart
contracts can assess the status of a transaction and verify compliance with pre-agreed-upon rules, thus
increasing accountability in the supply chain industry. Stakeholders in the logistics supply chain can also
assist with decentralized tracking through the use of smart contracts implemented on a blockchain, It
makes it easier to identify risks associated with vulnerabilities found in intricate supply networks early
on. Furthermore, a smart contract can include functions for ordering items, canceling orders, updating
item statuses, and retrieving status information, which all assistin increasingaccountability and
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transparency in supply chain transactions. Thus, by leveraging blockchain-powered smart contracting, the
supply chain industry can enhance overall visibility and ensure the authenticity of products in industries
like food and pharmaceuticals.

3.3 Implementation

Blockchains can be implemented leveraging open-source platforms such as Hyperledger Fabric,
BigchainDb, and Multichain. However, for organizations seeking to deploy an internal blockchain solution,
Ethereum or Python are viable options. In the development of our blockchain-centric logistics monitoring
system, with a foundation deeply entrenched in the pharmaceutical domain, we chose to employ the
Ethereum platform. Our localized blockchain development setup utilizes Ganache and Truffle, providing a
conducive environment for the implementation of smart contracts. The seamless integration between our
logistics monitoring system and the Ethereum blockchain is facilitated through the utilization of web3.js, a
JavaScript library.

3.3.1 Need of Blockchain in Pharmaceutical Industry

The World Health Organisation has underlined the tremendous issues that the pharmaceutical industry
faces, with the global trade in counterfeit medications reaching an alarming estimate of up to $200 billion
yearly. Surprisingly, internet channels are used to transact in half of these fake medications. Usually, the
source of counterfeiting is contracted manufacturers or distributors that either inject counterfeit
pharmaceuticals into the supply chain as seemingly authentic units or divert real drugs for resale. There is
a technology gap in the market since existing solutions, such as electronic drug pedigree systems, struggle
with traceability concerns because they rely on bilateral information transfers and isolated data
sources.The Answer: Making Use of Blockchain and Smart Contract Technology acknowledging the
pressing necessity for an all-encompassing resolution, we suggest incorporating blockchain systems to
retain data and implement regulations across the pharmaceutical supply chain. With functions like these,
smart contracts—which are optimized for effective data storage—can take on a more straightforward
structure.[20]

3.3.2 Pharmaceutical supply chain smart contract pseudocode
// Smart Contract Pseudocode
// Define Smart Contract
contract SupplyChain {
// State Variables
address public Owner;
uint256 public medicineCtr;
uint256 public rmsCtr;
uint256 public manCtr;
uint256 public disCtr;
uint256 public retCtr;
enum STAGE { Init, RawMaterialSupply, Manufacture, Distribution, Retail, Sold }
// Struct to store information about a medicine
struct Medicine {
uint256 id;
string name;
string description;
uint256 RMSid;
uint256 MANid;
uint256 DISid;
uint256 RETid;
STAGE stage;
}
// Mapping to store all medicines
mapping(uint256 => Medicine) public MedicineStock;
// Structs to store information about participants
struct RawMaterialSupplier { ... }
struct Manufacturer { ... }
struct Distributor { ... }
struct Retailer { ... }
mapping(uint256 => RawMaterialSupplier) public RMS;
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mapping(uint256 => Manufacturer) public MAN;

mapping(uint256 => Distributor) public DIS;

mapping(uint256 => Retailer) public RET;

// Modifiers and Functions to add participants, supply chain stages, and transitions

modifier onlyByOwner() { ... }

function addRMS(...) public onlyByOwner() { ... }

function addManufacturer(...) public onlyByOwner() { ... }

function addDistributor(...) public onlyByOwner() { ... }

function addRetailer(...) public onlyByOwner() { ... }

function RMSsupply(...) public{... }

function Manufacturing(...) public{... }

function Distribute(...) public{ ... }

function Retail(...) public{... }

function sold(...) public{ ... }

function addMedicine(...) public onlyByOwner() { ... }

// Function to show the stage of a medicine

function showStage(...) public view returns (string memory) { ... }
}
Smart Contract- This is an Ethereum-based self-executing contract named SupplyChain.sol with the
extension “sol”, it creates a decentralized and temper-proof leader.
Stakeholders- The stakeholders in the Pharmaceutical supply chain process are:

1. Owner: The owner is the person who deployed the smart contract and has the authority to authorize
roles. The owner can add a block in the chain and monitor every transaction.
Every stakeholder below has the same attributes:
Address: address (Ethereum blockchain address)
ID: uint256 (unsigned integer)
Name: string (text)
Place: string (text)
Raw Material Supplier: They provide raw materials for medicine production
Manufacturer: produces medicine following WHO guidelines
Distributer: Distribute medicine to retailers
5. Retailer: Sells medicines to end consumers

The flow of supply chain:The process of ordering medicines begins with the Owner initiating the process,
whereby medicines enter the "Init" stage. Subsequently, Raw Material Suppliers (RMS) provide the
necessary raw materials, prompting medicines to progress to the "Raw Material Supply" stage. Following
this, Manufacturers (MAN) undertake the production of medicines, advancing them to the "Manufacture"
stage. Once manufactured, medicines proceed to the "Distribution” stage facilitated by Distributors (DIS),
who ensure the efficient distribution of medicines. Subsequently, Retailers (RET) take charge of selling
medicines to consumers, thus transitioning them to the "Retail" stage. Finally, when medicines are sold to
consumers, Retailers mark them as "sold," signaling the transition to the "Sold" stage. This sequential
process ensures the systematic flow of medicines from procurement to consumer distribution, ensuring
effective supply chain management in the pharmaceutical industry.
Mapping: A mapping in the context of our smart contract acts as a dynamic database that associates
unique identifiers with specific information about stakeholders. For example, we use mappings to link the
Ethereum addresses of Raw Material Suppliers (RMS), Manufacturers (MAN), Distributors (DIS), and
Retailers (RET) with their corresponding attributes, such as names and locations. Mapping enhances
system efficiency by providing quick access to critical data points. At the time of a transaction,
information is retrieved and updated seamlessly.
Mapping example: Mapping(uint256 => Medicine) public MedicineStock; is used to store information
about medicines on the blockchain. ‘MedicineStock’ mapping works on key-value pairs.Unit256 is the key
type for the unique identification of a medicine.Medicine is a struct that stores various details about a
medicine.If the owner wants to retrieve information about a specific medicine, Let's say with ID ‘145’, the
owner will use ‘MedicineStock[145]. It will return the associated ‘medicine’ struct with details about that
medicine, making direct access to the information very fast.

BN
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4. RESULT

The research findings explain the technology of blockchain applied in the field of supply-chain. Supply
chain management can be revolutionized by using a decentralised platform. This paper addresses the
present challenges in the monitoring of goods from the manufacturer to the end product customer,
particularly focusing on traceability and transparency. The timely sharing and tracking of real-time
product details across the supply chain ensure a smooth transportation process, facilitating the seamless
movement of goods from producers to consumers. Blockchain offers inherent benefits such as
decentralization, transparency, and smart contract automation, addressing longstanding challenges
within the industry. Notably, case studies like Walmart's successful implementation of a blockchain-based
solution for tracking pork products from China emphasises benefits of blockchain in enhancing
transparency and traceability throughout the supply chain.

The study also shows various applications of the practical world across various market sectors including
food, pharmaceuticals, container shipping, and customs operations. projects by companies like IBM, De
Beers, and others demonstrate how blockchain is being utilized to improve efficiency and transparency in
logistics monitoring. These examples provide real-world evidence of blockchain's effectiveness in
addressing specific challenges within supply chain management. The tamper-proof record of all
transactions enables stakeholders to verify the authenticity of products and track their location,
enhancing trust and accountability. Despite the positive outlook of the decentralised ledger, the
technology acknowledges various challenges of scalability, integration with current systems. By
overcoming these hurdles, the blockchain holds a high potential to revolutionize the supply chain
industry.

In conclusion, the research proposes a comprehensive framework to guide future research in blockchain-
enabled supply chain management. By addressing current gaps in the literature and identifying areas for
improvement, the research aims to drive innovation and progress in the field. The proposed framework
lays the foundation for further exploration and implementation of blockchain technology in supply chain
management, ultimately leading to enhanced efficiency, transparency, and sustainability across industries.
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5. CONCLUSION

The integration of supply chain management (SCM) with blockchain technology holds significant promise
for revolutionizing various facets of supply chain operations. Features such as traceability, transparency,
decentralization, visibility, smart contracts, accountability, immutability, and cybersecurity offered by
blockchain have the potential to greatly enhance the efficiency and effectiveness of supply chain systems.
Despite these promised benefits, it's crucial to acknowledge that blockchain technology is still in its
nascent stages, facing significant hurdles such as scalability, regulatory concerns, lack of standards,
technological knowledge, and compatibility among supply chain partners. Nevertheless, the capacity of
blockchain technology to provide transparency, authenticity, and dependability to supply chain
operations cannot be overstated. It has the capability to address concerns like food safety, fraud
prevention, traceability, and supply chain sustainability. By adopting blockchain technology, supply chain
stakeholders can improve operational efficiency, enhance participant confidence, manage risks, and fulfill
regulatory obligations more effectively. Moving forward, concerted efforts from both researchers and
practitioners are imperative to overcome these hurdles and maximize the benefits of blockchain
integration in SCM. This entails deepening understanding of blockchain technology, exploring its potential
applications across industries, establishing regulatory frameworks, fostering collaboration among supply
chain partners, and investing in education and training initiatives. Ultimately, integrating supply chain
management with blockchain technology holds tremendous potential to enhance supply chain resilience,
transparency, and sustainability, and collaborative efforts are essential to fully harness this potential.
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