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Abstract—Large-scale quantum computers would break the public-key algorithms that secure most of today's
networks, including RSA, Diffie-Hellman and elliptic-curve cryptography. Standards bodies have responded with
post-quantum algorithms, but the harder problem is migration: legacy network infrastructure contains long-lived
devices, constrained hardware, embedded certificates and protocols that were never designed for large keys or
signatures. This paper evaluates transition strategies for such environments. We summarise the quantum threat
and the main families of post-quantum algorithms, analyse the operational constraints of legacy systems, and
compare five strategies: direct replacement, hybrid classical and post-quantum schemes, crypto-agility, gateway-
based overlays, and quantum-assisted channels. Using a digital-signature workflow and the key-establishment
flow of the Messaging Layer Security protocol as worked examples, we show where algorithm changes touch
protocol design. A simple throughput model for mixed post-quantum and quantum-channel traffic illustrates how
capacity degrades as more transactions use slower mechanisms. We conclude with a phased roadmap, governance
guidance and open research questions.
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1. Introduction

Public-key cryptography underpins nearly every secure network interaction. It authenticates servers and
software updates, establishes the session keys used by TLS, SSH and VPNSs, and anchors the certificate
hierarchies of the public key infrastructure. The security of the most widely deployed schemes, RSA
[1], finite-field Diffie-Hellman [2] and elliptic-curve variants, depends on the difficulty of factoring
large integers or computing discrete logarithms. In 1994 Shor showed that a sufficiently large quantum
computer could solve both problems in polynomial time [3]. Grover's search algorithm, in contrast,
gives only a quadratic speed-up against symmetric ciphers and hash functions [4], which can be
countered by increasing key and output lengths.

No cryptographically relevant quantum computer exists today, and expert estimates of when one might
appear vary widely. Nevertheless, the threat is already operational because of harvest-now-decrypt-later
attacks, in which an adversary records encrypted traffic today and decrypts it once quantum capability
becomes available. Data that must remain confidential for decades, such as health records, state secrets,
intellectual property and infrastructure designs, is therefore at risk now. Digital signatures face a
different but related risk: a forged signature can only be exploited once a quantum computer exists, yet
systems that rely on long-lived signatures, such as firmware roots of trust, must be protected before that
moment.

The cryptographic community has responded through a multi-year standardisation effort led by the U.S.
National Institute of Standards and Technology (NIST), which in August 2024 published its first post-
quantum standards: FIPS 203 for the ML-KEM key-encapsulation mechanism, FIPS 204 for the ML-
DSA signature scheme and FIPS 205 for the hash-based SLH-DSA signature scheme [5]-[7]. A further
signature standard based on Falcon, to be named FN-DSA, and a code-based key-encapsulation
mechanism, HQC, selected in 2025 as a backup to ML-KEM, were still being finalised at the time of
writing. NIST has also published a transition plan proposing that quantum-vulnerable algorithms be
deprecated and ultimately disallowed in the coming decade [8].

Having standards is not the same as having a migrated network. Legacy infrastructure, meaning the
routers, firewalls, VPN concentrators, load balancers, industrial controllers, payment terminals, smart
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cards and embedded devices that form the backbone of enterprise and critical-infrastructure networks,
was designed around small keys, compact signatures and long service lives. Post-quantum algorithms
generally require larger keys and signatures, more memory and different performance trade-offs, and
many legacy components cannot be upgraded in place.

This paper evaluates how organisations can navigate that gap. Its contributions are: (i) a concise
taxonomy of post-quantum algorithm families and their suitability for legacy contexts; (ii) an analysis
of the technical and organisational constraints of legacy networks; (iii) a comparison of five transition
strategies with explicit trade-offs; (iv) worked examples using a signature workflow, the MLS key-
establishment protocol and a throughput model; and (v) a phased migration roadmap with governance
guidance.

I1. Background
A. The Quantum Threat to Public-Key Cryptography

Shor's algorithm threatens every scheme whose security rests on integer factorisation or on discrete
logarithms in finite fields or elliptic-curve groups [3]. This includes key exchange, public-key
encryption and digital signatures. Symmetric primitives are affected less. Grover's algorithm reduces
the effective security of a k-bit symmetric key to roughly k/2 bits [4], so AES-256 and SHA-384 or
SHA-512 are generally regarded as adequate for the quantum era, whereas 128-bit keys offer a smaller
margin. The practical priority for migration is therefore public-key mechanisms.

B. Timing Risk: The Migration Inequality

Mosca formalised the timing problem with a simple inequality [9]. Let X be the number of years that
data must remain secure, Y the number of years needed to migrate the relevant systems to quantum-safe
protection, and Z the number of years until a cryptographically relevant quantum computer exists. If

X+Y>Z7

then the data will be exposed before protection is complete. The inequality has two implications for
legacy networks. First, Y is large because inventories are incomplete and equipment lifecycles are long,
so even moderate estimates of Z justify starting early. Second, X differs sharply across assets, which
allows migration to be prioritised by data lifetime and sensitivity rather than attempted everywhere at
once.

C. Standards Landscape

The first NIST standards cover key establishment and digital signatures. ML-KEM, derived from
CRYSTALS-Kyber [10], is the primary key-encapsulation mechanism and is based on module lattices.
ML-DSA, derived from CRYSTALS-Dilithium [11], is the primary signature scheme. SLH-DSA,
derived from SPHINCS+ [12], relies only on hash functions and serves as a conservative alternative
with larger signatures. Complementary guidance on stateful hash-based signatures, which are suited to
firmware signing where state can be managed, is provided in NIST SP 800-208 [13]. Protocol-level
standardisation in the IETF is progressing in parallel, including hybrid key exchange for TLS 1.3 [14]
and the use of hybrid public-key encryption in the Messaging Layer Security protocol [15], [16].

I11. Post-Quantum Algorithm Families

Post-quantum cryptography refers to classical algorithms believed to resist both classical and quantum
attack [17]. Fig. 1 shows the principal families, and Table I summarises their properties for deployment
in legacy contexts.
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Fig. 1. Families of post-quantum cryptographic algorithms: lattice-based, hash-based, isogeny-based, code-based,
multivariate and MPC-in-the-head.

A. Lattice-Based

Lattice schemes base security on problems such as Learning With Errors and its structured variants.
They offer a favourable balance of speed and size and underpin ML-KEM, ML-DSA and Falcon. Their
implementations use polynomial arithmetic that is efficient on general-purpose processors, which
makes them the default choice for most migration plans. Their keys and signatures remain larger than
those of elliptic-curve cryptography by one to two orders of magnitude.

B. Hash-Based

Hash-based signatures derive security solely from the properties of cryptographic hash functions, which
gives them the most conservative security assumptions. SLH-DSA is stateless but produces large
signatures and is slower to sign. Stateful schemes such as LMS and XMSS have smaller signatures but
require careful state management to avoid catastrophic key reuse, which restricts them to controlled
settings such as firmware signing [13].

C. Code-Based, Multivariate, Isogeny-Based and MPC-in-the-Head

Code-based schemes rely on the hardness of decoding error-correcting codes. The classic McEliece
system has very large public keys but a long security record, and HQC, a code-based key-encapsulation
mechanism, has been selected as a diversification option alongside lattice-based ML-KEM.
Multivariate schemes use systems of quadratic equations and often yield short signatures, yet several
candidates have been broken, notably the Rainbow scheme [18]. Isogeny-based schemes offer very
compact keys, but the SIDH protocol was broken by a classical attack in 2022 [19], illustrating the risk
of adopting young assumptions. Signature designs that apply the MPC-in-the-head paradigm derive
security from multi-party computation protocols simulated by the signer and are an active area of
research. The episodes involving Rainbow and SIDH support a central lesson for migration: algorithm
choices must be revisable, which motivates crypto-agility.

TABLE I. POST-QUANTUM FAMILIES AND SUITABILITY FOR LEGACY CONTEXTS

Family Standardised or leading Strengths Concerns
examples

Lattice ML-KEM, ML-DSA, Falcon Fast, balanced sizes, broad protocol | Larger keys than elliptic curves;
(FN-DSA) support newer assumptions

Hash-based SLH-DSA, LMS, XMSS Minimal assumptions, conservative | Large signatures; state

management for LMS and XMSS
Code-based HQC, Classic McEliece Long cryptanalytic history, Large keys or ciphertexts
diversity from lattices

Multivariate Rainbow (broken), newer Short signatures History of practical breaks

designs
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Isogeny-based SIDH (broken), newer Very compact keys Young assumptions; slower
designs
MPC-in-the-head | Research signature candidates | Security from simple primitives Larger signatures; maturing

IV. Constraints of Legacy Network Infrastructure

A. Size and Bandwidth Overheads

Table II compares representative sizes of classical and post-quantum primitives. An ML-KEM-768
public key is 1,184 bytes and its ciphertext 1,088 bytes, compared with 32 bytes for an X25519 public
value. An ML-DSA-65 signature is 3,309 bytes against 64 bytes for Ed25519. These differences matter
in protocols with fixed-size fields, small maximum transmission units, or limited handshake buffers. A
TLS handshake that carries a certificate chain with several post-quantum signatures and public keys
may span many packets, increase latency and trigger fragmentation problems in middleboxes that
mishandle large messages. Performance studies of post-quantum authentication in TLS 1.3 have shown
that handshake size and the choice of signature algorithm dominate the overhead [20].

TABLE II. REPRESENTATIVE SIZES IN BYTES OF CLASSICAL AND POST-QUANTUM PRIMITIVES

Algorithm Public key Signature or ciphertext Type

X25519 32 32 Classical key exchange
RSA-2048 256 256 Classical signature
Ed25519 32 64 Classical signature
ML-KEM-768 1,184 1,088 Post-quantum KEM
ML-DSA-65 1,952 3,309 Post-quantum signature
FN-DSA-512 (Falcon-512) 897 about 666 Post-quantum signature
SLH-DSA-128s 32 7,856 Post-quantum signature
SLH-DSA-128f 32 17,088 Post-quantum signature

B. Computational and Memory Limits

Lattice operations are efficient on modern servers, yet constrained devices such as smart cards, sensors
and microcontrollers may lack the memory for large keys and the stack space for signature generation.
Hardware security modules and network accelerators often implement fixed cryptographic engines in
firmware or silicon, and cannot add new algorithms without replacement or vendor updates. Side-
channel resistance must also be re-established for new algorithms, because implementation attacks
target the specific arithmetic of each scheme.

C. Protocol and Format Rigidity

Protocols and file formats frequently hard-code algorithm identifiers, field sizes and certificate profiles.
X.509 parsers, code-signing pipelines, smart-card applications and industrial protocols may reject
unfamiliar object identifiers or oversized fields. In deployed systems the cryptographic algorithm is
often entangled with application logic rather than abstracted behind an interface, so a change that is
conceptually simple requires code modification and re-certification.

D. Lifecycle and Operational Realities

Operational technology, medical devices, telecommunications equipment and vehicles can remain in
service for fifteen to thirty years, and firmware update channels may be absent or require physical
access. Certification regimes can make changes slow and expensive. Moreover, organisations rarely
have a complete inventory of where cryptography is used, including embedded libraries and third-party
dependencies, so the first practical obstacle is discovery rather than algorithm selection.

E. Interoperability and Ecosystem Dependencies

Networks do not migrate in isolation. Partners, customers, cloud providers and public certificate
authorities move on their own schedules, and a connection is only as quantum-safe as the weaker side
permits. Negotiation mechanisms allow a client and server to select the strongest mutually supported
option, but they also create downgrade risk if a classical-only fallback is silently accepted.
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Organisations should therefore track the readiness of external dependencies, define policy for when
fallback is allowed, and log negotiated algorithms so that residual classical sessions can be measured
and reduced.

V. Transition Strategies

We compare five strategies that can be combined across an estate. Table III summarises their strengths
and weaknesses.

TABLE III. COMPARISON OF TRANSITION STRATEGIES

Strategy Main benefit Main drawback Best suited to

Direct replacement Simplicity, no dual-algorithm No fallback if the algorithm is Controlled new systems
overhead weakened

Hybrid Security holds if either Larger messages, more External endpoints, VPN,
component survives complexity long-lived data

Crypto-agility Makes any change cheap and Requires architecture and process | All systems; precondition
reversible investment for others

Gateway overlay Protects unmodifiable legacy Exposure behind the gateway; OT, embedded and end-of-
devices single point of dependency life systems

Quantum-assisted Security from physics, not Specialised hardware, range and Few high-value links

channels computational assumptions rate limits

A. Direct Replacement

Direct replacement substitutes a post-quantum algorithm for a classical one. It is simple to reason about
and eliminates the complexity of running two schemes, but it forgoes protection if the new algorithm
proves weak, as the Rainbow and SIDH results demonstrate [18], [19]. It is most defensible where a
mature standardised algorithm exists, the environment is controlled, and interoperability with legacy
peers is not required.

B. Hybrid Schemes

Hybrid schemes combine a classical algorithm with a post-quantum one so that security holds as long
as at least one component remains unbroken. For key establishment, the two shared secrets are
combined through a key-derivation function, as in hybrid key exchange for TLS 1.3 [14], and the
combiner design has been analysed formally [21]. For authentication, composite or dual signatures can
bind both algorithms. Hybrids are the prevailing recommendation during the transition because they
hedge against immaturity of new algorithms and against implementation flaws, and they preserve
compliance with regimes that still require classical algorithms. Their costs are larger messages,
additional computation and greater complexity in negotiation and certificate handling.

C. Crypto-Agility

Crypto-agility is the architectural capability to replace cryptographic algorithms, parameters and
libraries without redesigning the system. It involves abstracting cryptography behind well-defined
interfaces, avoiding hard-coded identifiers, supporting algorithm negotiation, maintaining a
cryptographic bill of materials, and automating certificate and key rotation. Agility is not a single
migration step but a precondition for all strategies, because it makes both the initial move and any
subsequent change inexpensive. For legacy systems, the realistic objective is often to introduce agility
at the boundaries, in gateways and libraries, even if the core cannot be modified.

D. Gateway and Overlay Approaches

Where the legacy endpoint cannot be changed, protection can be added around it. A post-quantum-
capable VPN, TLS-terminating proxy or encrypting gateway can secure the traffic between sites or
between a client and the edge, leaving the legacy device untouched behind the gateway. Pre-shared
symmetric keys can augment existing VPN tunnels, as a stop-gap, to provide quantum resistance
without new public-key algorithms. The disadvantage is that protection stops at the gateway, so the
segment behind it remains exposed, and the gateway becomes a critical dependency. This approach fits
the zero-trust principle of enforcing security at defined points while systems are modernised.
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E. Quantum-Assisted Channels

A different path uses quantum mechanics defensively. Quantum key distribution (QKD) establishes
keys whose secrecy is guaranteed by physical principles rather than computational assumptions [22]. It
requires dedicated hardware and optical links, has distance and rate limitations, and still needs
authentication, typically through pre-shared keys or post-quantum signatures. It can complement post-
quantum cryptography for a small number of high-value links but does not scale to general-purpose
networks. We examine its throughput implications in Section VI.

FE. Example 1: The Digital Signature Workflow

Signatures illustrate why migration is more than a library swap. Fig. 2 shows the standard workflow:
the sender hashes the plain text, encrypts the hash with the sender's private key to produce the digital
signature, appends it to the message and transmits the signed message. The receiver detaches the
signature, decrypts it with the sender's public key, independently hashes the received text and accepts
the message if the two hashes match.

Append . Detach
A —{ ’ | H
Plane Text J D Plane Text
= E Signed message
= g
= 7
If both hashes match,
H " B ) then the digital
Hash ; N33
I L signature is verified
Sender’s Sender’s
Private Key Public Key

Fig. 2. Digital signature workflow: hash and sign with the private key, append, transmit, then detach, decrypt with the public
key and compare hashes.

The description uses the textbook formulation of signing as private-key encryption of a hash, which
maps directly onto RSA. Post-quantum schemes such as ML-DSA and SLH-DSA follow the same
logical pattern of hashing, signing with a private key and verifying with a public key, but internally use
different constructions and are not literally encryption operations. The impact on legacy systems arises
from three details. The signature field grows from tens or hundreds of bytes to thousands, so formats
and buffers must accommodate it. The hash function and its output length may change, and signing may
be randomised or require large internal state. Finally, the verifier must know which algorithm was used,
so algorithm identifiers and certificate profiles must be updated. Firmware and software signing are the
highest-priority use cases because devices verify signatures for years after they are issued.

G. Example 2: Key Establishment in MLS

Fig. 3 illustrates the Messaging Layer Security protocol, in which a host A adds a client B to a group.
Each participant holds a credential bound to a signature key, verified by an authentication service, and
publishes a KeyPackage through a directory. A generates random secrets, derives a node secret and a
joiner secret using HKDF, and encrypts the path secret, joiner secret and any pre-shared key to B's
public key. The encrypted welcome travels through the delivery service, and B decrypts it with its
private key to join the group's key schedule.
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Fig. 3. MLS key establishment between host A and client B using an authentication service, a directory of KeyPackages and
a delivery service.

The figure shows two distinct uses of public-key cryptography. Credentials and signatures authenticate
identity, while public-key encryption of secrets under B's key provides confidentiality for key
establishment. In a post-quantum migration the encryption step would be realised with a key-
encapsulation mechanism, which the MLS standard accesses through hybrid public-key encryption
[15], [16]. The symmetric HKDF derivations are comparatively unaffected, given adequate output
lengths. The example demonstrates two principles. First, each KeyPackage must now carry a larger
public key and signature, so the directory and delivery service must handle larger objects. Second,
because MLS negotiates ciphersuites, a hybrid or post-quantum ciphersuite can be introduced alongside
classical ones, which is crypto-agility in practice. Group messaging also confronts harvest-now-
decrypt-later directly, since recorded group traffic could be decrypted retroactively if the initial key
establishment relies on classical algorithms alone.

H. Choosing Among the Strategies

The strategies are selected per asset rather than per organisation. A useful decision sequence begins with
data lifetime. Assets that protect long-lived secrets and are reachable by an adversary who can record
traffic should receive hybrid key exchange first. Next, ask whether the endpoint can be modified. If it
can, update its libraries and enable agility; if it cannot, place a gateway in front of it and schedule
replacement. Then consider signatures: anything that is verified for many years, such as firmware, boot
loaders and root certificates, should move early to a quantum-safe signature, whereas short-lived
signatures such as ephemeral session authentication can follow once protocol support matures.
Quantum-assisted channels are considered last and only for links that justify the cost. Recording the
reasoning for each decision supports audit and later revision.

VI. Performance Modelling of Mixed Protection Mechanisms

Transition strategies change capacity as well as security. We illustrate this with a simple model of a
service that processes transactions protected by either post-quantum mechanisms or a slower quantum-
assisted channel. Let kappaop denote the fraction of transactions that use the quantum-assisted channel,
Tpoc the throughput when all transactions use post-quantum cryptography, and Ty the throughput when
all use the quantum channel. The aggregate throughput in transactions per second is then the weighted
average
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T(kappag) = (1 — kappag) * Troc + kappag * To

Fig. 4 plots this relationship for 7poc of 1,000 transactions per second and three values of 7p. In the
central scenario 7 is 200, and the plotted sample points are consistent with the model: 920 transactions
per second when ten percent of transactions use the quantum channel, 600 at fifty percent and 200 when
all do. The two other scenarios, with Ty of 10 and 500, bound an uncertainty band that reflects how
little is known about the sustained rates of quantum-assisted systems. The horizontal dashed line marks
the quantum-only throughput of the central scenario, and the post-quantum-only case lies at the left
edge of the graph where kappay is zero.
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Fig. 4. Throughput versus fraction of quantum transactions for three quantum-channel scenarios, with the uncertainty band
shaded.

A. Interpretation

* Throughput falls linearly as the quantum share grows. Every additional ten percentage points
of quantum traffic reduces capacity by one tenth of the gap between the two mechanisms, which
is eighty transactions per second in the central scenario.

* The uncertainty is largest at high quantum share. At ten percent the three scenarios differ by
only about ninety transactions per second, but at one hundred percent they range from 10 to 500,
a fifty-fold difference. Small deployments of quantum channels are therefore low risk for
capacity, whereas large ones depend heavily on an uncertain parameter.

* Selective use is the practical conclusion. Quantum-assisted channels should be reserved for a
narrow set of high-value links, while post-quantum cryptography protects the bulk of traffic.

B. Limits of the Model

The linear form assumes that the two mechanisms operate on independent resources, so that capacity
can be divided in proportion to traffic share. If both share a single processing resource, with each
transaction consuming a time cost, the aggregate rate is the harmonic combination, 1/ ((1 - kappao)/Troc
+ kappao/Tp), which falls faster than the linear model for mixed workloads. The model also ignores
latency, handshake amortisation through session reuse, queucing effects and the cost of key
management. It should be understood as a first-order planning aid that shows the direction and relative
size of the capacity effect, and it should be replaced by measurements from the organisation's own
systems before capacity decisions are made. The same weighted-average logic applies to hybrid and
post-quantum handshakes, where larger messages and extra computation reduce the connection rate of
gateways and servers.
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A practical reading of the model is that planners should estimate the two end-point throughputs on their
own platforms, choose the share of traffic expected to use each mechanism, and test the sensitivity of
the result to the less certain parameter. If the lower bound of the uncertainty band still meets service-
level objectives at the intended share, the design is robust; if it does not, the share should be reduced or
capacity added.

VII. A Phased Migration Roadmap

Combining the strategies above, we propose a four-phase roadmap suitable for legacy-heavy
environments. Table IV summarises the phases and indicative outputs.

TABLE IV. PHASES OF THE MIGRATION ROADMAP

Phase Focus Indicative outputs
1 Discover and prioritise Inventory and risk ranking Cryptographic bill of materials; assets ranked by X
+Y versus Z
2 Build agility and pilot Abstraction, vendor requirements, lab | Updated libraries; pilot results on sizes, latency and
testing compatibility
3 Deploy hybrid protection External links, gateways, signing Hybrid key exchange live; legacy systems behind
roots gateways; PQ firmware signing
4 Retire and optimise Remove classical-only configurations | Decommissioned devices; policy aligned with
regulatory timelines

Phase 1: Discover and Prioritise

Build a cryptographic inventory, ideally a cryptographic bill of materials, covering protocols, libraries,
certificates, hardware modules and third-party dependencies. Classify each asset by data lifetime X, the
estimated migration time Y and exposure to harvest-now-decrypt-later attack. Apply the inequality in
Section II to rank assets, giving priority to long-lived confidential data, root-of-trust signatures, and
externally exposed links.

Phase 2: Build Agility and Pilot

Introduce abstraction layers, update libraries and procurement requirements, and require post-quantum
support from vendors. Establish a laboratory to test hybrid handshakes, measure packet sizes, latency
and CPU load, and detect middlebox failures. Pilot on non-critical services and publish the results to
inform wider rollout.

Phase 3: Deploy Hybrid Protection

Enable hybrid key exchange on external-facing endpoints, VPNs and inter-site links, starting where
confidentiality lifetimes are longest. Place gateways in front of legacy systems that cannot be upgraded.
Begin issuing post-quantum or composite certificates from internal certificate authorities for new
systems, and move firmware-signing roots to quantum-safe signatures, using hash-based schemes
where state can be managed securely.

Phase 4: Retire and Optimise

Replace or isolate end-of-life devices, retire classical-only algorithms in line with regulatory timelines,
and consider moving from hybrid to post-quantum-only configurations when confidence in the new
algorithms and the regulatory position justify it. Continue monitoring cryptanalytic progress and
maintain the agility to switch algorithms again.

VIII. Governance, Risk and Compliance

Technical migration succeeds only with organisational support. Executive sponsorship, a named owner
for cryptographic risk and a funded programme are prerequisites, since the work spans networking,
application, procurement and security teams. Procurement policy should require crypto-agility and a
vendor roadmap for post-quantum support, and contracts should address firmware updates over the
device lifetime. Risk registers should record the harvest-now-decrypt-later exposure explicitly, and
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exceptions for systems that cannot migrate should carry compensating controls and expiry dates.
Compliance regimes, including regulations that mandate validated cryptographic modules, affect
timing, because new algorithms may need module validation before they can be used in regulated
settings. Finally, testing and incident-response plans should anticipate cryptographic failure, including
the discovery of a break in a newly adopted algorithm.

IX. Limitations

This paper is a conceptual and analytical evaluation and does not report new empirical measurements
of post-quantum performance on legacy hardware. Sizes quoted in Table II are taken from the algorithm
specifications and may vary with parameter sets and encodings. The throughput model is a deliberately
simple first-order illustration with assumed parameters, and the quantum-assisted channel rates are
scenario values rather than measured figures. Standards continue to evolve: the status of FN-DSA and
HQC, regulatory deadlines and protocol drafts may change after this writing, and readers should
confirm current requirements. Finally, the roadmap is generic and must be adapted to each organisation's
regulatory, technical and risk context.

X. Future Research Directions

Several directions deserve attention. Empirical benchmarking of hybrid and post-quantum handshakes
across real legacy middleboxes, constrained devices and hardware security modules would replace
assumptions with data. Compact signature designs and certificate-compression techniques could reduce
handshake overhead. Automated discovery tools for cryptographic usage in binaries and firmware
would shorten the inventory phase. Formal analysis of hybrid combiners and composite certificates
under realistic attacker models remains active. Finally, better models of the cost and capacity of
quantum-assisted networks, validated by measurement, would improve decisions about where such
links are justified.

XI1. Conclusion

The quantum threat to public-key cryptography is a migration problem as much as a mathematical one.
Standards for post-quantum key establishment and signatures now exist, but legacy network
infrastructure, with its long lifetimes, rigid protocols and constrained hardware, cannot adopt them by
simple substitution. This paper compared five transition strategies and argued that they are
complementary. Hybrid schemes provide a safety margin while the new algorithms mature, gateways
protect systems that cannot change, quantum-assisted channels suit a narrow set of high-value links,
and crypto-agility is the foundation that makes each of the others affordable and reversible.

The worked examples showed where migration touches real designs: signature fields and certificate
formats grow, key-establishment messages in protocols such as MLS must carry larger objects and
negotiate new ciphersuites, and capacity planning must account for slower mechanisms. The phased
roadmap turns these observations into an order of work that begins with inventory and prioritisation by
data lifetime, proceeds through agility and pilots, deploys hybrid protection where exposure is greatest,
and ends with retirement of classical-only configurations.

Because harvest-now-decrypt-later attacks are possible today, the date at which a quantum computer
arrives is not the relevant deadline for the most sensitive data. Organisations that begin the inventory
now, demand agility from their suppliers and deploy hybrid protection in priority order will be best
placed to complete the transition before it becomes urgent.
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