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Abstract—Enterprises increasingly distribute workloads across several public clouds, private data centers and
SaasS platforms, which dissolves the network perimeter on which traditional security models depend. Zero Trust
Architecture (ZTA) replaces implicit trust based on network location with continuous, context-aware verification
of every user, device and workload. This paper presents a practical approach to implementing ZTA in multi-cloud
enterprise environments. We review the principles in NIST SP 800-207 and related maturity models, analyse the
specific obstacles that multi-cloud introduces, and propose a reference architecture built around an identity-aware
access proxy, a separated control plane and data plane, and layered workload enforcement. Using three
architectural diagrams as anchors, we compare four deployment patterns that range from directly exposed
applications to fully hosted applications with no inbound network path, and we show how a defence-in-depth AWS
design maps onto equivalent Azure and Google Cloud services. A phased implementation roadmap, a set of
governance and operational practices, and an analytical evaluation against common threat scenarios are
provided. The paper concludes with limitations and directions for future research.

Index Terms—Zero Trust, Multi-Cloud, Identity-Aware Proxy, Web Application Firewall, Micro-segmentation,
RBAC, Control Plane, Cloud Security.

1. Introduction

For roughly three decades enterprise security was organised around the idea of a protected interior and
an untrusted exterior. Firewalls, demilitarised zones and virtual private networks formed a hardened
shell, and anything that managed to get inside the shell was assumed to be benign. That assumption has
become untenable. Employees work from homes and airports, applications are consumed as SaaS,
partners and contractors require selective access, and workloads run in more than one cloud provider at
the same time. The perimeter is no longer a single place that can be defended; it is a collection of
identities, devices, APIs and data flows that cross organisational and provider boundaries.

Zero Trust is the security paradigm that responds to this reality. The term was popularised by Kindervag
at Forrester Research in 2010 under the slogan "never trust, always verify" [1], and it was later
formalised by the U.S. National Institute of Standards and Technology in Special Publication 800-207
[2]. In a zero-trust model no request is trusted merely because it originates from a particular network
segment. Instead, each request to access a resource is authenticated, authorised and evaluated against
policy and context, and the resulting access is limited to the minimum necessary and re-evaluated
continuously.

Adopting zero trust inside a single environment is already demanding. Doing so across several clouds
multiplies the difficulty, because every provider has its own identity model, its own networking
primitives, its own logging formats and its own native security services. Without a deliberate
architecture, organisations end up with inconsistent policies, duplicated tooling and blind spots at the
seams between providers. These seams are precisely where attackers look.

The contribution of this paper is a pragmatic, provider-neutral approach to implementing zero trust in
multi-cloud enterprises. Specifically, we (i) summarise the foundational principles and relevant
standards; (ii) identify the structural challenges that multi-cloud adds; (iii) present a reference
architecture and analyse four access patterns that organisations can choose between depending on risk
and legacy constraints; (iv) explain how control-plane and data-plane separation supports consistent
policy; (v) demonstrate a layered, defence-in-depth deployment and its mapping to the three major
public clouds; and (vi) provide a phased roadmap with operational guidance.
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II. Background and Related Work

A. Core Principles of Zero Trust

NIST SP 800-207 describes zero trust as a set of cybersecurity paradigms that move defences from
static, network-based perimeters to a focus on users, assets and resources [2]. The document identifies
tenets that can be summarised as follows: all data sources and computing services are considered
resources; all communication is secured regardless of network location; access to individual resources
is granted on a per-session basis; access is determined by dynamic policy that may include the
observable state of client identity, application and requesting asset; the enterprise monitors and
measures the integrity and security posture of all owned and associated assets; authentication and
authorisation are strictly enforced before access is allowed; and the enterprise collects as much
information as possible about the current state of assets, network infrastructure and communications in
order to improve its security posture.

Logically, the standard separates a Policy Decision Point (PDP), composed of a policy engine and a
policy administrator, from a Policy Enforcement Point (PEP) that sits in the path of the traffic. The PDP
decides whether a subject may access a resource, and the PEP enables, monitors and terminates the
connection accordingly. This separation, which we revisit in Section V, is the architectural heart of zero
trust.

B. Industry Models and Maturity Frameworks

Several organisations have translated the abstract principles into operational models. Google's
BeyondCorp programme demonstrated that a large enterprise can remove privileged intranet access and
instead authorise access to applications on the basis of user and device identity [3]. The U.S.
Cybersecurity and Infrastructure Security Agency (CISA) published a Zero Trust Maturity Model
organised around five pillars (identity, devices, networks, applications and workloads, and data) and
three cross-cutting capabilities (visibility and analytics, automation and orchestration, and governance)
[4]. NIST Ilater published SP 800-207A, which specifically addresses access control in cloud-native
applications across multiple locations and therefore directly concerns the environments studied here

[5]-
C. Related Research

Academic surveys have examined the field from different angles. Buck et al. conducted a multivocal
literature review and concluded that zero trust is still defined inconsistently across sources and that
empirical validation lags behind vendor claims [6]. Syed et al. surveyed zero-trust architectures and
their enabling technologies, including software-defined perimeters, micro-segmentation and identity
management, and highlighted open problems around scalability and policy management [7]. What
remains comparatively under-explored is the engineering of a coherent zero-trust implementation that
spans multiple commercial clouds simultaneously. This paper aims to contribute to that gap.

I1I. Challenges of Zero Trust in Multi-Cloud Environments

A multi-cloud strategy is usually adopted for resilience, regulatory data residency, cost optimisation,
avoidance of vendor lock-in or access to best-of-breed services. Whatever the motivation, the resulting
estate has characteristics that complicate zero trust. We group the principal challenges into six
categories.

* Identity fragmentation. Each provider has a native identity and access management system with
its own roles, policies and federation behaviour. Workforce identities may live in one directory,
workload identities in another, and partner identities in a third. Inconsistent identity is the single
most common cause of policy gaps.

* Inconsistent policy semantics. A security group in one cloud, a network security group in
another and a firewall rule in a third express similar intent with different constructs, defaults and
limits. Translating a single enterprise policy into three dialects invites drift and error.

7940 Nidhi Srivastava et al 7939-7954




Journal of Computational Analysis and Applications VOL. 33, NO. 8, 2024

10.48047/jocaaa.2024.33.08.621

* Fragmented visibility. Logs, flow records and threat findings are emitted in provider-specific
formats and stored in provider-specific services. Correlating a lateral-movement attempt that
spans two clouds requires normalisation that is rarely in place.

* Data gravity and east-west traffic. Applications that were designed for a single data centre often
make chatty calls between tiers. When those tiers are distributed across clouds, the traffic crosses
public links and provider boundaries, increasing both exposure and latency.

* Legacy and hybrid dependencies. Many enterprises retain on-premises systems that cannot
support modern authentication protocols. These systems require compensating controls and often
become the weakest link in the chain.

* Operational and skills complexity. Security teams must master several consoles, APIs and
certification tracks. Without automation, the effort to keep policies aligned grows faster than the
estate itself.

These challenges imply that a zero-trust programme cannot be implemented by simply enabling each
provider's native features in isolation. A common enforcement and policy layer, anchored in a single
source of identity truth and expressed as code, is needed above the provider-specific mechanisms. The
architecture presented in the next section follows this principle.

IV. Reference Architecture and Access Patterns

Our reference architecture places an identity-aware access layer between users and every application,
regardless of where the application runs. This layer authenticates users through an enterprise or social
identity provider using open standards such as OpenlID Connect [8], evaluates role-based access control
(RBAC) policy, and inspects traffic with a web application firewall (WAF). Behind this layer, a
workload firewall restricts which back-end services may be reached, and the private data tier is never
exposed directly to the internet.

Fig. 1 illustrates four deployment patterns that differ in how much of the application is exposed and
how the access layer interacts with the private network. The figure also shows the identity providers
that can be federated, namely OpenlD Connect providers, Google identities such as Gmail and G Suite
accounts, and Microsoft Active Directory.
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Fig. 1. Four access patterns: direct exposure, authenticated access in front of a DMZ, hosted hybrid and fully hosted
deployments, with federated identity providers.
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A. Pattern 1: Direct Exposure and SaaS

The first pattern, labelled la and 1b in the figure, represents the traditional approach. In la the
application is an external SaaS offering consumed directly over the public internet, so the enterprise has
no network control over it and must rely on identity federation and contractual assurance. In 1b the
application is hosted in a DMZ with a firewall in front and a private database behind it. Users on the
public internet reach the DMZ directly, which means that the application's own authentication and patch
hygiene are the only barriers between an attacker and the system. Pattern 1 provides no centralised
access policy and is the least aligned with zero trust. It is retained here as a baseline.

B. Pattern 2: Authenticated Users Only in Front of a DMZ

In the second pattern a user-facing RBAC and WAF component is inserted ahead of the DMZ. Traffic
from the internet terminates at this component, which authenticates the user, applies role-based rules
and filters malicious payloads. A workload firewall then forwards only approved requests to the
application inside the DMZ, which in turn accesses the private database. The application is still
reachable from the access layer through an inbound firewall rule, but unauthenticated traffic never
reaches it. This pattern is attractive for organisations that must keep applications in place while quickly
improving their posture, because it requires no re-architecture of the application itself.

C. Pattern 3: Hosted, Hybrid, Authenticated Users Only

In the third pattern the application component is hosted alongside the access layer, while the data stays
in the private network. The workload firewall mediates the narrow connection from the hosted
application to the private database. This reduces the exposed surface to a single, tightly controlled data
path and removes the need to place an internet-facing server in the DMZ. It suits hybrid scenarios where
the data is subject to residency or sovereignty constraints but the application logic can safely be moved.

D. Pattern 4: Hosted, Authenticated Users Only

In the fourth pattern both the application and its data store are hosted behind the access layer, and the
inbound firewall path into the private network is closed, which is indicated in the figure by the red cross.
Because there is no inbound connection to defend, the private network cannot be reached from the
internet at all. This is the strongest expression of zero trust in the figure, as the only route to the resource
is through authenticated, authorised and inspected sessions. The trade-off is that the application and
data must be migrated or replicated into the hosted environment.

E. Comparative Summary

Table I summarises the four patterns. In a multi-cloud estate the patterns are not mutually exclusive;
different applications will legitimately occupy different patterns depending on sensitivity, age and data
location, and a roadmap should move applications progressively from Pattern 1 toward Pattern 3 or 4.

TABLE I. COMPARISON OF THE FOUR ACCESS PATTERNS IN FIG. 1

Pattern Internet exposure Access control Private network inbound | Zero-trust
path alignment

la SaaS / external Provider-managed Provider and federation Not applicable Low

1b DMZ access Application directly Application-level only Open via DMZ firewall Low
exposed

2 Authenticated, Only access layer RBAC + WAF + workload | Narrow, via workload Medium

DMZ exposed firewall firewall

3 Hosted, hybrid Only access layer RBAC + WAF + workload | Single data path High
exposed firewall

4 Hosted Only access layer RBAC + WAF None (closed) Highest
exposed
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V. Control Plane and Data Plane Separation

A recurring principle in zero-trust design is the separation between the plane that makes decisions and
the plane that carries traffic. The control plane gathers identity, device posture, threat intelligence and
policy, and produces authorisation decisions. The data plane carries application traffic and enforces
those decisions at the point of access. Keeping these planes distinct allows policy to be changed
centrally without touching every application, and it prevents a compromised workload from rewriting
the rules that govern it.

Fig. 2 depicts this idea in a different domain, a rail transit network, but the structure is directly
transferable. Dashed lines represent control management emanating from the control planes toward
each element, while solid lines represent data interaction. Practitioners reach the security gateway and
dedicated network services through data paths, and the security gateway fronts third-party edge and
cloud services. Application servers sit behind a load-balancing element that receives traffic from system
equipment, while a single control plane governs all of them.
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Fig. 2. Control-plane (dashed) and data-interaction (solid) separation with a security gateway fronting edge and cloud
services.

Mapped to an enterprise multi-cloud context, the security gateway corresponds to the identity-aware
access proxy or PEP; the control planes correspond to the PDP together with the identity provider,
device-management system, policy repository and analytics engine; the third-party edge and cloud
services correspond to workloads in different public clouds; and the application servers and load
balancers correspond to the compute tiers behind the proxy. The figure also makes an important point
about topology: control management reaches every element, including those in external cloud services,
yet data interaction is funnelled through the gateway. In a multi-cloud implementation this means that
one logical control plane should manage enforcement points deployed in every provider.

A. Design Implications

* Centralised decision, distributed enforcement. Policy is authored once and compiled into the
native constructs of each cloud, such as security groups, firewall rules and WAF rule sets, by
automation pipelines.

* Fail-closed behaviour. If an enforcement point cannot reach the decision service it should deny
new sessions rather than permit them, with carefully designed caching to preserve availability for
existing sessions.
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* Protected control channel. The control plane itself is a high-value target. Administrative access
to it must use phishing-resistant multi-factor authentication, just-in-time elevation and complete
audit logging.

* Telemetry feedback. Enforcement points emit rich telemetry to the analytics layer, closing the
loop so that risk scores and policy can adapt to observed behaviour.

VI. Layered Cloud Deployment: A Defence-in-Depth Example

The reference architecture is realised in each cloud through a layered set of controls. Fig. 3 shows a
representative defence-in-depth design on Amazon Web Services. Although the icons are provider-
specific, the logic is general and we use it as a template for the other clouds.
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Fig. 3. Defence-in-depth, multi-AZ cloud architecture with edge WAF, second WAF, proxy tier, API gateway mediation and
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A. Edge Security

Users reach the environment through DNS and, for static or media content, through a content delivery
network. A web application firewall at the edge provides the first layer of Layer 7 protection, and the
delivery network contributes DDoS absorption, protection of static content and caching. This
corresponds to the first stage of the access layer in Fig. 1, where unauthenticated or malicious traffic is
stopped before it reaches any application.

B. Second WAF and Regional Load Balancing

A second WAF is attached to the application load balancer inside the virtual private cloud. Its purpose
is to protect against requests that bypass the edge, for example by contacting the load balancer's public
address directly or by scanning IP ranges. This redundancy is a direct application of the zero-trust
assumption that any single layer may be circumvented or misconfigured.

C. Tiered, Multi-AZ Compute with Intermediate Proxying

Compute is divided into web, proxy and application tiers, each deployed as an autoscaling group across
two availability zones for resilience. Network load balancers sit between tiers. The notable design
decision is the dedicated proxy tier: all calls between the web and application tiers pass through it so
that input is validated and scrubbed. This is micro-segmentation in practice. The web tier cannot talk to
the application tier directly, so a compromise of a web instance does not grant free movement to business
logic.

D. Data Access Mediation

Beyond the application tier, an API gateway and serverless functions mediate every call to the database
tier, ensuring that requests are well formed and clean before they reach primary and secondary database
nodes. The databases are never addressed by clients and are reachable only through this narrow,
inspected path. This mirrors Pattern 3 and Pattern 4 in Fig. 1, in which the private data store is accessible
only through a controlled channel.

E. Cross-Cutting Controls

Several services operate across the whole environment. A managed key-management service provides
least-privilege access to encryption keys for backups and data. Security groups and network access
control lists provide Layer 3 and Layer 4 filtering at the instance and subnet levels. A threat-detection
service continuously analyses logs and flow data for anomalies both inside and outside the virtual
private cloud, a monitoring service aggregates metrics and alarms, and a DDoS protection service
guards the network edge. Together these supply the visibility and analytics capability that the CISA
maturity model identifies as essential [4].

F. Mapping to Other Providers

The same layers exist on Microsoft Azure and Google Cloud Platform under different names. Table I1
maps the functional layers to representative native services. Using a functional taxonomy rather than a
product list as the unit of design lets security architects write one policy intent and implement it on each
provider with the appropriate construct.

TABLE II. FUNCTIONAL LAYERS AND REPRESENTATIVE NATIVE SERVICES

Functional layer AWS Microsoft Azure Google Cloud
Workforce identity IAM Identity Center Microsoft Entra ID Cloud Identity
Identity-aware access AWS Verified Access Entra Application Proxy / Identity-Aware Proxy

Conditional Access

Edge WAF and DDoS AWS WAF, Shield, CloudFront | Azure WAF, Front Door, DDoS | Cloud Armor

Protection
L3/L4 segmentation Security Groups, NACLs Network Security Groups VPC firewall rules
Key management AWS KMS Azure Key Vault Cloud KMS
Threat detection GuardDuty Defender for Cloud Security Command Center
Monitoring and logs CloudWatch, CloudTrail Azure Monitor Cloud Logging, Monitoring
API mediation API Gateway, Lambda API Management, Functions API Gateway, Cloud

Functions
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VII. Implementation Pillars

Following the CISA model [4], we organise the implementation guidance around five pillars. For each
pillar we describe the objective, the multi-cloud specific practices, and the evidence that the control is
operating.

A. Identity

Identity is the new perimeter. The objective is a single authoritative identity source for the workforce,
federated to every cloud through SAML or OpenID Connect so that no long-lived local accounts exist
in the providers. Multi-factor authentication should be mandatory and, for privileged users, phishing-
resistant, using FIDO2 security keys or equivalent. Role definitions should be harmonised across clouds
into an enterprise role catalogue, and entitlements should be reviewed on a regular cycle. Privileged
access should be granted just-in-time and time-bound. Workload identities deserve the same rigour:
instead of embedded static secrets, workloads should use short-lived credentials issued by the platform,
and cross-cloud workload authentication can use standards such as SPIFFE-style verifiable identity
documents [9]. Evidence includes the proportion of accounts protected by strong authentication, the
number of standing privileged accounts, and the age of credentials.

B. Devices

Access decisions should consider device health. A device inventory, combined with endpoint detection
and response and mobile device management, supplies posture signals such as operating system patch
level, disk encryption status and the presence of security agents. These signals are passed to the PDP so
that a valid user on a compromised or unmanaged device receives reduced access or none. For bring-
your-own-device and partner scenarios, browser-based isolation or application-level access through the
proxy can provide access without exposing the corporate network.

C. Networks

The network pillar emphasises micro-segmentation, encrypted transport and the removal of implicit
trust from network location. Inside each cloud, workloads are segmented by function and sensitivity,
and security groups follow a default-deny posture with explicit allow rules. Between clouds,
connectivity should be treated as untrusted even when it travels over private interconnects; mutual TLS
should be used for service-to-service calls. Inbound exposure should be minimised, with Pattern 4 in
Fig. 1 serving as the target for the most sensitive applications. Outbound controls, such as egress
filtering and DNS filtering, limit the damage of a compromised workload by preventing command-and-
control communication and data exfiltration.

D. Applications and Workloads

Applications are accessed through the identity-aware proxy rather than through network connectivity.
The proxy applies RBAC and, where supported, attribute-based rules that incorporate context such as
location and time. A WAF protects against injection and other common web attacks, and an intermediate
validation tier, as in Fig. 3, scrubs inter-tier calls. Software supply-chain controls, including signed
container images, dependency scanning and admission control in Kubernetes clusters, ensure that only
trusted code runs in each cloud. Runtime protection and workload-level policy detect deviations from
expected behaviour.

E. Data

Data is the ultimate asset and must be classified, encrypted and monitored. Encryption at rest should
use customer-managed keys held in each cloud's key-management service, with strict separation of
duties between key administrators and data administrators. Where regulation or risk demands, a
centralised or externally held key hierarchy can provide uniform control across providers. Data-loss
prevention and access logging provide visibility into who accessed which data, and database access is
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mediated, as in the API gateway and serverless layer of Fig. 3, so that queries are validated and
attributable.

E Visibility, Automation and Governance

The cross-cutting capabilities determine whether the pillars function as a coherent system. Logs from
all clouds should be normalised and forwarded to a central security analytics platform so that correlated
detections become possible. Policy should be expressed as code and deployed by pipelines, which
provides version control, peer review and consistent rollout across providers. Drift detection compares
the deployed state against the declared state and raises an alert or automatically remediates deviations.
Governance defines ownership, exception handling and the metrics reported to leadership.

VIII. Phased Implementation Roadmap

Zero trust is a journey rather than a product, and a successful multi-cloud programme proceeds in phases
that deliver value at each step while limiting disruption. We propose four phases.

Phase 1: Discover and Define

The organisation inventories users, devices, applications, data stores and data flows across all clouds
and on-premises locations. Applications are classified by sensitivity and criticality, and the current
access pattern for each application is recorded using the taxonomy of Fig. 1. Business owners are
identified, and a protect surface is defined, which is a small set of the most critical data, assets,
applications and services to be secured first. The output is a prioritised backlog and a target-state
architecture.

Phase 2: Establish the Identity Foundation

A single authoritative identity provider is selected or consolidated, and federation to each cloud and
SaaS application is configured. Multi-factor authentication is enforced, standing privileged access is
removed in favour of just-in-time elevation, and the enterprise role catalogue is created. This phase
typically has the highest impact on risk reduction for the least infrastructure change.

Phase 3: Introduce the Access Layer

The identity-aware proxy, WAF and workload firewall are deployed, initially in front of a small number
of externally facing applications moved from Pattern 1 to Pattern 2. Policies run first in monitoring
mode to observe the impact before enforcement. Application owners are engaged to ensure that role
mappings are correct. As confidence grows, applications migrate to Patterns 3 and 4 where feasible.

Phase 4: Segment, Harden and Automate

Micro-segmentation is implemented using observed traffic flows to derive allow lists, intermediate
proxy tiers are introduced where inter-tier trust is excessive, and data access is mediated through
gateways. Encryption and key management are standardised, east-west traffic between clouds is secured
with mutual TLS, and continuous monitoring, policy-as-code pipelines and drift detection become
standard practice.

Table 11 lists indicative success measures for each phase. Organisations should adapt them to their own
risk appetite and regulatory context.

TABLE III. INDICATIVE SUCCESS MEASURES BY PHASE

Phase Example measures

1 Discover and define Percentage of applications and data stores inventoried and classified; protect surface agreed

2 Identity foundation Share of users on MFA; reduction in standing privileged accounts; federated apps

3 Access layer Applications behind the proxy; share running in Patterns 2 to 4; blocked malicious requests

4 Segment and harden Reduction in permitted east-west flows; mutual TLS coverage; policy-as-code share; mean
time to detect and respond
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IX. Analytical Evaluation

A comprehensive empirical study of enterprise zero-trust deployments would require longitudinal data
from multiple organisations, which is beyond the scope of this paper. Instead, we evaluate the
architecture analytically by examining how each access pattern and the layered design respond to a set
of representative threat scenarios. The results are qualitative and are intended to support design
reasoning rather than to provide measured effectiveness.

A. Credential Theft and Phishing

Under Pattern 1 a stolen password is sufficient to access the application directly. Under Patterns 2 to 4
the access layer enforces multi-factor authentication and device-posture checks, so a stolen password
alone does not grant access. Phishing-resistant authenticators further reduce the risk of real-time proxy
phishing. Residual risk remains from session-token theft, which is mitigated by short session lifetimes,
token binding and continuous re-evaluation of risk.

B. Exploitation of an Application Vulnerability

In Pattern 1 an unpatched internet-facing application is directly exposed. In Pattern 2 the WAF and
authentication gate reduce the population of attackers to authenticated users and filter many known
exploit payloads, but a vulnerability reachable by an authenticated user can still be exploited. In Patterns
3 and 4 the exposure is similar at the application layer, yet the blast radius is reduced because the private
network has either a single narrow data path or no inbound path. The layered design in Fig. 3 adds a
second WAF and an input-scrubbing tier, which further reduces the chance that malicious input reaches
the business logic or database.

C. Summary

Table IV summarises the qualitative assessment. The pattern ranking is consistent with the intuition that
each step toward hosted, authenticated access reduces exposure, while the layered controls provide
redundancy against failure of any individual mechanism.

TABLE IV. QUALITATIVE ASSESSMENT OF PATTERNS AGAINST THREAT SCENARIOS

Threat Pattern 1 Pattern 2 Pattern 3 Pattern 4
Credential theft Weak Moderate Strong Strong
Application exploit Weak Moderate Strong Strong
Insider misuse Weak Moderate Strong Strong

X. Challenges, Limitations and Risks

Despite its advantages, zero trust carries costs and risks that must be acknowledged. We highlight four.

* Concentration risk. The access proxy and identity provider become critical dependencies. An
outage or compromise affects every application behind them. High availability, geographic
redundancy, break-glass procedures and rigorous protection of administrative access are essential.

* Performance and user experience. Additional inspection and authentication steps add latency,
and excessive prompts cause user fatigue. Risk-based, adaptive authentication that challenges
users only when risk is elevated can balance security with usability.

* Legacy compatibility. Systems that do not support modern authentication protocols may require
wrapping by a proxy, protocol translation or isolation, and some may be impractical to bring into
the model without replacement.

* Policy complexity. Fine-grained policies can become difficult to reason about and test. Policy-
as-code, automated testing and periodic review reduce the risk of conflicting or overly permissive
rules.

A further limitation of this paper is that its evaluation is analytical. Quantitative measurements of
latency overhead, detection rates and operational cost in real multi-cloud deployments would strengthen
the conclusions and are an important direction for future work.
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XI. Future Research Directions

Several promising areas merit further investigation. The first is continuous, Al-assisted risk scoring that
fuses identity, device, network and behavioural signals to adapt access decisions in real time while
remaining explainable and auditable. The second is interoperable, cross-cloud policy languages that
allow a single policy to be compiled reliably into each provider's native controls and verified formally.
Finally, empirical studies and shared benchmarks for zero-trust effectiveness would help move the field
from vendor claims toward evidence.

XII. Conclusion

Multi-cloud adoption has made the traditional network perimeter obsolete, and zero trust offers a
principled replacement based on continuous verification of identity, device and context. This paper
presented an approach to implementing zero trust across multiple cloud providers that rests on three
ideas: an identity-aware access layer that fronts every application, a clear separation between a central
control plane and distributed enforcement points, and layered, segmented workload controls that assume
any individual layer can fail.

Using four access patterns, we showed how enterprises can progress from directly exposed applications
to hosted applications with no inbound network path. Using a control-plane/data-plane model, we
showed how one logical policy authority can govern enforcement points in many clouds. Using a
defence-in-depth AWS design and its mapping to Azure and Google Cloud, we showed how functional
layers can be implemented consistently on different platforms. The phased roadmap and pillar-based
guidance provide a path that delivers incremental risk reduction while managing disruption.

Zero trust is not a product that can be purchased or a project that finishes. It is an ongoing discipline of
reducing implicit trust, observing behaviour and adapting policy. Organisations that begin with identity,
protect their most critical assets first, automate policy as code and measure outcomes will be best placed
to secure their multi-cloud estates against evolving threats.
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