Journal of Computational Analysis and Applications

VOL. 33,NO. 4, 2024

10.48047/jocaaa.2024.33.04.57

An Explainable Causal Temporal Framework for Failure Prediction in Event-
Driven Distributed Systems Using Logs, Metrics, Traces, and Event Streams

Durga Narayana Varma Addepalli
Independent Researcher, USA

Abstract
Distributed systems based on events are becoming
more problematic in terms of their reliability as a result
of the growing complexity of interactions between
microservices, message queues, databases, and
infrastructure elements. This study presents an
Explainable Causal Temporal Failure Prediction
Framework, a combination of logs, metrics, traces, and
event streams to predict incidents proactively. The
frameworks represent temporal dependencies and
propagation of causal failures with the help of LSTM,
Transformer, and Causal Graph Neural Networks
(CGNN). Failure prediction, early warning capability
and evaluation of root cause analysis are tested in
synthetic cloud-native environments. This new
method enhances operational intelligence through the
detection of failure signs, prediction descriptions, and
prediction reliability management of a distributed
system.
Keywords: Causal Failure Prediction, Event-Driven
Systems, Distributed Systems, Logs, Metrics, Traces,
Event  Streams, Explainable Al LSTM,
Transformer, Causal Graph Neural Network,
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I.  INTRODUCTION
Background
The rapid expansion of cloud-native apps has already
revolutionized the software delivery using
microservices, event-based architecture, message
queues, distributed databases and serverless ensemble
[1]. However, the growing number of
interdependencies between services complicate the
diagnosis of failures as well. As an illustration, a slow
consumer may add to the queue depth, inducing and
propagating retries and resource consumption, which
may propagate failures to other parts that would
depend on it, such as databases, producers and
downstream services. Such interactions suggest that it
might be inadequate to monitor individual
infrastructure indicators of how the state of operations
becomes cascading failures. Thus, the determinants of
predicting failures must be both the time variations of
observability signals and the connections among the
distributed elements.
Research Problem
Traditional monitoring in the distributed system is
usually done based on the alert of threshold, anomaly
detection and management of incidents that happens.
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While these techniques prove useful in determining
the abnormal operational conditions, they help in
limited degree in identifying whether an ever evolving
condition is inclined towards the formation of a system
failure or how a failure can expand over the dependent
components. To illustrate this, high CPU utilisation
can be used to mean that there is pressure on resources
but then there is no single point in isolation that can
explain why the condition will continue to trigger an
increase in the queue, retrying, or overload the
database or cause downstream service failure [2]. The
gap in the research is thus that very little is done to
combine the aspects of predicting the temporal failure,
the causal dependency analysis, heterogeneous
observability data and explainable solely in one
platform  proactive failure detection. Current
surveillance methods can study the individual metrics,
logs or traces, whereas the correlation between the
changing operational signatures and dependency
between the components needs additional research.
This gap is filled in this study by integrating
multimodal observability data, with temporal
prediction and causal dependency modelling, with the
aim of extending the scope of understanding on
whether failure conditions could be predicted prior to
an observed service failure.

Research Aim and Objectives

Research Aim

The study seeks to implement a causal temporal model
that can be explained and predict failures in event-led
distributed frameworks through combination of
metrics, logs, trace, and also event streams to prevent
incidents proactively.

Research Objectives

o To create a causal model of expressing
temporality of relationships  between
components in event-led distributed
frameworks.

o To combine logs, metrics and traces with
event streams to analyze failures
holistically.

e To discover early signs of retry storms,
resource saturation and cascading failures.

o To develop a predictive framework that can
be explained to be proactive incident
detection and prevention.

Novel Contribution
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The study provides an explainable causal time model
that combines diverse observability information,
involves logs and metrics, traces, and event streams, to
anticipate failures causing service failure [3]. Post hoc,
contrasting with the classical methods of anomaly-
fueled, the principal frameworks score causal
relationships between distributed constituents, detects
patterns of failure propagation, and gives feedback-
describable forecasts to proactively control reliability
through anticipating events in event-driven
frameworks.

Current methods used to predict failures in distributed
systems predominantly concentrate on investigations
of anomalies, separate telemetry providers or on post-
failure diagnostics. However they usually do not have
the capability to compute dynamic causal relationships
between distributed elements and at the same time
include heterogeneous observability data. Hence, this
study fulfills the gap by introducing an explainable
causal-temporal model that merges logs and metrics,
traces, and event streams with the causal-temporal
learning models (LSTM and Transformer) and causal
dependency modelling models (CGNN). Predicting
failures is only one part of the key contribution of this
work which also gives explanations of the propagation
paths of failure that can be read out.

II. RELATED WORK

Causal Temporal Modeling of Component
Relationships in Event-Driven Distributed Systems
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Fig 1. Existing Approaches and Research Gap in
Causal Temporal Modeling of Distributed System
Dependencies
Previous work on distributed system reliability has
delved into dependency modelling and temporal
analysis through graphs and probabilistic models and
machine learning methods [4]. Although approaches
commit service interactions, most of them are
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concerned with the correlation and not causation [5].
Existing causal models are not adaptable and dynamic
with events that happen in real-time [6]. Thus, there is
a gap in the current literature in terms of developing
scale causal time models that can model a changing
relationship between distributed elements to predict
failures proactively.

Multimodal Integration of Logs, Metrics, Traces,
and Event Streams for Failure Analysis
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Fig 2. Multimodal Observability Data Integration
Framework for Distributed System Failure
Analysis
Recent works highlight observability-based methods
through analysis of logs, metrics, traces and event
streams to enhance the monitoring of distributed
systems [7]. The majority of the current methods
analyze these data sources independently and cannot
adequately grasp cross-layer failure patterns [8].
Despite multimodal approaches enhancing accuracy of
detection, there are difficulties in synchronizing data,
correlating features, and within real time [9]. More
studies are needed to assess cohesive models of
heterogeneous operational signals to enable a holistic

study of failures.

Early Detection of Retry Storms, Resource
Saturation, and Cascading Failures through
Indicators
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Fig 3. Failure Propagation Patterns and Early
Warning Indicators in Event-Driven Distributed
Systems
Failure prediction studies have assessed failure
detection, resource tracking and workload forecasting
to detect risks in operation [10]. Nevertheless, current
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solutions often recognize symptoms while degradation
has taken place instead of anticipating ways of non-
propagation of failure [11]. Composite temporal
dependencies are found within retry storms, queue
congestion, as well as resource saturation, and are
poorly represented by traditional approaches [12].
Finally, existing literature presents the necessity of
more sophisticated predictive models that are able to
detect an early warning sign and avoid the cascading
failure [13].

Explainable Failure Prediction Framework for
Proactive Incident Detection and Prevention in
Systems
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Fig 4. Explainable Causal Failure Prediction
Framework for Proactive Incident Management
Frameworks for predicting failures utilizing machine
learning have been demonstrated to be adequate at
predicting abnormal system behavior, while many of
them are black-box models that are not as interpretable
[14]. Current studies have the prediction accuracy
while lack adequate interpretation of the reasons of
failure as well as the spread patterns [15]. This
constraint lessens the trust and decision-making
powers of operation [16]. The growth of future
research needs to have exploratory predictive
frameworks which incorporate causal rationality with
predictive intellect in order to assist in proactive
incident  discovery and automated reliable

administration of distributed frameworks [17].
Research Gap

Current predication failure strategies in the distributed
system aim at anomaly detection and individual data
examination but do not have causal insights into
intricate interactions of services [18]. Existing
solutions have difficulty in uniting logs, metrics,
traces, and event streams along with offering
explainable predictions [19]. Hence, a major research
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gap is the lack of widespread studies on creating a
scaffold causal temporal model of proactive failure
prediction in event-led distributed frameworks.

III.  PROPOSED CAUSAL FAILURE
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Fig 5. End-to-End Architecture of the Explainable
Causal Failure Prediction Framework

The suggested structure brings various sources of
observability through the utilization of a layered
architecture [20]. Event streams, logs, metrics and
traces are gathered and processed to assess meaningful
features. Patterns of behavior are recognized by a
temporal correlation engine and relationships of
propagation of failures are recognized by a causal
dependency model [21]. The prediction engine failure
tool produces early warnings, which is aided by an
explainable alert system to assist an operational
decision-making framework.
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Fig 6. Multisource Data Collection Architecture
for Distributed System Monitoring
The mentioned data collection layer collects diverse
operational data of applications, infrastructure,
messaging along with tracing of environment [22].
Application logs contain service logs or api failures
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and exception logs, whereas infrastructure logs
contain CPU, memory, network as well as storage
behavior [23]. Messaging information tracks the
length of queues, consumer lag and retries. The
distributed traces can give measurements of latency as
well as service dependency relations.

Feature Engineering
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Fig 7. Feature Extraction Process from
Multimodal Observability Data
Predictive indicators are features derived through
feature engineering to analyze failure. Log features
assist to record frequency of errors, pattern of
exceptions and order of failure [24]. Metric features
depict trends within latency, changes in resource
utilization as well as queue growth [25]. Trace features
define dependency relationships as well as critical
delays, whereas event features determine the arrival
rates, processing delays along with retry rates to

predict time.

Temporal and Causal Modeling

LSTM

LSTM is designed to capture the temporal dynamics
of observations in systems since the symptoms of
failure tend to manifest over time by alterations in
latency, retries, and resource usage. LSTM is able to
remember significant historical data and ignore short-
term fluctuations thanks to the memory mechanism.
Transformer

The use of transformer models is made possible as
attention mechanisms could recognize significant
relationships between events at varying time intervals.
Transformers, in contrast to recurrent models, can run
long sequences faster, and model more intricate
temporal dependence between distributed signals in a
system.

CGNN

CGNN builds upon the learning of GNNs and adds
causal relationships between parts of the system to it.
Reading between the lines, the nodes are interpreted as
distributed components, such as services, queues and
databases, whereas the edges are interpreted as
potential propagation of failures paths. CGNN gives
approximations on the ability of failures to propagate
using the dependencies between components.
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Fig 8. Causal Dependency Graph for Failure
Propagation in Event-Driven Systems
Model employs both the temporal along with causal
modelling to learn evolution of failures of distributed
frameworks [26]. Temporal predictors Temporal
models involving Temporal Convolution Networks,
LSTM and also Transformers are models that describe
sequential behavior and make predictions [27].
Bayesian Networks, Structural Causal Models, as well
as Causal Graph Neural Networks are causal models,
which determine dependency relationship and paths of

errors spread to service failure by slow consumers.
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Fig 9. Explainable Prediction and Alert
Generation Mechanism
The Explainability layer allows provision of reasons in
a form that is explainable, enhances operational trust
and decision-making [28]. Framework determines

causal factors in addition to creating failure
probabilities, involving consumer latency increased,
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queue continually growing, more and more retry
events, and saturation of the database [29]. This allows
engineers to track the cause of failure, to prioritize
corrective measures and to proactively prevent the
occurrence of a series of incidences.
IV.  RESEARCH METHODOLOGY
Experimental Environment
The recommended framework needs to be tested on a
simulated cloud-native distributed environment
according to microservices, Kafka/RabbitMQ
message brokers and Kubernetes orchestration,
distributed databases, and monitoring features.
Various services with various workload conditions can
offer operation signals to the system. “Temporal
Convolutional Network (TCN)”, “Long Short-Term
Memory (LSTM)”, “Transformer”, and also “Causal
Graph Neural Network (CGNN)” machine learning
models can be utilized on temporal prediction along
with causal dependency modelling. The state of the
system is:
St = {Lt, Mt,Tt, Et}
Where logs are denoted by Lt, metrics are denoted by
Mt, traces are denoted by Tt, and events are denoted
by Et and t shows observation time for the respective
measures.
Failure Injection
Directed failure cases can be incorporated into a
synthetic distributed environment to test the prediction
capacity in a practical operation. Failures can be
application level as well as messaging level
(slowdown and queue overflow of consumers) failures
[30]. CPU saturation, memory pressure can be aspects
of infrastructure failures.
Failure states are represented as causal transitions
within the system components based on a dependency
graph,
G=(V,E)
Where V denotes distributed elements, E denotes
causal relationships affecting failure propagation.
Dataset Generation
Synthetic data can be created through running on
experimental environment data on multimodal
observability, involving logs, metrics, distributed
traces, as well as event streams. Every observation
window is represented as failure or normal state using
binary classification:
yi € {0,1}
Where 0 represents normal operation, 1 represents a
failure condition. Extracted features is developing
input vectors,
Xt =[x1,x2,...,xn]
Which can be evaluated by Transformer, LSTM, TCN,
and CGNN models to learn temporal trends along with
causal failure relationships.
Evaluation Metrics
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Classification as well as predictive reliability
measures can be utilized to measure suggested
frameworks. The precision, accuracy, recall, as well as
Fl-score can be utilized to measure performance of
prediction. Accuracy is investigated as:

TP+ TN

TP+ TN +FP +FN
Where precision is represented as:
TP

TP + FP

Accuracy =

Precision =

Recall as:
TP

Recall = w5 7N

F1-score is measured as:
Precision X Recall

Fl1=2x —
Precision + Recall
Early warning capability is evaluated using prediction

lead time

TL=Tf—-Tp
Where Tf denotes failure occurrence time, Tp denotes
prediction time. System reliability improvements can
be evaluated by minimizing incidents along with
minimization of recovery time.
Pseudocode

Algorithm 1
Explainable Causal Failure
Prediction Framework
Initialize
Observability Data
Logs
Metrics

Traces

Event Streams

Models
LSTM
Transformer
Causal Graph

Neural Network

Failure Threshold = 0.5
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Start loop

Collect system
observations

IF Log error rate
increases THEN
update failure
features

IF Queue depth increases
AND Consumer latency increases
THEN
identify possible
retry storm

IF Resource utilization
exceeds threshold THEN
update failure
probability

Extract temporal features

Construct causal
dependency graph

Apply Temporal Prediction

Model
Apply Causal Graph Model
Calculate Failure
Probability

IF Failure Probability >
Threshold THEN

Generate Failure

Alert

Identify Root
Cause

Generate
Explanation
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ELSE
Continue
Monitoring

Update system state

End loop

Fig 10. Algorithm for Explainable Causal Failure
Prediction Framework
The proposed explainable causal failure prediction
procedure is described in Algorithm 1 and unites the
concept of multimodal observability data, time
learning, causal modelling, failure prediction, and
explainable provisions aimed at preventive actions in
anticipation of incident-related issues in distributed
systems.
V.  RESULTS AND EVALUATIONS

Experimental Setup Validation

Event-Droven Distributed System Arehiecture

Aot

Fig 11. Synthetic Event-Driven Distributed

System Architecture
The mentioned figure demonstrates the cloud-native
event-driven architecture which is simulated to have
five components connected involving Producer,
Message Queue, Consumer, Database, and
Downstream Service. The directed flow shows
dependency chains that have progression of events in
services. The suggested framework is justified by
architecture providing realistic interactions between
the services involved in propagating causal failure
scenarios.

Fig 12. Failure Injection and System Behavior
Analysis
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The mentioned figure shows that there is injected
failure behavior of distributed system components
with time intervals of 5000. The consumers latency,
queue depth, retry-storms and database latency exhibit
a progressive change in operation during failures. The
fluctuations are in database latency, surpassing 300
signal units, implies resource stress and justifies
synthetic failure generation ability.
Normal and Failure State Distribution

count

Normal Fatlure
tailure

Fig 13. Synthetic Dataset Distribution
Figure illustrates the classification of data generated
comprising about 4400 normal functioning samples
and 600 failure samples. The effectiveness of binary
labelling can be validated by the distribution, where
normal states are describing the stable behavior of a
system and failure states are describing injected
degradation scenarios. The asymmetry is indicative of
the typical feature of distributed systems in which the
instances of failure are outnumbered by normal
operations procedures, but it should be tested on real-
world, operational data to be validated any further.

Causal Failure Analysis
Causal Dependenty Graps for Febure Prepsgaticn
Jx‘]:.:u

oW Cormume

Fig 14. Causal Dependency Graph for Failure
Propagation
The mentioned figure is an expression of the
learned causal propagation path of failure of the
slow consumer behavior to the eventual service
failure. The diagram provides a causal relationship:
Slow Consumer - Queue Growth — Retry Storm
— Database Overload — Service Failure. The
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dependency structure aids the framework in providing
an approximation of the potential failure spreads
among distributed parts.
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Fig 15. Feature Correlation Analysis of

Multimodal Observability Data
The mentioned correlation heatmap compares 12
observability features on the logs, metrics, trace and
event streams. There are high correlations between
consumer lag and queue depth (0.91), retry count and
consumer latency (0.90) and database latency with
consumer latency (0.89). This set of relationships
validates that operational signal do have significant
dependencies to utilize in predicting failures.
Prediction Model Evaluation

Training Loss Comparison of Temporal Prediction Models
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Fig 16. Training Loss Comparison of Temporal
Prediction Models

The performance of LSTM as well as Transformer is
compared in terms of 15 training epochs. Both these
models endeavor to show constant loss minimization,
signifying viable education on temporal arrangement.
Transformer model reduces to 0.58 loss decreasing to
0.69 as compared to LSTM, which reduces to about
0.61. It means that Transformer will reach a lower
training loss and imply a better understanding of the
time-dependencies in the considered datasets.
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Fig 17. Failure Prediction Model Performance
Comparison

The method is compared to the performance of the
prediction on traditional baseline Random Forest,
LSTM, and Transformer models. The baseline with
the highest accuracy of 0.8617 had a high precision,
recall, and F1-score of 0 since the baseline was unable
to detect instances of failure and instead mostly
predicted the samples to be normal. This suggests that
the accuracy is not a good measure of an imbalanced
failure prediction problem. The LSTM model had a
recall of 0.7536 with an F1-score of 0.2291, indicating
a higher sensitivity to failure detection but the rather
small Fl-score shows that it is difficult to develop a
balance between false positives and false negatives.
Transformer model reached an accuracy of 0.5912, a
recall of 0.3696, and Fl-score of 0.20 and
demonstrated its capability to learn the temporal
dependence although it needs some further
optimization to perform a failure classification task.

Confusion Matrix of Failure Prediction Model

- 500
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0 1
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Fig 18. Confusion Matrix of Failure Prediction
Model
The mentioned confusion shows 560 true negatives,
48 true positives, 300 false positives as well as 90 false
negatives. The model achieves a high normal-state
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recognition however, it recognizes a number of failure
cases. However, false positives mean that more causal
calibration and characteristics enhancement are
necessary to decrease the unnecessary alerts of
failures.

Baseline Comparison and Classification Analysis

Fig 19. Random Forest Baseline Results
The figure shows the result of the baseline assessment
of the Random Forest with 0.8617 accuracy and 0
precision, recall, and F1-score. The model is expected
to be 0 with no failures and this means that normal-
classification is biased, even though the accuracy is
high and the ROC-AUC 0.5327 agrees with this.

Model Accuracy Precision Recall F1l Score
0 Rancom Forest 0861723  0.000000 0000000 0000000
1 LSTM 0288507 0135065 0 75323 0226075

2 Translormer 0551182 0137067 0389565 0200000

Fig 20. Model Performance Comparison
This figure compares Random Forest, LSTM and
Transformer models in classification measures.
Random Forest has an accuracy of 0.8617, but cannot
detect failures whereas LSTM has a recall accuracy of
0.7536 and Transformer has the balanced time
prediction accuracy of 0.5912.

32/32 8s 3ms/step
Average Early Warning Time: 2.96 time units
Maximum Early Warning Time: 15 time units
Minimum Early Warning Time: 1 time units

Fig 21. Early Warning Failure Prediction
Timeline
This figure shows the development of the failure
probability in 1000 time windows in a threshold of 0.5.
The structure produces warning a bit less than 2.96
units before failure on average, with a largest lead-
time of 15 units.

Eatly Warnng Feikiie Predictian Timebne
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Fig 22. Early Warning Prediction Detection Points
This figure illustrates identified cases of warnings
where the predicted failure probabilities are more than
0.5. The descriptions given above show how warning
signals proceed before instances of failures, indicating
the viability of proactive monitoring.

Balanced Accuracy: 8.4981547817189@797

Durga Narayana Varma Addepalli et al 1274-1285



Journal of Computational Analysis and Applications

Fig 23. Balanced Accuracy Evaluation
In this figure, the balanced accuracy is 0.4982, which
implies that there is no significant classification
balance of the normal and the failure state. The finding
underscores the effects of class imbalance and presents
the importance of enhanced threshold tuning and
learning that is sensitive to failure.
Random Forest is used to compare with a traditional
machine learning baseline. The baseline had better
accuracy (0.8617) but the recall of zero and the F1-
score show that it was not able to capture the failure
events. The lack of normal to failure samples is what
brings about this behaviour. Thus, recall and F1-score
are more valuable evaluation criteria of proactive
failure prediction systems. These findings prove the
value of time modelling techniques to model changing
patterns of failure.
Proactive Failure Prediction

Fature Probablty Mredichion Tmeline

Fig 24. Failure Probability Prediction Timeline

The mentioned figure shows the predicted failure
probability in 1000-time windows in the presence of a
decision threshold of 0.5. The probability values range
between about 0.1 and 0.95 which showed the
estimation of risk of a dynamic system. Various
threshold crossings indicate that the framework can be
utilized to continuously monitor the changes in
operations, as well as recognize the possible ways of
failure before the entire line of service is brought down
to its knees.
The proposed framework provided early warning of
failure occurrence. The average lead time of the
prediction is found to be 2.96 time units and the
maximum warning time that was observed is 15 time
units and the minimum warning time is 1 time unit.
These findings show that the framework can determine
the probability of failure before disruption of service
happens to an increasing extent. The warning period is
however, based on the injected system dynamics and
failure scenario.
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Fig 25. CGNN-Based Component Failure
Probability Distribution

The mentioned figure shows the component-level
failure probabilities that were produced by the Causal
Graph Neural Network. Producers, Queue, Consumer,
database, and Service are nearly to be 0.32, 0.28, 0.38,
0.52 as well as 0.60 respectively. The distribution,
provides various degrees of expected failure risk of
related parts.

Explainability and Root Cause Analysis

SHAP.Based Explanabiv Feature Contritution Analyss

Falgre Probisbety

Fig 26. SHAP-Based Explainable Feature
Contribution Analysis

Each feature associated with failure predictions while
utilizing SHAP analysis. The highest percentage
contribution is seen in the event rate at past time
intervals (0.014), next is the error count feature (0.007)
as well as message size feature (0.007). The layer of
explanation enhances the transparency of models in
determining crucial operational factors that
contributed to prediction of failures.

Aot Canrse Explnation ang Fadum Pespagation Pan

W
e b

Fig 27. Root Cause Explanation and Failure
Propagation Path
The diagram demonstrates sequence of consumer

failure propagation that occurs in an explainable
failure sequence of high consumer latency to service
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failure. It is caused by the following chain involving
High Consumer Latency - Queue Accumulation —
Retry Storm — Database Overload — Service
Failure. Through support of this visualization, early

TABLE 1. PERFORMANCE COMPARISON OF
FAILURE PREDICTION MODELS

Model Accur | Precis | Rec | F1-
acy ion all | score

Random Forest | 0.861 0.00 | 0.00 [ 0.00

Baseline 7
LSTM 0.298 | 0.135 | 0.75 | 0.229
6 1 36 1

Contribution 1: Unified Multimodal Observability
Framework

The experimental findings assure capability of the
proposed framework in incorporating a heterogeneous
observability source, logs, metrics, traces, as well as
streams of events, among others. “Failure Injection
and System Behavior Analysis as well as the Feature
Correlation Analysis of Multimodal Observability
Data” show that operational measures involving
consumer latency, queue depth, attempt to reuse data,
and latency of database have some significant
relationships. Correlation evaluation also reveals the
strong dependencies with consumer lag 0.91
correlation with queue depth and queue depth 0.57
correlation with consumer lag clearly demonstrating
effectiveness of multimodal data fusion to the
distributed system failure evaluation.

Contribution 2: Causal Failure Propagation Model
Validity in contribution of causal modelling is
demonstrated by analysis of the Causal Dependency
Graph of Failure Propagation and CGNN-Based
Component Failure Probability Distribution, the
relationship depending components are modelled and
evaluated. The causal graph shows the flow of
constructing the cause and effect of slow consumer
behavior to accumulation of queues, retry storms,
database congestion, and also service failure.
Moreover, CGNN-flavored probability distribution
estimates failure risk through components, which is
useful to recognize crucial propagation paths and
dependency among system components.

Contribution 3: Explainable Failure Prediction
Mechanism

The contribution with explainability is illustrated with
the results of “Failure Probability Prediction
Timeline,” “Root Cause Explanation and Failure
Propagation Path” and “SHAP-Based Explainable
Feature Contribution Analysis”. The proposed
framework does not simply give a failure probability
value but rather it results in the operational factors
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symptomatic failures in operations can be
rationalized to end system-level failures, of
proactively addressing an incident.

Transformer 0.591 | 0.137 | 0.36 | 0.200
2 1 96 0

The analysis is conducted in a synthetic cloud-native
setup; as a result further testing on actual production
workloads is needed to test the capability of
generalisation.

Validation of Research Contributions

involved in the failures that are predicted. The SHAP
analysis identifies the influential features, and the
causal explanations relate the influencing indicators to
the paths of failure propagation which enhances the
interpretations and event causation towards
precipitating incidents in event driven distributed
systems.

VI.  DISCUSSION
Advantages of the Proposed Framework
The proposed framework enables actively managing
reliability through combining multimodal
observability data with both a temporal and causal
modelling technique. The outcome of the experience
has shown that there are strong correlations between
the indicators of failures, such as consumer lag and
queue depth (0.91 correlation), the behaviour of tries
and latency variants, and database latency and
consumer latency (0.89 correlation). Such relations in
event-driven distributed systems can give valuable
early warning signals to the occurrence of cascading
failures. The explainable prediction mechanism also
helps in root cause analysis since it establishes
contributing operational factors, such as an increase in
latency, an increase in the number of retries, and
resource overcapacity. The failure probability timeline
facilitates ongoing risk estimation, which may help in
operational monitoring, analysis of an incident and
decision-making in the management of shared
systems.
Challenges and Limitations
Although these have benefits, there are various
obstacles impacting real-life implementation. The test
is done with an synthetic cloud-native environment of
around 4400 normal data and 600 crash cases, which
might not be a complete picture of real life production
scenario. The skewed sample affects the accuracy in
classification, with the balanced accuracy value
standing at 0.4982, which means that it is difficult to
differentiate between failure and normal. The temporal
models showed a reasonable predictive power with
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Transformer and LSTM getting accuracy of 0.5912
and recall of 0.3696 and F1 0.20 respectively, which
would need additional optimization. Moreover,
scalability of logs, metrics, traces, and events streams
performs computationally challenging tasks to
implement in real-time. The adaptive learning
mechanisms are also required in the dynamic causal
relationships between distributed components. Future
directions need to explore practical validation, bigger
data sets, adaptive thresholds, class balancing
schemes, scalable processing, and scalable-to-
workload causal modelling to better identify failures.
VIIL CONCLUSION AND FUTURE
DIRECTIONS
Conclusion
The study illustrates the relevance of predictive
reliability control in event-based distributed systems
to detect failures at an early stage. The plan will
integrate logs, metrics, traces and event streams with a
character of causation and time modelling to make
operational choices and failure analysis. Experiments
in a simulated cloud-native setting demonstrate the
possibility of explainable prediction, but does not
validate this in the real world yet.
Future Directions
Further studies will involve looking into large
language models to do automated incident reasoning
and further examination of intricate operational
incidents. Adaptive causal inference, real-world
cloud-native workload validation and scalable
processing mechanisms will be explored. Future
research will also discuss autonomous remediation
actions and auto-healing functionalities to enhance the
dependability, scalability, as well as useful
implementation of distributed systems.
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