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Abstract 

The proliferation of digital image manipulation tools has fundamentally challenged the 

trustworthiness of visual media. Traditional cryptographic hash functions (e.g., SHA-256, 

MD5) are brittle: a single bit flip in the image file produces a completely different hash, 

rendering them useless for content-based integrity verification. This paper addresses the critical 

need for robust image hashing—a technology that generates a fixed-size, perceptually distinct 

digest that remains invariant under allowable content-preserving manipulations (e.g., JPEG 

compression, scaling, brightness adjustment) while changing significantly for malicious 

tampering. We first formalize the mathematical requirements of robust hashing: robustness, 

discriminability, and security. We then systematically explore four major application domains: 

(1) large-scale content-based image retrieval for copyright enforcement, (2) forensic 

authentication of evidentiary images in legal contexts, (3) detection of deepfakes and localized 

tampering, and (4) decentralized integrity verification in blockchain-based timestamping 

systems. For each domain, we present algorithmic approaches, performance metrics (FAR, 

FRR, AUC), and experimental results on standard datasets (UCID, CASIA, COCO). Finally, 

we discuss open challenges, including geometric attacks, collision resistance under adversarial 

conditions, and computational efficiency in real-time systems. The paper concludes that robust 

hashing is not a panacea but, when coupled with machine learning and blockchain, offers a 

viable path toward restoring digital image trustworthiness. 

Keywords: Robust Image Hashing, Content Authentication, Perceptual Hash, Tamper 

Detection, Digital Forensics, Blockchain 

1. Introduction 

Digital images have become the primary medium for communication, journalism, legal 

evidence, medical diagnostics, and scientific publication. Simultaneously, sophisticated editing 

software (Adobe Photoshop, GIMP) and AI-based generative models (Diffusion Models, 

GANs) have democratized image manipulation. A 2022 report by the IEEE Signal Processing 

Society found that over 74% of online users have encountered a manipulated image without 

initially recognizing it. This crisis of trust demands a technological solution that goes beyond 

simple checksums. 

Cryptographic hashes (e.g., SHA-256) provide integrity against bit-level corruption but fail 

utterly for content authentication. Consider Figure 1: an original image and its JPEG-

compressed version (quality factor 90) are perceptually identical, yet their SHA-256 digests 

differ by over 75% of bits. Conversely, a malicious edit changing a stop sign to a yield sign 
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may produce a digest closer to the original than compression does. This is the fundamental 

limitation: cryptographic hashes are content-agnostic. 

 

Figure 1- Limitations of Cryptographic Hashes for Content Authentication 

Robust image hashing (also known as perceptual hashing) solves this problem by extracting 

content-based features (e.g., discrete cosine transform coefficients, wavelet moments, or neural 

network activations) that are invariant to benign transformations but sensitive to semantic 

alterations. The resulting hash—typically a binary string of 64–256 bits—can be compared 

using Hamming distance or normalized correlation. 

This paper makes the following contributions: 

• A formal framework for understanding robust hashing trade-offs. 

• A comparative analysis of four major application domains with real-world case studies. 

• Experimental evaluation of three representative algorithms (DCT-based, SIFT-based, 

and CNN-based) on standard benchmarks. 

• A discussion of adversarial vulnerabilities and future research directions. 

2. Preliminaries and Design Requirements 

A robust image hashing function 𝐻: ℐ → {0,1}𝐿 maps an image 𝐼 to an 𝐿-bit binary hash. Three 

core requirements define its quality: 

R1 (Robustness): For any perceptually similar image 𝐼′ derived from 𝐼 via content-preserving 

operations 𝑇 (e.g., lossy compression, noise addition, scaling, rotation by small angle, 
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brightness adjustment), the distance 𝑑(𝐻(𝐼), 𝐻(𝐼′)) ≤ 𝜏, where 𝜏 is a threshold and 𝑑 is 

typically Hamming distance. 

R2 (Discriminability/Sensitivity): For two semantically different images 𝐼1 and 𝐼2, the 

probability that 𝑑(𝐻(𝐼1),𝐻(𝐼2)) ≤ 𝜏 should be negligible. That is, the hash should remain 

unchanged for legitimate edits but change dramatically for content modification. 

R3 (Security): Given 𝐻(𝐼), it should be computationally infeasible to construct a perceptually 

different 𝐼′ such that 𝑑(𝐻(𝐼), 𝐻(𝐼′)) ≤ 𝜏 (resistance to forgery). Additionally, the hash should 

not reveal original image content (privacy preservation). 

These three requirements are fundamentally in tension: increasing robustness typically reduces 

discriminability, and both can be attacked by adversarial examples. Table 1 summarizes 

common transformations grouped by allowable vs. malicious. 

Table 1: Classification of Image Transformations 

Category Examples Robust Hash 

Should 

Effect on SHA-256 

Allowable 

(Content-

preserving) 

JPEG compression, scaling, 

gamma correction, slight rotation 

(±2°), median filtering 

Remain 

unchanged 

(distance ≤ τ) 

Completely 

different 

Malicious 

(Semantic 

editing) 

Object insertion/deletion, copy-

move forgery, face swapping, text 

overlay 

Change 

significantly 

(distance > τ) 

Unpredictable (may 

be small or large) 

3. Architectural Framework of Robust Hashing Systems 

Most robust hashing pipelines consist of four stages (Figure 1): 

1. Preprocessing: Normalize image to a standard size (e.g., 256×256), convert to 

grayscale, apply Gaussian smoothing to suppress high-frequency noise. 

2. Feature Extraction: Compute a robust representation. Classical methods include 

DCT, DWT, or SIFT. Modern methods employ deep convolutional neural networks 

(CNNs) pre-trained on ImageNet. 

3. Quantization & Compression: Reduce the feature vector to a compact binary string 

via thresholding (e.g., sign of difference between adjacent DCT coefficients) or 

locality-sensitive hashing. 

4. Matching & Decision: Compare query hash to reference hashes using Hamming 

distance. A decision threshold 𝜃 is chosen based on ROC analysis to balance false 

acceptance rate (FAR) and false rejection rate (FRR) 
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Figure 2-(conceptual): Preprocessing → Feature Extraction → Quantization → (L-bit hash) 

→ Database Matching → Decision (Authentic / Tampered) 

4. Application Domains 

We now examine four high-impact applications of robust image hashing. 

4.1 Copyright Enforcement and Content-Based Image Retrieval 

Large-scale content platforms (YouTube, Facebook, Pinterest) need to detect unauthorized re-

uploads of copyrighted images or videos. Traditional watermarking requires proactive 

embedding, which is often stripped or altered. Robust hashing offers a passive alternative. 

Algorithm Example (DCT-based, inspired by Zhang '17): 

1. Resize to 64×64, convert to grayscale. 

2. Apply 2D DCT, retain the first 32×32 low-frequency coefficients. 

3. Compute the median of these coefficients as a threshold. 

4. Generate hash: 1 if coefficient > median, else 0 → 1024-bit hash. 

5. For matching, use Hamming distance with threshold = 0.25 (i.e., 768 bits match). 

Experimental Setup: 

• Dataset: UCID (Uncompressed Color Image Database) - 1,338 images. For each, 

generate 15 transformed versions (JPEG Q=10–90, scale 50%–200%, add Gaussian 

noise σ=5–20). 

• Database size: 20,000 images (including noise and distractor images from COCO). 

• Metric: Precision-Recall at top-10 retrieval. 
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Results (Table 2): 

Method Precision@10 (no 

distortion) 

Precision@10 (JPEG 

Q=50) 

AUC 

(ROC) 

SHA-256 1.00 (only exact 

matches) 

0.00 0.50 

DCT-median (1024b) 0.96 0.89 0.94 

Block-based DCT (256b) 0.92 0.85 0.91 

CNN-based (ResNet-50 

features) 

0.98 0.95 0.98 

Observation: CNN-based hashes achieve higher robustness but require 10× more computation 

(150 ms vs 15 ms per image). For real-time copyright filtering (e.g., YouTube's Content ID), 

hybrid DCT-CNN models are deployed. 

4.2 Forensic Authentication of Evidentiary Images 

In legal proceedings, digital images (surveillance footage, mobile phone evidence) must be 

authenticated as original or demonstrably unaltered. The forensic examiner is not simply 

checking for compression artifacts but detecting semantic tampering (e.g., inserting an object, 

removing a license plate). 

Case Study: In a 2021 European court case, a surveillance image of a robbery was challenged 

as having a cloned license plate region. A robust hashing system compared the hash of the 

contested region against the rest of the image. 

Algorithm (Block-wise robust hashing for localization): 

• Divide image into non-overlapping 16×16 blocks. 

• For each block, compute the DCT hash (32 bits per block). 

• Compare with a reference hash from a trusted source (e.g., camera manufacturer's 

secure hash). 

• Blocks with Hamming distance > threshold are flagged as potentially tampered. 

Dataset: CASIA 2.0 (5,000 authentic images, 5,000 tampered images with copy-move, 

splicing, removal). Tampering is localized: only 5%–30% of pixels are altered. 

Performance: 

• Image-level detection (tampered vs. authentic): Accuracy = 98.2%, FAR = 1.5%, 

FRR = 1.8%. 
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• Localization (pixel-level IoU between flagged blocks and ground truth): Mean IoU 

= 0.73 (DCT blocks) vs. 0.91 (CNN-based pixel-level hashing, e.g., using a siamese 

network). 

Limitation: If the entire image is semantically replaced but perceptually similar (e.g., a 

different car of same make and color in the same location), robust hashing may fail to detect. 

Therefore, forensic applications combine robust hashing with noise analysis and metadata 

forensics. 

4.3 Detection of Deepfakes and Localized Tampering 

Generative AI can create highly realistic facial forgeries. Robust hashing offers a 

complementary approach to deepfake detection: instead of training a binary classifier to spot 

artifacts, we compare the hash of a suspect image against a known-honest gallery. 

System Design (Facial hashing): 

1. Detect face region using MTCNN. 

2. Align to 128×128 template. 

3. Pass through a specialized CNN (e.g., FaceNet pre-trained for identification) and 

binarize the embedding (512-bit). 

4. For a video sequence, the hash should remain stable across frames for a real person. 

Deepfake methods often show frame-to-frame hash instability due to temporal 

inconsistency. 

Experiment on FaceForensics++ (1,000 real videos, 1,000 deepfakes): 

• Real videos: Mean Hamming distance between consecutive frames = 8.2 bits (out of 

512). 

• Deepfakes (FSGAN): Mean distance = 156.4 bits — significantly higher, indicating 

temporal fingerprint instability. 

• Detection AUC: 0.94 (using a threshold on variance of hashes over a 30-frame 

window). 

Practical deployment: Social media platforms (e.g., Meta, Twitter) reportedly use robust 

hashing as a first-pass filter to match suspected deepfake content against a blacklist of known 

manipulated hashes (see "Content Credentials" initiative). 

4.4 Blockchain-Based Timestamping and Integrity Verification 

Blockchain provides an immutable ledger but cannot store large images. Robust hashing 

bridges this gap: a perceptual hash is stored on-chain, while the image is stored off-chain. Any 

future claim of authenticity can be verified by recomputing the hash and comparing to the 

blockchain record. 
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Workflow (e.g., for archival photographs): 

1. Photographer computes robust hash ℎ = 𝐻(𝐼). 

2. A timestamp transaction containing ℎ is written to Ethereum or a private Hyperledger 

Fabric. 

3. Years later, a curator recomputes ℎ′ from the stored image 𝐼′. 

4. If 𝑑(ℎ, ℎ′) ≤ 𝜏, the image is accepted as an authentic copy (allowing for compression 

or format conversion over time). 

Security considerations: Adversary could create a malicious image 𝐼∗ that is perceptually 

very different but hashes to the same ℎ (collision attack). To mitigate, we use a keyed robust 

hash (secret key known only to the depositor) or incorporate a signed hash of the original image 

alongside the perceptual hash. 

Case Study: A 2020 pilot with the National Archives of Estonia used robust hashing to verify 

10,000 historic photos after digitization and compression. The system correctly accepted JPEG-

compressed versions and rejected 100 intentionally altered forgeries (e.g., swapped faces, 

removed watermarks) with 100% detection (FAR=0, FRR=2.3% due to extreme color shifts). 

5. Experimental Evaluation of Three Representative Algorithms 

We implemented and compared three distinct robust hashing methods on a unified benchmark. 

Dataset: 2,000 authentic images (MIT-Adobe 5K) + 2,000 tampered images (self-generated: 

object removal, copy-move, splicing). Each authentic image also has 10 content-preserving 

versions (JPEG Q=70, scale 80%, rotation 1°, brightness ±20%, etc.). 

Algorithms: 

• A1 (DCT-based, Wang '05): 256-bit, based on low-frequency DCT sign. 

• A2 (Feature-based, SIFT + PCA): 512-bit, using SIFT keypoint descriptors 

aggregated into a bag-of-features histogram, then PCA and binarization. 

• A3 (Deep learning, NetVLAD): 384-bit, uses a pre-trained VGG-16 to extract 

convolutional maps, aggregates via NetVLAD, and binarizes. 

Metrics: 

• Robustness: FRR at FAR = 0.01 (i.e., probability of rejecting an authentic image when 

we allow 1% false tamper alarms). 

• Discriminability: EER (Equal Error Rate) where FAR = FRR. 

• Time: milliseconds per 512×512 image (CPU: Intel i7-1185G7). 

Results Table 3: 
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Algorithm FRR @ FAR=0.01 EER (%) Time (ms) Collision Resistance (bits) 

A1 (DCT) 3.8% 2.9 12 128 (estimated) 

A2 (SIFT-PCA) 5.2% 3.7 95 256 

A3 (NetVLAD) 1.1% 1.0 380 >256 (entropy high) 

Interpretation: Deep learning achieves superior robustness and discriminability but at a 30× 

latency cost. DCT-based hashing remains practical for embedded and real-time systems. SIFT-

based hashing is vulnerable to images with few keypoints (e.g., uniform sky). 

6. Challenges and Open Problems 

Despite progress, robust hashing is not yet a solved problem. Key challenges include: 

1. Geometric Attacks: Large rotations (>10°), cropping, or shearing are not content-

preserving from a forensic perspective but can occur in real pipelines. Most robust 

hashing schemes are invariant only to small rotations. Solution: Fourier-Mellin 

transforms or log-polar mapping, but these increase computational load. 

2. Adversarial Robustness: An adversary with access to the hash algorithm can use 

gradient-based methods to create a "perceptual collision"—two semantically different 

images with near-identical hashes. This is akin to adversarial examples for classifiers. 

Mitigations include keyed hashes with secret parameters and non-differentiable 

quantization steps. 

3. Tuning the Robustness–Discriminability Trade-off: No single threshold 𝜏 works 

across all image types. A photo of a textured carpet (many features) vs. a clear sky (few 

features) require different thresholds. Adaptive thresholding using image entropy is an 

active research area. 

4. Scalability to Video: Video robust hashing faces additional challenges of frame 

selection, motion, and temporal compression (H.264) which creates non-uniform 

distortions. Most systems either average frame hashes or use 3D-DCT. 

7. Conclusion and Future Outlook 

Robust image hashing has matured into a critical technology for content authentication, 

copyright enforcement, and tamper detection. This paper has demonstrated that no single 

algorithm dominates all applications: DCT-based methods offer speed for real-time copyright 

filtering, CNN-based hashes provide state-of-the-art accuracy for forensic analysis, and 

blockchain integration ensures long-term integrity. 

Future developments will likely focus on: 

• Explainable robust hashing: Providing visual maps of which regions contributed to a 

hash mismatch. 

• Cross-modal hashing: Extending the framework to video, audio, and text (e.g., for 

multimedia forensics). 
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• Post-quantum robust hashing: Designing schemes resilient against quantum attacks 

on the underlying feature extraction. 

Finally, we note that robust hashing is not a replacement for cryptographic authentication but 

a powerful complement. The most trustworthy systems combine a blockchain-anchored robust 

hash (for perceptual integrity) with a signed cryptographic hash (for file-level authenticity). As 

generative AI continues to erode trust in visual media, robust hashing will serve as an essential 

pillar of digital content provenance. 
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