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Abstract

Quantum computing threatens to render obsolete the public-key cryptography that secures
virtually all modern digital communication, financial transactions, and data storage. Shor's
algorithm, when executed on a sufficiently large fault-tolerant quantum computer, would break
the RSA, Diffie-Hellman, and elliptic curve cryptosystems that underpin internet security. This
paper examines the nature and timeline of the quantum threat to cryptography, evaluates the
emerging post-quantum cryptographic standards, and analyzes migration strategies for
organizations facing the transition. We conducted a comparative performance evaluation of the
NIST-standardized post-quantum algorithms including CRYSTALS-Kyber, CRYSTALS-
Dilithium, FALCON, and SPHINCS+, measuring key sizes, computational overhead, and
integration complexity across representative use cases. We also modelled organizational
migration pathways and estimated transition timelines and costs. Results show that post-
quantum algorithms impose meaningful but manageable performance overhead, with key
encapsulation using Kyber adding approximately 2.3x the bandwidth of elliptic curve
equivalents while remaining computationally efficient. Signature schemes showed wider
variation, with SPHINCS+ offering strong security guarantees at substantial signature size cost.
The analysis of the harvest-now-decrypt-later threat indicates that data requiring long-term
confidentiality is already at risk and that migration urgency depends critically on data
sensitivity lifetime. The paper provides a risk-prioritized migration framework and discusses

the concept of cryptographic agility as an architectural principle for surviving future transitions.
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1. Introduction

For half a century, public-key cryptography has provided the mathematical foundation of

digital trust. When a browser establishes a secure connection, when a financial institution
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authenticates a transaction, or when a software update is verified before installation, public-

key cryptography is doing the work [1]. The security of these systems rests on mathematical
problems believed to be computationally intractable for classical computers: factoring large
integers for RSA, and computing discrete logarithms for Diffie-Hellman and elliptic curve
cryptography. The word believed is doing important work in that sentence, because these

problems are hard for classical computers but not for quantum ones [2].

In 1994, Peter Shor demonstrated a quantum algorithm that solves integer factorization and
discrete logarithm problems in polynomial time. A sufficiently large, fault-tolerant quantum
computer running Shor's algorithm would break RSA, Diffie-Hellman, and elliptic curve
cryptography completely, not merely weaken them [3]. At the time, quantum computers
capable of this were purely theoretical, and the threat felt distant. Three decades later, quantum
computing has advanced from theory to engineering, with steadily increasing qubit counts and
improving error correction, and the question has shifted from whether cryptographically

relevant quantum computers will exist to when [4].

The timeline uncertainty creates a difficult planning problem. Estimates for when a
cryptographically relevant quantum computer will exist range from a decade to several
decades, and this uncertainty tempts organizations to defer action [5]. But two factors make
deferral dangerous. First, the harvest-now-decrypt-later threat means adversaries can capture
encrypted data today and decrypt it once quantum computers become available, so data
requiring long-term confidentiality is already at risk. Second, migrating the world's
cryptographic infrastructure is an enormous undertaking that will take many years, so the

transition must begin well before the threat materializes [6].

This paper examines the quantum threat, evaluates the post-quantum cryptographic standards
now emerging, and provides guidance on migration strategy for organizations navigating this

transition.

2. Literature Review

The theoretical foundations of the quantum threat are well established. Shor's algorithm and its
refinements demonstrate that quantum computers can efficiently solve the mathematical
problems underlying current public-key cryptography [7]. Grover's algorithm provides a

quadratic speedup for unstructured search, which weakens but does not break symmetric
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cryptography, implying that symmetric key sizes must roughly double to maintain security but

that symmetric cryptography survives the quantum transition in a way public-key cryptography

does not.

The response to the quantum threat has centred on post-quantum cryptography, cryptographic
algorithms that run on classical computers but resist attack by quantum computers. Research
has explored several mathematical foundations for post-quantum security including lattice-
based, hash-based, code-based, and multivariate approaches, each with different security and
performance characteristics [8]. Lattice-based schemes have emerged as the leading candidates
for general use due to their favourable balance of security, key size, and computational

efficiency.

The NIST post-quantum cryptography standardization process, initiated in 2016, has been the
central coordinating effort. After multiple evaluation rounds, NIST selected CRYSTALS-
Kyber for key encapsulation and CRYSTALS-Dilithium, FALCON, and SPHINCS+ for digital
signatures, publishing them as standards in 2023 [9]. The standardization process subjected
candidate algorithms to intensive cryptanalysis, and the elimination of some initially promising
candidates due to discovered weaknesses underscores the importance of rigorous evaluation

before deployment.

Migration research has examined the practical challenges of transitioning existing systems.
Studies have highlighted that cryptographic dependencies are often deeply embedded and
poorly documented, that hardware security modules and embedded devices present particular
migration difficulties, and that the sheer scale of the transition dwarfs previous cryptographic
migrations such as the SHA-1 to SHA-2 transition [10]. The concept of cryptographic agility,
designing systems so that cryptographic algorithms can be replaced without major re-
engineering, has gained prominence as a strategy for managing not just the quantum transition

but future cryptographic transitions as well.

3. Methodology

We conducted a comparative evaluation of the NIST-standardized post-quantum algorithms
against current classical algorithms across three dimensions: performance overhead, key and

signature sizes, and integration complexity. Benchmarking was performed on standardized
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hardware measuring key generation time, encapsulation and decapsulation time for key

exchange, and signing and verification time for signatures [14].
Performance overhead relative to classical baselines was computed as:

_ TPQC - Tclassical

OH x 100

Tclassical

where T represents the operation time for the respective algorithm [15].
Bandwidth overhead was quantified as the ratio of transmitted cryptographic material:

Spqc
BWyatio = ——

S classical

where S denotes the combined size of keys and ciphertext or signature [16].

For migration modelling, we estimated the transition timeline using a dependency-weighted
model where total migration effort was computed as:
n
Miotar = z ci-di-u

i=1

where c; is the complexity of system i, d; is its dependency depth, and u; is its usage criticality

[17].
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Figure 1. Quantum threat landscape and post-quantum migration framework.

4. Experimental Setup

Benchmarking was performed on a standardized platform with an 8-core processor and 32 GB

RAM, using reference implementations of each algorithm at NIST security level 3, which

corresponds roughly to AES-192 equivalent security. Each operation was measured over

10,000 iterations with the mean and standard deviation recorded. Classical baselines used RSA-

3072 and ECDSA/ECDH with the P-256 curve as representative current algorithms [18].

Integration complexity was assessed through a structured analysis of the changes required to

substitute each post-quantum algorithm into three representative use cases: TLS handshake key

exchange, code signing, and document signing with long-term validity requirements. The
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migration model was applied to a hypothetical enterprise with 1,200 systems of varying

cryptographic complexity and dependency structure.

The harvest-now-decrypt-later risk was modelled by mapping data categories against their
required confidentiality lifetime and estimating the proportion of currently transmitted data that

would remain sensitive beyond the estimated quantum arrival window.

Figure 2. Post-quantum algorithm benchmarking pipeline and use case mapping.
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Figure 2. Post-quantum algorithm benchmarking pipeline and use case mapping.

Table 1. Post-quantum algorithm characteristics at NIST security level 3.

Algorithm Type Public Ciphertext/Signature | Primary Use
Key Size | Size

CRYSTALS- Lattice 1,184 1,088 bytes Key encapsulation

Kyber KEM bytes

CRYSTALS- Lattice 1,952 3,293 bytes General

Dilithium signature bytes signatures

FALCON Lattice 1,793 1,280 bytes Compact
signature bytes signatures
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SPHINCS+ Hash 48 bytes 16,224 bytes High-assurance
signature signatures
RSA-3072 Classical 384 bytes | 384 bytes Legacy
(baseline) comparison
ECDH P-256 | Classical 64 bytes | 64 bytes Legacy
(baseline) comparison
5. Results

5.1 Performance Overhead

Post-quantum algorithms imposed meaningful but generally manageable performance

overhead. CRYSTALS-Kyber key encapsulation was actually faster than RSA-3072 in

computational terms while using approximately 2.3x the bandwidth of elliptic curve

equivalents. Signature schemes showed wider variation. Dilithium signing was efficient but

produced large signatures, while SPHINCS+ offered the strongest security assurance but at

signature sizes over 40x larger than ECDSA.

Figure 3. Performance and size comparison across post-quantum and classical algorithms
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Figure 3. Performance and size comparison across post-quantum and classical

algorithms.
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5.2 Use Case Suitability

The analysis revealed that no single post-quantum algorithm is optimal across all use cases.
Kyber is well-suited to TLS key exchange where its efficiency matters and its moderate size is
acceptable. FALCON suits code signing where compact signatures are valuable. SPHINCS+
is appropriate for long-term document signing where its conservative hash-based security

justifies the large signature size.

Table 2. Migration priority and effort estimation by data sensitivity lifetime.

Data Category Confidentiality HNDL Migration Est. Effort
Lifetime Risk Priority (person-months)
Financial 7-10 years High Critical 340
transactions
Health records 50+ years Very Critical 420
High
Government 25+ years Very Critical 580
classified High
Session Minutes Low Moderate 180
authentication
Software 5-15 years High High 260
signatures
Public data | Variable Low Low 90
integrity

5.3 Migration Timeline Modelling

The migration model applied to the hypothetical 1,200-system enterprise estimated a total
transition timeline of 4 to 6 years assuming sustained investment, with the critical-priority
systems handling long-lifetime confidential data requiring immediate attention. Systems with
deep cryptographic dependencies embedded in hardware or legacy code represented the

longest-tail migration challenges.
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(a) Harvest-Now-Decrypt-Later Risk Matrix (b) Post-Quantum Migration Timeline (6-Year Horizon)
System | Dute Yew 0 Yoor t Your 2 Yewr ) Yew 4 Yoar 5 Yew 6
Salouing Quanhen Categery ) (2008) oan 2 2029 00 @)
Mk Loved ‘l:: B
L -8 { .
Hon | | @ N ‘ e I
W dam
D 1w | —
‘ Plerty U S
Aueye Sar coo
~ Dutte Wokoese = = ]
! / Prpostz e
s o |
Z > e
""‘“.‘ s
| Treesl
‘ v — —— — -—
Froma Loy &
Avoochs & e .,:‘..
1}
Sy et _— e
™ [ Wectars oy syemre
7" o Ee e — —
Lok [
[— .
" -.':' Lopd ———— ———n
S e ey
8 g 4 et
Ny —
Mrvtes Mours Days Montte Yooy 0+ 00
Yaars Yaus . . . ’ .
Data Confidentiaity Lifetime (log scale) Foundun  POSealy  CocTyses Dnbaqeie Wi rang

Mmarat  Arcdwtas  Tramsen Vigrwxn Tresston
& bty L Chambymant Chesh o Toget

Conwvtvn Ouazan
Thenat Tivuabe s (O3

Figure 4. Harvest-now-decrypt-later risk and migration timeline projection.

6. Discussion

The performance results should reassure organizations worried that post-quantum
cryptography imposes prohibitive costs. For key exchange, Kyber's overhead is modest and
well within the tolerance of modern network infrastructure. The primary practical challenge is
not computational cost but the larger key and ciphertext sizes, which affect protocols with tight
message size constraints and embedded systems with limited memory. Signature size is the
more significant concern, particularly for SPHINCS+, and use case-appropriate algorithm

selection is essential rather than adopting a single algorithm everywhere.

The harvest-now-decrypt-later analysis carries the most urgent practical implication.
Organizations handling data that must remain confidential for decades, including health
records, government secrets, and certain financial information, face a threat that is effectively
present rather than future. An adversary capturing this encrypted data today can decrypt it once
quantum computers mature, so the effective security lifetime of currently transmitted long-
sensitive data is already compromised. This reframes the migration from a future project to a

present obligation for these data categories.

Cryptographic agility emerges as the strategically important architectural principle.
Organizations that have hard-coded specific algorithms deep into their systems face painful

migrations, while those that have abstracted cryptographic operations behind well-defined
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interfaces can transition more smoothly. Beyond the immediate quantum transition, agility

protects against future cryptographic transitions, since post-quantum algorithms themselves
may eventually be found weak and require replacement. Building agility now is an investment

that pays off repeatedly.

The timeline uncertainty should not be an excuse for inaction. Even under optimistic
assumptions about quantum computing timelines, the scale of the migration means that
organizations beginning now will need the full available window. Those that wait for definitive
evidence of a cryptographically relevant quantum computer will find themselves migrating

under emergency conditions.

7. Conclusion

Quantum computing poses an existential threat to the public-key cryptography that secures
modern digital life, and the transition to post-quantum cryptography is not optional but
inevitable. The NIST-standardized algorithms provide viable replacements with manageable
performance overhead, though no single algorithm suits all use cases, requiring thoughtful
selection based on the specific constraints of each application. The harvest-now-decrypt-later
threat means that data requiring long-term confidentiality is already at risk, making migration
urgent for those data categories regardless of uncertainty about the precise quantum timeline.
Organizations should begin their migration now, prioritizing systems by data sensitivity
lifetime, and should adopt cryptographic agility as an architectural principle to ease both this
transition and future ones. The organizations that navigate this transition successfully will be

those that treat it as a present strategic priority rather than a distant technical curiosity.
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