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ABSTRACT 
The rapid growth of digital banking and online financial transactions has increased the risk of fraudulent activities in 

banking systems. Fraudulent transactions cause significant financial losses and damage the reputation of financial 

institutions as well as customers. Therefore, early and accurate detection of fraud has become a critical requirement 

for modern banking systems. This paper proposes a machine learning-based approach for detecting fraudulent bank 

transactions effectively. Artificial Intelligence (AI) techniques are used to analyze transaction patterns and identify 

suspicious activities in real time. Various intelligent algorithms are trained and tested on a publicly available dataset 

to identify correlations between transaction features and fraudulent behavior. Since fraud datasets are typically highly 

imbalanced, data resampling techniques are applied to balance the dataset and improve model performance. The 

proposed model enhances fraud detection accuracy and helps financial institutions take timely preventive actions. 

Experimental results demonstrate that the machine learning approach can significantly improve fraud detection 

efficiency and reduce financial losses. 

Keywords: Fraud Detection, Machine Learning, Artificial Intelligence, Banking Transactions, Data Imbalance, 

Financial Security. 

I. INTRODUCTION 
The rapid advancement of digital banking and online 

payment systems has transformed the financial sector 

by making transactions faster, easier, and more 

convenient. However, the increasing use of electronic 

transactions has also led to a significant rise in 

fraudulent activities. Bank transaction fraud, including 

credit card fraud, identity theft, and unauthorized 

transfers, has become a major challenge for financial 

institutions worldwide. Such fraudulent activities not 

only result in financial losses but also affect customer 

trust and the reputation of banking organizations. 

Traditional fraud detection systems mainly rely on 

rule-based methods and manual monitoring, which are 

often ineffective in detecting new and complex fraud 

patterns. With the growth of transaction data and the 

sophistication of fraud techniques, there is a need for 

intelligent and automated fraud detection systems. 

Machine Learning (ML) and Artificial Intelligence 

(AI) have emerged as powerful technologies capable 

of analyzing large volumes of data and identifying 

hidden patterns associated with fraudulent behavior. In 

this study, a machine learning-based fraud detection 

system is proposed to analyze banking transaction data 
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and classify transactions as legitimate or fraudulent. 

The model is trained using a publicly available dataset 

and incorporates data preprocessing techniques to 

address the problem of class imbalance. The proposed 

approach aims to improve fraud detection accuracy 

and assist financial institutions in preventing financial 

losses effectively. 

II. LITERATURE REVIEW 

Several researchers have proposed machine learning 

and artificial intelligence techniques to detect 

fraudulent bank and credit card transactions. The 

following studies summarize recent developments in 

fraud detection systems. 

1. Ileberi et al. (2022) proposed a machine learning-

based credit card fraud detection model using a 

Genetic Algorithm (GA) for feature selection. 

The optimized features were used with classifiers 

such as Decision Tree, Random Forest, Logistic 

Regression, Artificial Neural Networks, and 

Naïve Bayes to improve detection accuracy. Their 

results showed that proper feature selection 

significantly improves fraud classification 

performance.  

2. Feng and Kim (2024) developed a machine 

learning framework for detecting credit card fraud 

using multiple classifiers and data preprocessing 

techniques. Their research emphasized that the 

growth of digital transactions has significantly 

increased fraud incidents, requiring advanced 

predictive models for financial security.  

3. Assabil (2024) conducted a comparative study of 

six machine learning algorithms including 

Logistic Regression, Random Forest, Support 

Vector Machine, and K-Nearest Neighbor for 

fraud detection. The results indicated that 

ensemble and tree-based models perform better in 

identifying fraudulent transactions compared to 

traditional classifiers.  

4. Yanto et al. (2024) performed a systematic 

literature review of machine learning techniques 

used in banking fraud detection. The study found 

that models such as XGBoost, LightGBM, 

Random Forest, and hybrid deep learning 

models achieve high accuracy, sometimes 

exceeding 98% in fraud detection tasks.  

5. Hafez et al. (2025) reviewed artificial 

intelligence-based approaches for credit card 

fraud detection. Their study analyzed multiple AI, 

machine learning, and deep learning methods and 

concluded that hybrid AI models combined with 

optimization techniques provide improved fraud 

detection capabilities.  

6. Chen et al. (2025) conducted a systematic review 

of deep learning applications in financial fraud 

detection. The study highlighted the effectiveness 

of models such as Convolutional Neural 

Networks (CNN), Long Short-Term Memory 

(LSTM), and Transformer models in analyzing 

complex financial transaction patterns.  

7. Wang (2025) proposed a fraud detection model 

combining SMOTE-KMEANS data balancing 

with ensemble machine learning algorithms. 

The approach improved classification 

performance and achieved an AUC value of 0.96, 

demonstrating the importance of handling 

imbalanced datasets in fraud detection systems.  

8. Talukder et al. (2024) developed a hybrid 

ensemble fraud detection model integrating 

Decision Tree, Random Forest, KNN, and 

Multilayer Perceptron. Using optimized grid 

search techniques and resampling methods, the 
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model achieved high accuracy and improved 

fraud detection reliability.  

9. Singh et al. (2024) introduced a Graph Neural 

Network (GNN) based model with an 

autoencoder to capture relationships between 

transactions, cardholders, and merchants. Their 

approach demonstrated better performance 

compared to traditional machine learning models 

by capturing complex network patterns in 

financial data.  

10. Recent systematic studies (2025) highlight that 

one of the main challenges in fraud detection is 

class imbalance, where fraudulent transactions 

represent a very small percentage of the dataset. 

Researchers emphasize the use of resampling 

techniques such as SMOTE and advanced 

machine learning algorithms to improve detection 

accuracy.  

III. SYSTEM ARCHITECTURE 

The proposed Bank Transaction Fraud Detection 

System is designed to analyze banking transaction 

data and identify fraudulent activities using machine 

learning techniques. The system architecture consists 

of several stages including data collection, data 

preprocessing, feature extraction, model training, and 

fraud classification. Each stage plays an important role 

in ensuring accurate and efficient fraud detection. 

Initially, the transaction dataset is collected from a 

publicly available financial dataset that contains both 

legitimate and fraudulent transactions. Since fraud 

datasets are highly imbalanced, data preprocessing 

techniques such as data cleaning, normalization, and 

resampling (e.g., SMOTE or under sampling) are 

applied to improve the quality and balance of the 

dataset. After preprocessing, feature extraction and 

selection are performed to identify the most relevant 

attributes that influence fraudulent behavior. These 

features are then provided as input to the machine 

learning model, where algorithms such as Logistic 

Regression, Random Forest, Decision Tree, or Support 

Vector Machine are trained to learn patterns of normal 

and fraudulent transactions. During the training 

phase, the model learns from historical transaction 

data and builds a predictive model. In the testing 

phase, new transaction data is evaluated by the trained 

model. Finally, the system classifies each transaction 

as fraudulent or legitimate. If a fraudulent 

transaction is detected, the system generates an alert 

for further verification by the bank. This architecture 

helps financial institutions monitor transactions in real 

time and take preventive actions to reduce financial 

losses caused by fraud. 

SOFTWARE REQUIREMENTS 

 

Operating System Windows 10/11

Development Software Python 3.10

Programming Language Python

Domain Machine Learning

Integrated Development 

Environment (IDE)
Visual Studio Code

Front End Technologies HTML5, CSS3, Java Script

Back End Technologies or 

Framework
Django

Database Language SQL

Database (RDBMS) MySQL

Database Software WAMP or XAMPP Server

Web Server or 

Deployment Server

Django Application 

Development Server

Design/Modelling Rational Rose
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IV. METHODOLOGY 
The proposed fraud detection system uses machine 

learning techniques to identify fraudulent banking 

transactions by analyzing patterns in transaction data. 

The methodology consists of several stages including 

data collection, preprocessing, feature selection, 

model training, and evaluation. First, a publicly 

available bank transaction dataset is collected, 

which contains both legitimate and fraudulent 

transaction records. Since fraud datasets usually 

contain a very small percentage of fraudulent cases 

compared to legitimate transactions, the dataset is 

highly imbalanced. To address this issue, data 

preprocessing techniques such as data cleaning, 

normalization, and resampling are applied. 

Resampling methods like SMOTE (Synthetic 

Minority Oversampling Technique) or under 

sampling are used to balance the dataset and improve 

model performance. 

After preprocessing, feature extraction and feature 

selection are performed to identify the most important 

attributes that influence fraudulent behavior. These 

features may include transaction amount, time, 

location, and other behavioral patterns. Selecting 

relevant features helps reduce computational 

complexity and improves model accuracy. 

Next, the processed dataset is divided into training 

and testing sets. Various machine learning algorithms 

such as Logistic Regression, Decision Tree, 

Random Forest, and Support Vector Machine 

(SVM) are used to train the fraud detection model. 

These algorithms learn patterns from historical 

transaction data and create predictive models capable 

of identifying suspicious transactions. 

Finally, the trained model is evaluated using 

performance metrics such as accuracy, precision, 

recall, and F1-score. The model with the best 

performance is selected for detecting fraudulent 

transactions. This methodology enables banks to 

monitor transactions efficiently and detect potential 

fraud in real time, thereby reducing financial losses 

and improving security. 

EXISTING SYSTEM 

The existing fraud detection systems in banking 

mainly rely on traditional rule-based methods and 

manual monitoring processes. These systems analyze 

predefined rules such as unusual transaction amounts, 

locations, or frequency to detect suspicious activities. 

Many financial institutions also use basic statistical 

techniques and simple machine learning models to 

identify fraud patterns. However, these systems often 

struggle to detect new or evolving fraud techniques 

because they depend heavily on historical rules and 

limited data analysis. In addition, the presence of 

highly imbalanced datasets makes accurate fraud 

detection difficult. As a result, existing systems may 

produce higher false positives and may fail to detect 

certain fraudulent transactions effectively. 
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PROPOSED SYSTEM 

The proposed system uses a machine learning-based 

approach to improve fraud detection in banking 

transactions. It analyzes large volumes of transaction 

data to identify patterns associated with fraudulent 

activities. The system first preprocesses the dataset by 

cleaning the data and handling class imbalance using 

resampling techniques. Various machine learning 

algorithms such as Logistic Regression, Decision 

Tree, Random Forest, and Support Vector Machine are 

trained to classify transactions as genuine or 

fraudulent. The trained model evaluates new 

transactions and detects suspicious activities in real 

time. This intelligent system improves detection 

accuracy, reduces financial losses, and helps banks 

take quick preventive actions against fraudulent 

transactions. 

SYSTEM ARCHITECTURE 

 

V. IMPLEMENTATION 

The implementation of the proposed Bank 

Transaction Fraud Detection System is carried out 

using machine learning techniques to identify 

fraudulent activities in banking transactions. The 

system is developed using a programming 

environment such as Python, along with libraries like 

Pandas, NumPy, Scikit-learn, and Matplotlib for 

data processing, model training, and visualization. 

Initially, the transaction dataset is loaded into the 

system and analyzed. The dataset contains multiple 

features related to transaction behavior, such as 

transaction amount, time, and anonymized attributes 

representing user behavior. In the data preprocessing 

stage, missing values are handled, and the dataset is 

normalized to ensure that all features are in a 

comparable scale. Since fraudulent transactions 

represent a very small portion of the dataset, 

resampling techniques such as SMOTE or under 

sampling are applied to balance the dataset. 

After preprocessing, feature selection is performed to 

identify the most relevant attributes affecting fraud 

detection. The dataset is then divided into training 

and testing sets, typically using a ratio such as 80% 

for training and 20% for testing. 

Next, machine learning algorithms including Logistic 

Regression, Decision Tree, Random Forest, and 

Support Vector Machine (SVM) are implemented 

using the Scikit-learn library. These models are trained 

using the training dataset to learn patterns associated 

with legitimate and fraudulent transactions. 

Once training is completed, the models are evaluated 

on the testing dataset. Performance metrics such as 

accuracy, precision, recall, and F1-score are 

calculated to measure the effectiveness of the models. 

The best-performing model is selected for 

deployment, which can then monitor banking 

transactions and identify potential fraud in real time. 
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VI. RESULTS AND DISCUSSION 

The performance of the proposed fraud detection 

system was evaluated using different machine learning 

algorithms. The dataset was divided into training 

(80%) and testing (20%) sets to train and validate the 

models. Several algorithms such as Logistic 

Regression, Decision Tree, Random Forest, and 

Support Vector Machine (SVM) were applied to 

classify transactions as fraudulent or legitimate. 

To measure the effectiveness of the models, evaluation 

metrics including Accuracy, Precision, Recall, and 

F1-Score were used. Accuracy represents the overall 

correctness of the model, while precision indicates 

how many detected fraud cases are actually fraudulent. 

Recall measures the model’s ability to identify actual 

fraud cases, and the F1-Score provides a balanced 

measure between precision and recall. 

The experimental results show that ensemble models 

such as Random Forest performed better than other 

algorithms because they combine multiple decision 

trees to improve prediction performance and reduce 

overfitting. The results also highlight the importance 

of handling class imbalance in the dataset using 

resampling techniques, which significantly improves 

fraud detection capability. 

Table 1: Performance Comparison of Machine 

Learning Models 

 

From the results, Random Forest achieved the 

highest accuracy of 97.8%, demonstrating its 

effectiveness in identifying fraudulent transactions. 

The model also achieved higher precision and recall 

values, indicating reliable detection of fraud cases 

with fewer false alarms. These results confirm that 

machine learning techniques can significantly enhance 

fraud detection systems in banking applications. 

VII. CONCLUSION 

In this paper, a machine learning-based approach for 

detecting fraudulent bank transactions was proposed 

and evaluated. The increasing use of digital banking 

services has led to a rise in financial fraud, making it 

essential for banks to adopt intelligent systems capable 

of identifying suspicious activities. The proposed 

system analyzes transaction data and applies machine 

learning algorithms to classify transactions as 

legitimate or fraudulent. The methodology included 

data preprocessing, handling class imbalance using 

resampling techniques, feature selection, and training 

multiple machine learning models. Algorithms such as 

Logistic Regression, Decision Tree, Support Vector 

Machine, and Random Forest were implemented and 

compared based on performance metrics including 

accuracy, precision, recall, and F1-score. 

Experimental results demonstrated that the Random 

Forest model achieved the best performance in terms 

of accuracy and reliability for fraud detection. The 

study shows that machine learning techniques can 

effectively identify hidden patterns in financial 

transaction data and significantly improve fraud 

detection accuracy. Implementing such systems in 

banking environments can help financial institutions 

detect fraud at an early stage, reduce financial losses, 

and enhance the security of digital transactions. 

Algorithm
Accuracy 

(%)
Precision Recall F1-Score

Logistic 

Regression
94.2 0.91 0.88 0.89

Decision 

Tree
95.6 0.92 0.9 0.91

Support 

Vector 

Machine

96.1 0.93 0.91 0.92

Random 

Forest
97.8 0.96 0.94 0.95



Journal of Computational Analysis and Applications                                                                              VOL. 35, NO. 4, 2026 

 

                                                                                                307                        CHODAVARAPU RAJ KUMAR et al 299-307 
 

FUTURE WORK 

Although the proposed fraud detection system 

achieved promising results, there are several areas for 

further improvement. Future research can focus on 

using deep learning techniques, such as Artificial 

Neural Networks (ANN), Convolutional Neural 

Networks (CNN), and Long Short-Term Memory 

(LSTM) models, to capture more complex transaction 

patterns. These advanced models may improve fraud 

detection accuracy in large-scale financial datasets. 

Additionally, future systems can incorporate real-

time fraud detection mechanisms that continuously 

monitor transactions and instantly alert banks or 

customers about suspicious activities. Integrating the 

fraud detection model with big data platforms and 

cloud-based systems can also improve scalability and 

processing speed. Another possible direction is to use 

hybrid or ensemble learning models, which combine 

multiple machine learning algorithms to achieve better 

performance. Moreover, incorporating behavioral and 

geographical transaction features could further 

enhance the system’s ability to identify new and 

evolving fraud patterns. These improvements will help 

build more robust and intelligent fraud detection 

systems for modern banking applications. 
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