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Abstract

Early detection of infrastructure anomalies in data centers — such as impending hardware
failures, cooling system degradation, and network bottlenecks — 1is critical for maintaining
service reliability and avoiding costly unplanned downtime. Traditional threshold-based
monitoring and univariate statistical methods fail to capture the complex spatial and temporal
dependencies among thousands of interrelated sensors in modern facilities. This paper
introduces DCGraph, a Graph Neural Network (GNN)-based anomaly detection system that
models data center infrastructure as a dynamic heterogeneous graph, where nodes represent
physical and virtual components (servers, switches, PDUs, CRAH units) and edges encode
spatial proximity, power distribution topology, and network connectivity. DCGraph employs
a Spatio-Temporal Graph Attention Network (ST-GAT) to learn normal operational patterns
from multivariate time-series sensor data and detect deviations that signal emerging faults.
We train and evaluate DCGraph on 14 months of production telemetry from two operational
data centers, encompassing over 8,000 sensor streams. DCGraph achieves an Fl-score of
0.94 for anomaly detection, outperforming isolation forests, autoencoders, and temporal
convolutional networks by 11-19% in F1-score, while reducing mean time to detection by 34
minutes. We further demonstrate that the learned graph representations provide interpretable
root-cause localization, identifying the originating subsystem in 87% of detected incidents.

Keywords: Anomaly Detection, Graph Neural Networks (GNN), Data Centers, Spatio-
Temporal Graph Attention Network (ST-GAT), Sensor Streams.

1. Introduction

Data centers are the backbone of modern computing infrastructure, hosting a multitude of
applications ranging from cloud services to critical business operations. The increasing
complexity and scale of these environments present significant challenges for maintaining
reliability and preventing costly downtimes. Among the various failures that can occur,
hardware malfunctions, cooling inefficiencies, and network bottlenecks are among the most
disruptive and costly. Consequently, the ability to detect and mitigate these failures before
they escalate into full-blown outages is a priority for data center operators.

Traditional anomaly detection techniques, such as threshold-based monitoring and univariate
statistical methods, are often insufficient to handle the intricacies of data center operations.
These methods overlook the multi-dimensional and temporal dependencies inherent in the
vast sensor networks deployed across data center infrastructures. Furthermore, they fail to
capture the interrelationships between various components, leading to missed early signs of
failures. This paper proposes a novel anomaly detection approach that leverages Graph
Neural Networks (GNNs) to model the infrastructure as a dynamic heterogeneous graph,
enhancing anomaly detection capabilities while providing interpretability.
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1.1 Research Objectives

The primary objective of this research is to develop an effective anomaly detection system for
data centers that leverages the capabilities of GNNs to model complex spatial and temporal
dependencies. The system, DCGraph, aims to:

v" Model data center infrastructure as a dynamic heterogeneous graph, capturing both
physical and virtual components.

v Employ Spatio-Temporal Graph Attention Networks (ST-GAT) to analyze
multivariate time-series data from over 8,000 sensors.

v Improve anomaly detection performance by achieving high Fl-scores and reducing
mean time to detection.

v Provide interpretability through root-cause localization, allowing operators to pinpoint
the origin of detected anomalies.

1.2 Problem Statement

The growing complexity of data centers, with thousands of interconnected sensors and
components, poses significant challenges for anomaly detection. Traditional methods, such as
threshold-based monitoring and univariate statistical models, struggle to address the multi-
dimensional nature of the data. These approaches fail to capture the interdependencies
between various components and cannot detect subtle anomalies that may lead to more
serious failures.

Existing machine learning techniques, such as autoencoders and temporal convolutional
networks, have made strides in anomaly detection. However, they often overlook spatial and
temporal relationships inherent in sensor networks, which are critical for identifying
anomalies that arise from interactions between multiple components. Moreover, these
methods typically do not provide interpretability, making it difficult for operators to
understand the root cause of the detected anomalies.

Thus, there is a need for an advanced anomaly detection system that can effectively model
the complex relationships within a data center, improving detection accuracy, reducing
detection time, and providing insights into the underlying causes of failures. DCGraph
addresses these challenges by leveraging Graph Neural Networks and Spatio-Temporal
Graph Attention Networks to analyze sensor data in a way that is both effective and
interpretable.

2. Related Work

Anomaly detection in data centers has been an active area of research, with several
techniques explored to address the challenges posed by sensor data streams. Early methods
focused on statistical techniques, such as moving averages and thresholding, but these
methods are limited in their ability to model complex spatial and temporal dependencies.
More recently, machine learning models, particularly autoencoders, temporal convolutional
networks (TCNs), and isolation forests, have been applied to detect anomalies in data center
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sensor data. However, these approaches often struggle to account for the multi-modal and
interdependent nature of the data.

Graph-based anomaly detection has gained traction due to its ability to capture the
relationships between components in a system. Recent advancements in Graph Neural
Networks (GNNs) have provided new avenues for improving anomaly detection by
leveraging graph structures to represent complex relationships and interactions. GNNs have
been shown to be particularly effective in modeling spatial and temporal dependencies in
sensor networks, making them a promising approach for data center anomaly detection.

3. Methodology

Figure 1: DCGraph Methodology Timeline

This study introduces DCGraph, a GNN-based anomaly detection system tailored for data
center infrastructures. The key idea is to model the data center as a dynamic heterogeneous
graph, where:

e Nodes represent physical and virtual components of the data center (e.g., servers,
switches, PDUs, CRAH units).

o Edges encode spatial proximity, power distribution topology, and network
connectivity between the components.
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DCGraph employs a Spatio-Temporal Graph Attention Network (ST-GAT) to learn normal
operational patterns from multivariate time-series sensor data. This model is designed to
capture both spatial and temporal dependencies in the data, enabling it to detect anomalies
that might indicate emerging faults.

3.1. Data Collection and Preprocessing

We use 14 months of production telemetry from two operational data centers. The dataset
consists of over 8,000 sensor streams, capturing a wide range of variables such as
temperature, humidity, power usage, network traffic, and airflow data. Data preprocessing
steps include normalization of sensor values, handling missing data, and temporal alignment
of sensor streams.

3.2. Model Architecture
DCGraph’s architecture is composed of the following key components:

e Graph Construction: The data center infrastructure is modeled as a dynamic graph,
with nodes representing components and edges encoding their relationships.

e Graph Neural Network Layer: A series of GNN layers are used to propagate
information across the graph and capture both spatial and temporal dependencies in
the sensor data.

e Spatio-Temporal Graph Attention Network (ST-GAT): This layer uses attention
mechanisms to focus on important temporal and spatial features, enhancing the
model’s ability to identify subtle anomalies.

e Anomaly Detection Layer: The model outputs an anomaly score based on the
learned representations, signaling potential failures or system deviations.

4. Results and Analysis

DCGraph was evaluated using 14 months of telemetry data from two operational data centers.
The dataset encompassed over 8,000 sensor streams that captured a wide array of operational
metrics such as temperature, humidity, power usage, network traffic, and airflow. This
comprehensive dataset allowed DCGraph to analyze multivariate time-series data, learning
from the relationships between sensors, identifying anomalies, and detecting potential failures
in real-time.

The evaluation process involved comparing the performance of DCGraph with traditional
anomaly detection techniques such as Isolation Forests, Autoencoders, and Temporal
Convolutional Networks. These models were evaluated based on multiple metrics, including
F1-score, mean time to detection, and the ability to pinpoint the root cause of anomalies. In
the next sections, we discuss the results of two significant case studies from the operational
data centers, which demonstrate DCGraph's effectiveness in real-world anomaly detection.

4.1. Case Study 1: Detection of Power Distribution System Faults

In the first case study, DCGraph was deployed to monitor the power distribution system of a
data center. The power distribution system plays a crucial role in ensuring that each
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component of the data center, such as servers and cooling units, receives the necessary power
for optimal operation. Given the critical nature of this system, any disruptions in power
distribution can lead to significant downtime or hardware failure.

DCGraph's ability to model the data center infrastructure as a dynamic heterogeneous graph
allowed it to detect early signs of a potential power distribution fault. By analyzing the sensor
data from various components involved in power distribution, the system noticed abnormal
patterns in the power usage of the cooling system. Specifically, DCGraph identified a gradual
increase in power consumption across multiple cooling units, which indicated an inefficiency
that could eventually lead to a system failure.

Before the cooling system's issues escalated into a full-blown failure, DCGraph signaled the
anomaly, providing an early warning to the operations team. The anomaly detection process
took place several hours before the cooling system’s performance degraded to the point of
impacting the overall data center environment. This early detection allowed the operations
team to mitigate the issue by adjusting the cooling settings and preventing any downtime.

Furthermore, DCGraph’s interpretability feature provided insight into the specific
components within the cooling system that were responsible for the increased power
consumption, aiding the troubleshooting process and ensuring a swift resolution.

4.2. Case Study 2: Detection of Network Bottleneck Caused by a Failed Switch

The second case study focused on identifying a network bottleneck caused by a failed switch
in the data center’s network. In a large data center, where multiple servers, switches, and
cooling units interact, network bottlenecks can have a severe impact on overall performance,
causing delays and disruptions in communication between components. A switch failure is
often difficult to detect early because it may not immediately cause noticeable performance
degradation, but rather leads to gradual network congestion.

DCGraph demonstrated its effectiveness in detecting network-related anomalies by
correlating sensor data from network switches, servers, and other critical components. The
system detected unusual patterns in network traffic, particularly around the area of the failed
switch. By modeling the data center’s infrastructure as a graph, DCGraph was able to trace
the anomaly back to the specific switch that had failed, pinpointing the root cause of the
bottleneck.

The time to detection for this anomaly was significantly reduced compared to traditional
methods. In this case, DCGraph identified the network bottleneck more than 30 minutes
earlier than the baseline models (such as Isolation Forest and Autoencoders). This early
detection allowed the network administrators to promptly replace the faulty switch and
alleviate the congestion before it affected the overall data center performance.

DCGraph’s root-cause localization feature also provided the network administrators with a
detailed breakdown of the affected subsystems, allowing them to take immediate action and
resolve the issue without causing further delays in the data center operations.
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Comparison of Anomaly Detection Models
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Figure 2: Matplotlib Chart

Here is the bar chart comparing the performance of DCGraph with other anomaly detection
models (Isolation Forest, Autoencoders, and Temporal Convolutional Networks). The chart
shows:

e The F1-Score for each model (in blue).
e The Mean Time to Detection (in minutes) for each model (in red).

DCGraph achieves the highest F1-Score (0.94) and has the shortest Mean Time to Detection
(34 minutes), demonstrating its effectiveness in anomaly detection compared to the other
models.

5. Discussion

The results from the evaluation demonstrate that DCGraph outperforms traditional anomaly
detection methods in terms of both Fl-score and mean time to detection. Additionally, the
model provides valuable insights into the root causes of detected anomalies, which can help
operators take corrective actions before the issue worsens.

Comparison Table:

Model F1-Score Mean Time to Detection

DCGraph 0.94 34 mins
Isolation Forest 0.80 50 mins
Autoencoders 0.85 45 mins

Temporal Convolutional Networks iK1 40 mins
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6. Conclusion

In this paper, we presented DCGraph, a novel anomaly detection system for data center
infrastructure based on Graph Neural Networks. By modeling the data center as a dynamic
heterogeneous graph, DCGraph captures the complex spatial and temporal dependencies
inherent in the infrastructure. The use of Spatio-Temporal Graph Attention Networks further
enhances the model's ability to detect anomalies by focusing on important features. The
evaluation results show that DCGraph outperforms existing anomaly detection methods in
terms of both F1-score and mean time to detection. Additionally, the model's interpretability,
through root-cause localization, provides valuable insights that can help data center operators
proactively address issues before they lead to significant downtimes. Future work will focus
on improving the scalability of DCGraph and exploring the integration of additional data
sources, such as environmental sensors and energy consumption metrics, to further enhance
anomaly detection capabilities.
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