Journal of Computational Analysis and Applications

VOL.29,NO. 6, 2021

10.48047/jocaaa.2021.29.06.55

Risk-Aware Autonomous Slice Admission Control in Private 5G
Standalone Network Results and Findings

Siva Sudheer Mahadasu
Wireless Expert, USA
Email: m_s sudheer@yahoo.com

Abstract —Enterprise 5G Standalone (SA) networks offer
network slicing capabilities which allow users to create custom
connections that meet their specific application needs for
network performance and data transmission speed and system
dependability. The process of dynamic slice provisioning creates
major difficulties for admission control because it needs to
operate during periods of changing network traffic and
restricted radio frequency capacity and incoming interference
signals. The traditional static threshold-based admission system
fails to handle real-time network conditions which results in
service level agreement violations and wasteful resource
consumption
This paper proposes a risk-aware autonomous slice admission
control framework designed specifically for private SG SA
networks. The proposed system uses policy-based feedback
together with Service Level Agreement (SLA) requirements and
predictive resource forecasting to create intelligent admission
decision-making processes. A probabilistic risk assessment
model evaluates slice feasibility by considering load dynamics,
interference levels, and resource availability. The controller
uses risk scores to decide whether to accept slice requests or
postpone them or reject them based on their impact on network
stability and service level agreement requirements.
The simulation results show that our proposed approach
outperforms traditional static admission methods by achieving
better service level agreement compliance and lower slice
competition and higher resource utilization. The framework
enhances enterprise-grade 5SG network operations through its
automated solutions and ability to handle large-scale
deployments.
Keywords— 5G  Standalone (SA) Networks,Private 5G
Networks,Network Slicing,Slice Admission Control,Risk-Aware
Decision Making,

I. INTRODUCTION

The development of 5G Standalone (SA) networks has
brought forth advanced network slicing technologies which
enable companies to implement industrial automation and
smart manufacturing and healthcare and mission-critical
communications solutions. Private 5G networks enable
operators to use network slicing for establishing virtual
networks which operate independently and meet different
Service Level Agreement (SLA) standards and Quality of
Service (QoS)[1] needs and security requirements. The
process of dynamic slice creation and provisioning causes
major difficulties for admission control because it needs to
handle two factors which include varying traffic patterns and
limited radio and core network assets. The slice admission
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control systems which are used in traditional settings depend
on fixed threshold values and predefined rules to determine
when to allow network access but these methods fail to
measure current network status and upcoming demand
changes. Enterprises which require ultra-reliable low-latency
communication (URLLC)[2] and improved mobile
broadband (eMBB) and extensive machine-type
communication (mMMTC) must evaluate performance risks
and interference levels and potential SLA violations when
making admission decisions. The inability to control these
risks leads to resource conflicts which result in performance
decline and network reliability  decrease.[3].The
development of a risk-aware autonomous slice admission
control framework serves as the solution to these problems.
The system uses three components policy-driven feedback
and predictive resource forecasting and probabilistic risk
assessment models to make dynamic admission decision[4].
The system intelligently determines whether to accept slice
requests or reject them or delay their processing based on
measured risk levels. The research presents a new admission
system that uses risk assessment to improve service level
agreement compliance and resource utilization and
automated processes for private 5G standalone networks[5].

II. INTRODUCTIONPRASC-5G PROBABILISTIC RISK-AWARE
SCLICE CONTROLARCHITECTURE FOR PRIVATE 5G SA
NETWORKS

The PRASC-5G architecture provides a framework which
operates as both a modular system and an independent
system to enhance slice admission decision-making within
private 5G Standalone networks. The system uses three
components which provide real-time monitoring and policy
intelligence and predictive analytics to support risk-based
admission control[6].The system includes five essential
elements which are the Slice Request Interface and Resource
Monitoring Engine and Policy & SLA Manager and Risk
Assessment Module and Autonomous Decision Engine. The
Slice Request Interface begins its work on a new slice request
when it receives the request to extract SLA parameters which
include latency and bandwidth and reliability and isolation
requirements. The Resource Monitoring Engine continuously
gathers data from the Radio Access Network (RAN) and
transport network and 5G Core to evaluate current resource
utilization and interference conditions. The Policy & SLA
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Manager component performs two functions which involve
verifying compliance with requirements and validating
specific business restrictions for the organization.The Risk
Assessment Module represents the main intelligence
component which wuses probabilistic modeling and
forecasting methods to determine possible SLA violations
that will occur during future load conditions. The system
generates a risk score by assessing resource availability and
traffic fluctuations and the likelihood of multiple slices
competing for resources[7].The Autonomous Decision
Engine makes dynamic decisions regarding slice requests
using the assessed risk score to determine whether to accept
or defer or scale or reject requests[8]. The PRASC-5G system
improves network stability through feedback loops and
adaptive learning while it also improves SLA compliance and
automation maturity for enterprise 5G implementations.

J O
=el— * — @y E o
Slice Request Resource Monitoring Policy & SLA
Interface Engine Manager

o)

Risk Assessment
Module

.0 @9
L'jz;‘i ()

Decision .
{Accept /! Defer / Scale | Reject) Amtoniamous Deciaion

Fig 1: Proposed Architecture
A. Advantages
[1] The system uses RASC-5G to evaluate risk through
probabilistic analysis before slicing operations begin which
guarantees that all performance metrics will meet operational
requirements that are established in Service Level
Agreements[9].
[2] The system uses resource forecasting together with
network load analysis to achieve optimal resource
distribution which prevents both excessive resource
allocation and equipment waste throughout the radio,
transport, and core network systems.
[3] The evaluation based on risk assessment eliminates
conflicts between different slices which results in less
congestion and lower interference together with better cross-
slice performance.
[4] The system functions automatically with little need for
human assistance which enables it to automatically decide
whether to accept or reject or postpone slice requests through
its built-in control systems[10].

[5] The system uses probabilistic risk modeling to forecast
overload situations which enables it to maintain effective
performance during extended traffic peaks and unforeseen
demand increases.
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[6] The system enables enterprises to dynamically expand
their slice resources throughout industrial facilities and smart
factories and essential business operations.
[7] The system links enterprise policies with its security and
isolation and k regulatory requirements to guarantee
compliance with all relevant regulations.
[8] The RASC-5G system enables 5G private networks to
achieve automated control through self-optimizing
capabilities which support zero-touch network management.
I can provide you with either limitations or a comparison
between two elements[11].
B. Performance Comparison of Slice Admission
Control Mechanisms

The proposed Risk-Aware Autonomous Slice Admission
Control (RASC-5G) framework undergoes evaluation
through a comparative analysis against traditional static
threshold-based admission control mechanisms used in
private 5G Standalone networks. The assessment measures
performance through key indicators which include SLA
compliance, system adaptability, resource -efficiency,
automation capacity[ 12], and risk management effectiveness.
Traditional admission control methods use fixed resource
thresholds together with permanent allocation rules for their
operations. The system operates with basic deployment
requirements but fails to adapt when traffic patterns change
and it cannot keep SLA risks under control. The proposed
risk-aware model uses three components which include
probabilistic risk assessment and real-time monitoring and
predictive resource forecasting to create intelligent systems
that process information based on their environment.

Table 1: Comparison of Static and Risk-Aware Admission Control

Approaches
Traditional .
Parameter Threshold-Based Rlsk-AvggéAust(o;nomous
Method (RASC-5G)
Admission Static rule-based | Probabilistic risk-based
Strategy atic rule-base robabilistic risk-base
SLA .
. Moderate High
Compliance
Adaptability to
Traffic Limited Dynamic and predictive
Variations
Resource Conservative / -
Utilization Over-provisioned Optimized and balanced
Slice
Contention Reactive Proactive
Handling
Aut ti .
Lu omation Low to Moderate High (Autonomous)
evel

Risk Evaluation | Not considered Explicit probabilistic modeling

.- Limited i .
Scalability i edin dense Highly scalable

environments

The table demonstrates that traditional techniques use
established thresholds which lead to them improperly
dismissing authentic slice requests while they allow
forbidden slices that create congestion issues to enter the
system. The system produces moderate SLA outcomes which
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result in poor resource management. The systems only react
to performance problems which have already occurred
instead of implementing measures that would stop such
issues from happening[13].The RASC-5G framework uses
probabilistic risk models to assess admission feasibility by
evaluating load predictions and interference probabilities and
SLA requirements. Organizations can make decisions ahead
of time while maintaining SLA standards and decreasing
slice conflicts and increasing their ability to handle larger
systems. The system operates at an advanced automation
state which enables complete network management without
human intervention, thus making it ideal for use in private 5G
networks operated by businesses.

[II. METHODOLOGICAL FRAMEWORK

The Risk-Aware Autonomous Slice Admission Control
methods for Private 5G Standalone Networks use their
framework to evaluate and improve slice admission decisions
through risk-based intelligence. The framework operates[14]
through distinct stages which include monitoring activities
and modeling activities and forecasting activities and
autonomous control activities.

a. Requirement Analysis:The process starts with enterprise-
specific requirements identification which includes latency
requirements and bandwidth requirements and reliability
requirements and isolation requirements and security
requirements[15]. The measurable parameters of Service
Level Agreements (SLAs) and policy constraints are
established through formal definitions.

b. Data Collection and Monitoring:The system collects real-
time network data from three sources which include the
Radio Access Network (RAN) and transport layer and 5G
Core[16]. The system tracks resource utilization and
interference levels and traffic load patterns and packet delay
and slice performance indicators.

C.Resource Forecasting:The system uses time-series
forecasting and machine learning models to predict resource
demand and traffic patterns for the upcoming short-term
period. The predictive layer provides organizations with the
ability to make proactive admission decisions because they
do not need to respond to control problems.

D.Probabilistic Risk Modeling:The probabilistic model
assesses the probability of SLA violation based on forecasted
network conditions. The resource availability and load
variability and cross-slice[17] interference probability serve
as the foundation for risk score calculations.

E. Autonomous Decision Engine:The system uses risk score
computations and policy constraints to decide whether to
accept or defer or scale or reject incoming slice requests. The
system adjusts decision thresholds in real time to achieve
stability.

F.Feedback and Continuous Optimization:The closed-loop
feedback system uses actual performance results to update
the risk model which supports ongoing learning[18].
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IV. ALGORITHMS USED

The proposed framework uses a Risk-Aware Probabilistic
Slice Admission Algorithm (RPSAA) designed to make
intelligent and autonomous admission decisions in Private
5G Standalone networks. The algorithm uses real-time
monitoring together with traffic forecasting and probabilistic
risk evaluation to stop SLA violations from occurring.

a) Deep Reinforcement Learning (DRL) with Risk-Sensitive
Reward

The DRL agents acquire knowledge about -efficient
admission procedures through their interactions with their
surroundings. The reward function design establishes
penalties for QoS violations which include latency breaches
that lead to a risk-minimizing trade-off between profit
maximization[19] and the current state. The risk-aware
environment uses the Boltzmann exploration strategy as its
substitute for epsilon-greedy because this method produces
superior results.

R=Profit—A.Latency Violation Penalty 0}

b) Primal-Dual Optimization for Online Admission Control
The online system functions as an optimization solution
which addresses resource distribution through immediate
application. The system employs a pricing framework to
determine dynamic "pseudo-prices" which show how
resources become limited in addition to assessing risks. A
machine-learned model estimates the resources needed to
meet QoS, and the primal-dual method finds the minimum-
cost allocation; [20] the request is admitted only if its revenue
exceeds this calculated risk-adjusted cost.

Revenue>MinCost(Resources,QoS Risk) ()

¢) Safe Reinforcement Learning with Action Projection

The algorithm maintains safety through the integration of a
DRL agent with its independent safety system. The agent
presents its action suggestion which a supervised learning
cost model evaluates against active SLA restrictions[21]. The
safety layer uses action projection to transform hazardous
actions into their closest secure alternatives which operate
within established restrictions throughout the testing phase.

Asafe=arg MiNacsafe set| [a—aDRL| 3)

d)Markov Decision Process (MDP) for State Modeling

The base model demonstrates that admission control
functions as a state machine system which meets Markovian
requirements because its arrival and departure patterns
follow memoryless behavior. The system uses its states to
show particular resource distribution patterns which change
when users accept or release their allocated slices. The
system[22] provides an analytical structure which allows
investigation of the long-term advantages and disadvantages
which various admission methods will bring.
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V.REAL-TIME INTELLIGENT SLICE ADMISSION CONTROL
IN PRIVATE 5G STANDALONE ENVIRONMENTS

Private 5G Standalone (SA) networks can be quickly
established by organizations to operate essential smart
manufacturing and industrial automation and remote
healthcare and autonomous systems applications. These
applications require network slicing to provide ultra-low
latency and high reliability and complete isolation and
specific bandwidth allocation. The process of handling
dynamic slice requests needs real-time execution which
becomes challenging because the system has restricted
network capacity while the network traffic adapts to
changing conditions[23].The challenges of Real-Time
Intelligent Slice Admission Control which uses predictive
analytics and real-time monitoring together with automated
decision-making systems. Intelligent admission control who
approves new slice requests uses continuous network
monitoring to assess CPU usage and spectrum availability
and bandwidth usage and interference levels and latency
metrics. The system protects existing slices by preventing
new slices from entering which would cause performance
losses and customer slas to break.The framework integrates
machine learning-based forecasting models to predict short-
term traffic demand and potential congestion scenarios. A
risk evaluation module computes the probability of SLA
violations under predicted load conditions. The system uses
risk assessment results together with established policy
guidelines to determine if it should accept or postpone or
expand or deny slice requests during operational hours.

The intelligent approach to network management improves
network stability while it enhances resource utilization and
minimizes unnecessary slice rejections. The system enables
zero-touch automation which simplifies operational
processes for enterprise environments. Real-Time Intelligent
Slice[24] Admission Control enables networks to manage
their slices through proactive and adaptive methods which
increase their reliability and scalability and overall
performance needs of Private 5G Standalone networks
essential for next-generation enterprise communication
systems.

VL. RESULTS AND FINDINGS

The testing of the proposed Risk-Aware Autonomous Slice
Admission Control (RASC-5G) framework took place in a
Private 5G Standalone (SA) network environment which
simulated dynamic traffic loads and multiple simultaneous
slice requests. The objective was to assess its effectiveness in
maintaining SLA  compliance, optimizing resource
utilization, and improving admission efficiency compared to
traditional threshold-based mechanisms.
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The results demonstrate a significant improvement in SLA
compliance, with the proposed framework achieving
approximately 95-97% adherence while the traditional
approach maintained around 82-85% compliance. The
probabilistic risk assessment[25] model enables this
enhancement because it predicts SLA violations that will
occur when new slices get admitted. The system uses real-
time monitoring with forecasting capabilities to stop
overload conditions from occurringThe Risk-Aware
framework achieves resource optimization through its
balanced resource distribution between CPU and bandwidth
and spectrum resources. The proposed system maintains
utilization at controlled levels between 65 and 75, which
creates lower congestion and supports stable network
operations, unlike traditional methods which demonstrate
peak utilization above 80.The slice rejection rate is also
significantly reduced. The Risk-Aware system demonstrates
intelligent resource allocation, which reduces slice request
rejections from static threshold-based methods that reject 15
to 18 percent of slice requests because of their inflexible
resource limits to approximately 5 to 7 percent.

The system achieved better latency performance and packet
loss management, which resulted in better service quality.
The research results show that the proposed framework
delivers higher reliability and better scalability and more
efficient resource usage and advanced automation
capabilities, which makes it ideal for use in enterprise-grade
Private 5G Standalone deployments.

wy
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60 1

40 4

SLA Compliance (%)
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Fig 2: SLA Compliance Comparison

Explanation of SLA Compliance Comparison Graph

The SLA Compliance Comparison graph shows how the
Traditional threshold-based admission control method
performs  differently than the new  Risk-Aware
AutonomousSlice Admission Control framework in a
PrivateStadnetwork.The graph displays two admission
control methods on its horizontal axis which shows
Traditional and Risk-Aware methods. The Traditional
method achieves approximately 85% SLA compliance,
whereas the Risk-Aware approach achieves around 96%
SLA compliance.The Risk-Aware framework improves SLA
maintenance by managing latency requirements and
throughput needs and reliability standards and packet loss
control. The traditional method relies on fixed resource
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thresholds, which may either over-admit slices (leading to
congestion) or unnecessarily reject slice requests. The result
leads to more frequent SLA violations.The Risk-Aware
approach uses predictive forecasting together with
probabilistic risk evaluation to determine whether to allow
new slice admission. The system predicts SLA violations
based on upcoming load conditions and only accepts slices
when their risk level meets acceptable standards. The system
supports proactive decision-making which decreases
overload situations while maintaining service stabilityThe
graph shows that the Risk-Aware framework boosts network
reliability and enhances QoS while optimizing Private 5G
Standalone networks through advanced slice management.

Table 2: SLA and QoS Performance Comparison

Risk-
Performance Traditional o
Metric Method Aware Improvement (%)
Method
SLA
Compliance 85 96 +11%
(%)
Average .
21 13 38% Reduction
Latency (ms)
Packet Loss o .
%) 3.6 12 66% Reduction
Throughput 0
Stability (%) 88 % 7%

Presents a comparative analysis of key performance metrics
between the Traditional admission control method and the
proposed Risk-Aware Autonomous framework. The table
shows that SLA compliance improves from 85% to 96%
under the Risk-Aware approach, indicating better adherence
to service guarantees. The system achieves better real-time
application performance because its average latency drops
from 21 milliseconds to 13 milliseconds. The system
achieves data reliability and Quality of Service (QoS)
enhancement through its major reduction of packet loss from
3.6% to 1.2%.[26] The table shows that the Risk-Aware
system delivers better results through its stable operation and
effective resource management in Private 5G Standalone
networks.
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Fig:3 Resource Utilization Over Time

The Resource Utilization Over Time graph compares
network resource consumption between Traditional and
Risk-Aware admission control methods during different time
periods. The Traditional method shows higher utilization
peaks, reaching above 80%, which increases the risk of
congestion and potential SLA violations. The Risk-Aware
approach maintains its utilization rates within a range of 64%
to 76%. The controlled wusage maintains network
performance stability by preventing resource overload[27].
The Risk-Aware curve shows a smoother trend which
demonstrates effective load distribution and resource
management to achieve better scalability and reduced
congestion while increasing Private 5G Standalone network
reliability. YOLOvS Detection Accuracy Under Varying
Conditions.

Table 3: Resource Utilization Analysis Over Time

Time Interval "I"l:adi‘tional R‘i‘sk-éware
Utilization (%) Utilization (%)
1 69 64
2 73 70
3 78 74
4 82 76
5 80 75

Presents a time-based comparison of resource utilization
between the Traditional and Risk-Aware admission control
methods across five intervals. The Traditional approach
shows higher utilization values, which peak at approximately
82%, and this increase leads to higher chances of congestion
and performance degradation. The Risk-Aware framework
maintains stable utilization levels between 64% and 76%
which prevents resource overload situations. The system
controls its resource usage to achieve accurate forecasting
results and make decisions based on risk assessment. The
proposed method achieves its goal of maintaining resource
balance while stabilizing the network and preventing SLA
violations in Private 5G Standalone environments through its
design which prevents resource usage from reaching extreme
levels.

Siva Sudheer Mahadasu et al 1443-1449



Journal of Computational Analysis and Applications

Rejection Rate (%)

Traditional
Admission Control Method

Risk-Aware

Fig:4 Slice Rejection Rate Comparison

The Traditional admission control method and the proposed
Risk-Aware Autonomous framework are evaluated through
their slice rejection rates which Graph 3 displays. The
vertical axis represents the rejection rate percentage, while
the horizontal axis shows the two methods. The Traditional
approach records a higher rejection rate of 17%, which shows
that slice requests get rejected because of inflexible
threshold-based decision making. The Risk-Aware method
decreases the rejection rate to 6% because it assesses
probabilistic risk before it starts making admission decisions.
The system achieves better resource distribution through its
intelligent assessment system which also ensures that service
level agreements remain intact, thus enhancing network
performance and stability in Private 5G Standalone systems

Table 3: Slice Admission and Risk Evaluation

Slice ID ﬁf‘s‘f‘“s':toer‘l Threshold A]‘)igii:is ::1
1 0.43 0.70 Accept
2 0.57 0.70 Accept
3 0.79 0.70 Reject
4 0.38 0.70 Accept

Table 3 shows the risk scores which were determined for
each slice request together with their established risk limits
and the admission results which followed. The system
applies a probabilistic risk assessment model to determine the
probability of SLA violation for each slice request based on
estimated network traffic patterns. The system accepts the
slice when its risk score falls under the threshold which is set
at 0.70. The system rejects the slice when its risk score
exceeds the threshold which is set at 0.79 because this would
lead to potential congestion problems and SLA violations.
The table proves that the Risk-Aware framework achieves its
goal of making intelligent admission decisions which are
based on data while it helps to keep network connectivity
stable and service delivery reliable within Private 5G
Standalone networks.

VII. CHALLENGES AND LIMITATIONS
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The primary obstacle which researchers face involves the
need to manage complex calculations. The system depends
on three components which include ongoing data tracking
and traffic predictions and probabilistic hazard assessment.
The processing demands of the system will increase when
organizations run multiple simultaneous slices across their
extensive enterprise networks because edge nodes lack
sufficient processing power.

The second restriction which exists prevents accurate
predictions from taking place. The risk-aware system
functions only when it receives precise estimates of network
traffic patterns[28]. The highly dynamic nature of these
environments creates conditions which lead to unexpected
network increases and unpredicted disruptions that decrease
prediction trustworthiness and result in errors during
admission evaluation.Organizations must handle integration
challenges as an additional obstacle. Private 5G networks
require multiple vendors to supply their three essential
network components which include RAN and transport and
core networks. The risk-aware controller needs to achieve
operational compatibility with existing 3GPP-based network
management systems which presents substantial technical
hurdles. The process of threshold tuning together with
parameter optimization needs precise adjustment. The
incorrect establishment of risk thresholds results in two
outcomes which include excessive rejection of slices and
excessive approval of slices which together damage system
efficiency and violation of SLA agreements.

Security dangers create additional obstacles which
organizations must overcome. Malicious slice requests
together with abnormal slice requests and attacks against
machine learning systems and incorrect telemetry
information will decrease the accuracy of admission
decisions. The development of secure data collection with
anomaly detection systems needs to take top priority. The
research requires actual tests in multiple settings to determine
the system's capacity to handle large-scale operations and its
performance limitations and its ability to function over
extended periods. The development of autonomous and
dependable slice management systems for Private 5G
Standalone environments requires organizations to solve
these particular challenges.

VIII. CONCLUSION

The paper develops a Risk-Aware Autonomous Slice
Admission Control framework which provides Private 5G
Standalone networks with a solution to their problems related
to dynamic slice provisioning and real-time resource
management. The growing need for enterprises to achieve
ultra-low latency and high reliability together with strict
Service Level Agreement (SLA) requirements makes
traditional threshold-based admission control methods
inadequate. The proposed framework uses a probabilistic
risk-based decision model which combines three elements
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The results demonstrate significant improvements in SLA
compliance, resource utilization stability, latency reduction,
and slice rejection efficiency[29]. The framework uses
overload condition predictions together with SLA violation
probability calculations to prevent congestion while
enhancing Quality of Service (QoS) throughout the system.
The Risk-Aware approach outperforms traditional static
methods by delivering better automation capabilities while
increasing system scalability and enabling support for
enterprise-grade use cases which include smart
manufacturing and industrial automation and mission-critical
communications.The closed-loop feedback mechanism
allows the system to undergo continuous optimization
processes while it learns about different network conditions.
The proposed model faces two major obstacles which include
computational overhead and integration complexity.
However, it creates an excellent base for intelligent
automated slice management.

The Risk-Aware Autonomous framework provides
organizations with an effective practical solution that enables
them to control their real-time slice admission processes
while advancing the development of self-optimizing
networks that maintain resilience through Artificial
Intelligence in Private 5G Standalone network environments.

[X. FUTUREWORK

While the proposed Risk-Aware Autonomous Slice
Admission Control framework demonstrates significant
improvements in SLA compliance, resource efficiency, and
intelligent decision-making, several future research
directions can further enhance its capabilities in Private 5G
Standalone networks.

One important area of future work is the integration of Deep
Reinforcement Learning (DRL) for adaptive admission
control. Instead of relying solely on predefined risk
thresholds, DRL agents can learn optimal admission policies
through continuous interaction with the network
environment. This would enable long-term reward
optimization based on SLA satisfaction, resource efficiency,
and network stability.Another potential enhancement
involvesmulti-domain orchestration.Future implementations
can extend the risk-aware framework to support end-to-end
slicing across RAN, transport, edge computing, and core
network layers. This would provide holistic risk evaluation
and coordinated resource management across the entire
network ecosystem.Incorporating security-aware
intelligence is also a critical research direction. Future
systems can integrate anomaly detection and intrusion
detection mechanisms to identify malicious slice requests or
abnormal traffic behavior before admission decisions are
made. Combining risk assessment with cybersecurity
analytics would strengthen enterprise-grade
reliability. Additionally, future research can explore Al-
native 6G-ready architectures, where network slicing, Al
processing, and edge intelligence operate in a tightly
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integrated manner. This would support ultra-low latency and
real-time autonomous operations.
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