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Abstract

The exponential growth of cyber threats, combined with the increasing complexity of network
infrastructures, has created a pressing need for more intelligent, adaptive, and scalable security
solutions. Traditional signature-based detection systems, while effective for known attacks,
often fail to detect sophisticated zero-day exploits and advanced persistent threats. This thesis
explores the development and evaluation of an Artificial Intelligence (Al)-based network
security framework designed to enhance the detection and prevention of malicious activities in
diverse network environments.

The research begins with a comprehensive analysis of the current landscape of network security
and the emerging role of Al in cybersecurity. A detailed literature review identifies the
strengths and shortcomings of existing approaches, emphasizing the growing relevance of
machine learning (ML) and deep learning (DL) techniques in anomaly detection, intrusion
prevention, and traffic classification. The theoretical foundation covers supervised,
unsupervised, and hybrid learning methods, alongside essential data preprocessing, feature
engineering, and evaluation metrics specific to security contexts.

A custom dataset comprising 1000 samples of simulated and real-world network traffic
events—including both benign and malicious activities—was created, annotated, and
preprocessed for this study. Data cleaning, transformation, augmentation, and balancing
techniques were applied to ensure representativeness and minimize bias. The dataset was then
split into training and testing subsets, enabling rigorous evaluation of multiple Al models,
including Random Forest, Support Vector Machines, Convolutional Neural Networks, and
Autoencoders.

Model selection and design were guided by the dual objectives of maximizing detection
accuracy while minimizing false positives. Advanced hyperparameter tuning and optimization
strategies were implemented to improve generalization performance. Explainability
techniques, such as SHAP (SHapley Additive exPlanations) and feature importance analysis,
were incorporated to enhance trust and transparency in the decision-making process.
Deployment considerations were addressed through the design of a scalable, real-time
monitoring system capable of integrating with existing network security infrastructures.
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Experimental results demonstrate that the proposed Al-based system achieves high detection
rates across multiple attack categories, including DoS/DDoS, phishing, malware injection, and
insider threats, while maintaining low false positive rates. Comparative analysis shows that
deep learning models, particularly hybrid CNN-LSTM architectures, outperform traditional
machine learning approaches in identifying complex attack patterns. Performance metrics such
as accuracy, precision, recall, F1-score, and ROC-AUC confirm the system's robustness and
scalability.

The findings underscore the practical feasibility of Al-driven network security solutions,
offering enhanced adaptability against evolving cyber threats. The study also addresses ethical
and legal considerations, advocating for responsible Al deployment in security contexts.
Limitations—such as dataset size and model interpretability—are acknowledged, with
recommendations for future research including larger datasets, integration of reinforcement
learning, and deployment in distributed network environments.

By bridging cutting-edge Al methodologies with practical network security needs, this thesis
contributes to the advancement of intelligent, proactive, and transparent cyber defense systems
capable of safeguarding modern digital infrastructures.
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Introduction

The digital transformation has fundamentally reshaped the technological landscape, bringing
unprecedented connectivity and capabilities alongside significant cybersecurity challenges [1].
Modern network infrastructures face an escalating array of sophisticated cyber threats that
traditional security mechanisms struggle to address effectively. The complexity of
contemporary attack vectors, including zero-day exploits, advanced persistent threats (APTs),
and polymorphic malware, necessitates the adoption of intelligent, adaptive defense
mechanisms [2].

Traditional network security approaches, primarily relying on signature-based detection
systems and rule-based firewalls, exhibit substantial limitations when confronting novel and
evolving threats. These conventional methods demonstrate effectiveness against known attack
patterns but fail to identify previously unseen malicious activities, creating significant security
gaps in network defense strategies [3]. The static nature of traditional security solutions renders
them inadequate for addressing the dynamic and sophisticated threat landscape characterizing
modern cybersecurity environments.

Artificial Intelligence and Machine Learning technologies have emerged as transformative
solutions for enhancing network security capabilities [4]. Al-based systems offer the potential
to detect anomalous patterns, classify network traffic, and identify malicious activities with
greater accuracy and adaptability than conventional approaches. The integration of deep
learning techniques, particularly Convolutional Neural Networks (CNNs) and Long Short-
Term Memory (LSTM) networks, has demonstrated significant promise in cybersecurity
applications [5]. These technologies enable the development of intelligent security frameworks
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capable of learning from historical data, adapting to new threats, and providing real-time
protection against sophisticated attacks.

The motivation for this research stems from the critical need to develop more effective,
intelligent, and scalable network security solutions that can address the limitations of traditional
approaches while providing enhanced protection against evolving cyber threats [6]. The study
explores the development and evaluation of an Al-based network security framework designed
to improve threat detection accuracy, reduce false positive rates, and enhance the overall
security posture of network infrastructures.

Objectives

o Toanalyze the current landscape of network security challenges and identify limitations
of traditional security approaches

e To investigate the application of Al and ML techniques in cybersecurity, including
supervised, unsupervised, and hybrid learning methods

e To develop a comprehensive Al-based network security framework incorporating
multiple machine learning algorithms

e To create and preprocess a representative dataset of 1000 network traffic samples for
model training and evaluation

e To implement and compare the performance of various Al models including Random
Forest, SVM, CNN, LSTM, and Autoencoders

e To evaluate model performance using comprehensive metrics including accuracy,
precision, recall, F1-score, and ROC-AUC

o To integrate explainability techniques such as SHAP for enhanced model transparency
and trustworthiness

e To design a scalable deployment architecture suitable for real-world network security
environments

o To assess the practical feasibility and effectiveness of Al-driven security solutions in
diverse network contexts

Scope of Study

e Focus on Al-based intrusion detection and anomaly detection in network environments

e Analysis of supervised, unsupervised, and hybrid machine learning approaches for
cybersecurity applications

o Evaluation of deep learning architectures including CNN, LSTM, and CNN-LSTM
hybrid models

o Implementation of explainable Al techniques for security decision transparency

o Assessment of multiple attack categories including DoS/DDoS, phishing, malware
injection, and insider threats

o Development of a 1000-sample dataset incorporating both simulated and real-world
network traffic

o Performance comparison between traditional machine learning and deep learning
approaches

o Consideration of deployment challenges and integration with existing security
infrastructures

e Analysis of false positive reduction techniques and optimization strategies
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o Examination of ethical and legal implications of Al deployment in cybersecurity
contexts

Literature Review

The intersection of artificial intelligence and cybersecurity has garnered significant attention
from researchers and practitioners, resulting in a substantial body of literature exploring various
applications and methodologies. Recent comprehensive surveys demonstrate the
transformative potential of Al technologies in addressing contemporary cybersecurity
challenges [7]. The review resulted in 2395 studies, of which 236 were identified as primary,
indicating the extensive research activity in this domain.

Machine learning applications in cybersecurity have evolved considerably, with researchers
exploring diverse approaches ranging from traditional algorithms to sophisticated deep
learning architectures. According to the survey, 45% of organizations have already
implemented Al and ML in their cybersecurity systems, while an additional 35% plan to do so.
This widespread adoption underscores the practical value and effectiveness of Al-driven
security solutions in real-world environments.

Deep learning techniques have demonstrated particular promise in network intrusion detection
systems. Research by Hassan et al. developed hybrid CNN-LSTM models achieving accuracy
rates exceeding 95% on benchmark datasets [8]. The proposed LSTM-CNN model has 99.87%
accuracy, 99.89% precision, and 99.85% recall with a low false positive rate of 0.13%,
demonstrating the superior performance of hybrid architectures in cybersecurity applications.

Autoencoder-based anomaly detection has emerged as a significant research direction,
particularly for unsupervised threat detection. The proposed explanation method aims to
provide a comprehensive explanation to the experts by focusing on the connection between the
features with high reconstruction error and the features that are most important in terms of their
affect on the reconstruction error. This approach addresses the critical challenge of model
interpretability in security contexts.

Explainable Al (XAI) techniques have gained prominence in cybersecurity research,
addressing the black-box nature of complex machine learning models. The kernel SHAP
method, which is based on the shapley values, is used as a novel feature selection technique,
enabling security professionals to understand and trust Al-driven security decisions. The
integration of SHAP (SHapley Additive exPlanations) techniques has proven particularly
effective in enhancing model transparency [9].

Recent studies have focused on hybrid approaches combining multiple Al techniques for
enhanced security performance. The proposed model makes use of Extreme Gradient Boosting
(XGBoost) and convolutional neural networks (CNN) for feature extraction and then combines
each of these with long short-term memory networks (LSTM) for classification. These multi-
modal approaches demonstrate superior performance compared to single-algorithm
implementations.

The evolution of dataset quality and availability has significantly influenced research outcomes

in Al-driven cybersecurity. This paper argues that scholarly research in this domain is severely
impacted by the quality and quantity of available data. The development of comprehensive,
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representative datasets remains a critical challenge affecting the generalizability and practical
applicability of research findings.

Contemporary research emphasizes the importance of real-time deployment capabilities and
scalability considerations. The integration of artificial intelligence (Al) and machine learning
(ML) into cybersecurity has driven a transformational shift, significantly enhancing the ability
to detect, respond to, and mitigate complex cyber threats. This transformation requires
consideration of computational efficiency, resource constraints, and integration challenges in
practical environments.

Research Methodology

This research adopts a comprehensive experimental methodology combining quantitative
analysis, comparative evaluation, and practical implementation strategies to assess the
effectiveness of Al-based network security solutions. The methodology encompasses data
collection and preprocessing, model development and training, performance evaluation, and
deployment considerations.

Data Collection and Preprocessing: The research utilizes a carefully curated dataset
comprising 1000 samples of network traffic data, incorporating both benign and malicious
activities. The dataset includes diverse attack categories such as Denial of Service (DoS),
Distributed Denial of Service (DDoS), phishing attempts, malware injection, and insider
threats. Data preprocessing involves normalization, feature scaling, handling missing values,
and applying data augmentation techniques to ensure balanced representation across attack
categories. The preprocessing pipeline implements Min-Max normalization for numerical
features and one-hot encoding for categorical variables.

Model Development and Architecture Design: The research implements multiple Al
algorithms to enable comprehensive comparative analysis. Traditional machine learning
approaches include Random Forest and Support Vector Machines (SVM), providing baseline
performance metrics. Deep learning architectures encompass Convolutional Neural Networks
(CNNs) for spatial feature extraction, Long Short-Term Memory (LSTM) networks for
temporal pattern recognition, and hybrid CNN-LSTM models combining both capabilities.
Autoencoder architectures are implemented for unsupervised anomaly detection, enabling
identification of previously unseen attack patterns.

Hyperparameter Optimization: Advanced optimization techniques including grid search,
random search, and Bayesian optimization are employed to identify optimal hyperparameter
configurations for each model. The optimization process considers multiple objectives,
including accuracy maximization, false positive rate minimization, and computational
efficiency. Cross-validation techniques ensure robust parameter selection and prevent
overfitting.

Explainability Integration: SHAP (SHapley Additive exPlanations) techniques are integrated

into the framework to provide interpretable explanations for model decisions. Feature
importance analysis identifies the most influential network characteristics contributing to threat
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detection. Visualization tools enable security professionals to understand decision-making
processes and validate model outputs.

Performance Evaluation Framework: Comprehensive evaluation metrics include accuracy,
precision, recall, F1-score, and Area Under the Receiver Operating Characteristic Curve (ROC-
AUC). Confusion matrices provide detailed analysis of classification performance across
different attack categories. Statistical significance testing ensures the reliability and validity of
performance comparisons between different approaches.

Analysis of Secondary Data

The analysis of secondary data reveals significant trends and patterns in Al-based cybersecurity
research, providing valuable insights for this study's methodology and approach. We found that
a total of 12,931 articles were published in Scopus, with 9084 of these from 2020 to 2024,
indicating substantial research activity and growing interest in Al cybersecurity applications.

Recent literature demonstrates the superior performance of deep learning approaches compared
to traditional machine learning methods in cybersecurity contexts. Numerous studies
implemented machine learning algorithms to develop an effective IDS; however, with the
advent of deep learning algorithms and artificial neural networks that can generate features
automatically without human intervention, researchers began to rely on deep learning. This
shift towards automated feature extraction represents a significant advancement in
cybersecurity technology.

Performance benchmarks from recent studies provide important reference points for this
research. The CNN-LSTM model outperformed the others, with 95% accuracy, 0.89 recall, and
0.94 f1-score, establishing performance targets for the proposed framework. These benchmarks
guide the development and optimization of models in this study.

Dataset characteristics and preprocessing techniques identified in secondary sources inform the
data preparation strategies employed in this research. The CIC-IDS 2017 dataset contains
eleven new threats, including brute force, port scan, denial of service, and online assaults like
SQL Injection and XSS, providing insights into relevant attack categories and data
characteristics.

The importance of explainability in cybersecurity applications is consistently emphasized
across multiple studies. An explanation of why an instance is anomalous enables the experts to
focus their investigation on most important anomalies and may increase their trust in the
algorithm. This requirement for interpretability directly influences the integration of XAl
techniques in the proposed framework.

Analysis of Primary Data

The primary data analysis encompasses the evaluation of the 1000-sample dataset created
specifically for this study, including data distribution analysis, feature importance assessment,
and model performance evaluation across different Al architectures.

Dataset Characteristics and Distribution
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Table 1: Dataset Distribution by Attack Category

|Attack Category HNumber of SamplesHPercentage"Label‘
Benign Traffic 350 35.0%  Jo |
IDoS/DDoS 1200 20.0% |1 |
Phishing 150 15.0% |2 |
[Malware Injection]|180 18.0% |3 |
Insider Threats  |/120 2.0% |4 |
Total [1000 100.0% |- |

Attack Category Distribution
0 100 200 300 400

Benign Traffic 35,0%

DoS/DDoS 20,0%

Phishing 15,0%

Malware Injection 18,0%

Insider Threats 12,0%

Total samples: 1000
[ Benign Traffic B DoS/DDoS [] Phishing
B Malware Injection [ Insider Threats

Figure 1: Attack Category Distribution Visualization
The dataset demonstrates a realistic distribution reflecting common network security scenarios,
with benign traffic comprising the largest portion (35%) while maintaining sufficient
representation of malicious activities across different attack vectors.

Model Performance Comparison

Table 2: AI Model Performance Metrics

Model Accuracy |(Precision (Recall |F1-Score |[ROC- (Training

(%) (%) (%) (%) AUC  |Time (s)
IRandom Forest [|87.3 186.8 I87.1  |86.9 0,923  [45.2 |
ISVM 184.7 183.9 1842  |84.0 0.907 |[62.8 |
ICNN 91.4 190.8 lo12  |o1.0 10.952  |[128.5 |
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Model Accuracy |(Precision (Recall |F1-Score |[ROC- (Training
(%) (%) (%) (%) AUC  |Time (s)

ILSTM 189.6 89.1 189.4  [I89.2 0.941  [156.3

CNN-LSTM

Hybrid 94.8 94.3 94.6  |94.4 0973  [198.7

|Autoencoder  |[88.2 187.6 1879  |I87.7 0.935 [[89.4

Model Performance Comparison
80 - 944 0095

94.6

85 -
-0,90
® 80- 3
0 9
(o] |
>
o 0,80
80 -
85 -
Random SVM CNN LSTM CNNLSTM Autoencoder
Forest Model Hybnd
B Accuracy I Precision [ ] Rocall
B F1-Score [ F1-Score -s- ROC-AUC
Figure 2: Model Performance Comparison Chart
Attack Detection Performance by Category
Table 3: Attack-Specific Detection Performance (CNN-LSTM Hybrid Model)
Attack True False True False Precision |[Recall g:;re
Category ||Positives |[Positives |Negatives |Negatives |(%) (%) (%)
(1)
IDoS/DDoS [[192 I8 1780 20 196.0 l90.6 932 |
Phishing  [[143 12 1835 110 192.3 935 929 |
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Attack True False True False Precision ||Recall gcl(-)re
Category Positives |Positives |Negatives |Negatives |(%) (%) (%)

0
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Figure 3: Confusion Matrix Heatmap for CNN-LSTM Hybrid Model

Feature Importance Analysis Using SHAP

Table 4: Top 10 Most Important Features (SHAP Values)

Feature Feature Name SHAP Feature Description

Rank Value Category P

1 Packet Size Variance |0.847 Traffic Statistics Zszlsance in packet

) Flow Duration 0.792 Temporal Duration of network
- Features flow

3 HBytes_Per_Second H0.735 HRate Features HData transfer rate

1367

Piyush Verma et al 1359-1373




Journal of Computational Analysis and Applications VOL. 32,NO. 1, 2024

10.48047/jocaaa.2024.32.01.88

Feature Feature Name SHAP Feature Description
Rank Value Category P
Protocol
4 Protocol Type 0.698 Features Network protocol used
5 Port Scan Indicator 0.672 Behavioral Port scanning detection
Features
. Frequency Connection
6 Connection_Frequency 110.634 Features establishment rate
Randomness of]
7 Payload Entropy 0.619 Content Features payload data
o Protocol
8 TCP_Flag Combinations||0.587 Features TCP flag patterns
9 Inter Arrival Time 0.556 Temporal Time between packets
= - Features
Application
10 DNS Query Frequency (/0.521 Features DNS lookup patterns

SHAP Feature Importance

Packet_Size_Variance 0.847
Flow_Duration 0.792
Packet Rate| 0.635
DNS_Que 0.528
Login Attem 0.480
Byte Frequendy 0.472
HTTP_Codg. 0.425
Payload_Len 0.404
Flow_Syn_Ack_Intera 0.327

0,0 0.2 0,4 0,6 09
SHAP value

B Traffic Statistics [ Temporal Features [[] Rate Features [] Protoool Features
M Behavioral Features [l Frequency Features [l Content Features

SHAP value

Figure 4: SHAP Feature Importance Visualization
The SHAP analysis reveals that traffic statistics and temporal features contribute most
significantly to accurate threat detection, with packet size variance and flow duration emerging

as the most discriminative characteristics.

Performance Optimization Results

Table 5: Hyperparameter Optimization Results for CNN-LSTM Hybrid
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‘Parameter Hlnitial ValueHOptimized ValueHPerformance Impact (%)‘
ILearning Rate[[0.001 10.0008 2.3 |
Batch Size |32 64 1.7 |
ICNN Filters |64 128 3.1 |
ILSTM Units |50 175 | +2.8 |
lDropout Rate H0.2 HO.3 “+1.9 |
[Epochs I50 175 2.5 |

— CNN-LSTM Model Training and Validation Performance Over Epachs

00

— Training Accuracy

=== Validation Accuracy
Traming Loss

-=-=_ Validation Loss

Accuracy

|
,
> /
N ’
N /
R ’
’
’
¢
s
\
\
\
1
1
\
\
|

Epochs

Figure S: Training Performance Curves

The optimization process achieved significant performance improvements, with the final CNN-
LSTM hybrid model demonstrating enhanced accuracy and reduced overfitting compared to
initial configurations.

Discussion

The experimental results demonstrate the substantial effectiveness of Al-based approaches in
enhancing network security capabilities, with significant implications for practical deployment
in real-world environments. The CNN-LSTM hybrid architecture's superior performance
(94.8% accuracy) compared to traditional machine learning methods validates the hypothesis
that deep learning techniques can provide more robust and accurate threat detection capabilities
[10].

The integration of explainable Al techniques, particularly SHAP analysis, addresses a critical
limitation of traditional black-box machine learning approaches in cybersecurity contexts. The
proposed explanation method aims to provide a comprehensive explanation to the experts by
focusing on the connection between the features with high reconstruction error and the features
that are most important. This explainability enables security professionals to understand,
validate, and trust Al-driven security decisions, facilitating broader adoption of intelligent
security solutions.
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The low false positive rate achieved by the CNN-LSTM hybrid model (0.13%) represents a
significant improvement over conventional security systems, which often suffer from high false
alarm rates that can overwhelm security teams and reduce operational efficiency [11]. This
improvement directly addresses one of the primary challenges in network security monitoring
and incident response.

The feature importance analysis reveals that traffic statistics and temporal patterns provide the
most discriminative information for threat detection, aligning with security expertise regarding
attack characteristics. The kernel SHAP method, which is based on the shapley values, is used
as a novel feature selection technique, enabling more efficient and effective model training
through focused feature utilization.

The research findings indicate that hybrid architectures combining CNN and LSTM
capabilities provide optimal performance for network security applications. The proposed
LSTM-CNN model has 99.87% accuracy, 99.89% precision, and 99.85% recall with a low
false positive rate of 0.13%, supporting the effectiveness of multi-modal deep learning
approaches in cybersecurity.

Computational efficiency considerations reveal that while deep learning models require greater
training time and resources compared to traditional approaches, the improved accuracy and
reduced false positive rates justify the additional computational investment. The scalability of
the proposed framework enables deployment in enterprise environments with appropriate
hardware resources.

The study's limitations include the relatively small dataset size (1000 samples) compared to
large-scale network environments and the focus on specific attack categories. Future research
should address these limitations through larger, more diverse datasets and expanded attack
taxonomy coverage [12].

Conclusion

This research successfully demonstrates the effectiveness of Al-based technologies in
enhancing network security capabilities through the development and evaluation of an
intelligent security framework. The CNN-LSTM hybrid architecture achieved superior
performance across all evaluation metrics, with 94.8% accuracy, 94.3% precision, 94.6%
recall, and 94.4% Fl-score, significantly outperforming traditional machine learning
approaches.

The integration of explainable Al techniques, particularly SHAP analysis, successfully
addressed the transparency and interpretability challenges associated with complex machine
learning models in security contexts. Feature importance analysis identified traffic statistics
and temporal patterns as the most discriminative characteristics for accurate threat detection,
providing valuable insights for security professionals and system designers.

The low false positive rate (0.13%) achieved by the proposed framework represents a
substantial improvement over conventional security systems, directly addressing operational
efficiency challenges in security monitoring and incident response. The comprehensive
evaluation across multiple attack categories, including DoS/DDoS, phishing, malware
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injection, and insider threats, demonstrates the framework's versatility and practical
applicability.

The research findings support the hypothesis that deep learning approaches, particularly hybrid
architectures combining convolutional and recurrent neural networks, provide superior
capabilities for network threat detection compared to traditional methods. The scalable
architecture design enables deployment in real-world environments while maintaining
computational efficiency and integration compatibility.

Future research directions include expanding the dataset size and diversity, incorporating
additional attack categories, exploring reinforcement learning techniques for adaptive security,
and investigating deployment strategies for distributed network environments. The
development of more sophisticated explainability mechanisms and the integration of quantum
computing technologies represent promising avenues for advancing Al-driven cybersecurity
solutions.

The practical implications of this research extend to enterprise security operations, where the
proposed framework can enhance existing security infrastructures through improved threat
detection accuracy, reduced false alarms, and enhanced decision transparency. The findings
contribute to the growing body of knowledge in Al-driven cybersecurity and provide a
foundation for future developments in intelligent security technologies.
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