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Abstract 

Intelligent automation has become a necessity in many enterprise operations. An objective statement focuses on the design of a 

governance-aligned LLM architecture for overall deep learning-driven retrieval-augmented generation (DL–RAG). RAG, 

augmented by a knowledge repository, improves response relevance and correctness by retrieving factual information before 

generation. IT service management (ITSM) across many enterprises is becoming increasingly automated, demanding deeper 

intelligent decision-making. Although LLMs are widely deployed for ITSM automation or augmentation, a significant portion 

of their responses could mislead operators. ITSM automation processes and underlying governance frameworks have not yet 

been integrated with DL–RAG. 

Existing DL–RAG implementations lack attention to governance. Accessible models from large technology providers do not 

guarantee safe or compliant operation. Enterprises using LLMs need to ascertain correct model behaviour while assuring 

transparency, accountability, auditability, and external data protection. All such requirements can be grouped under data 

governance. Adopting a governance-aligned LLM model for enterprise ITSM automation has become a priority to mitigate 

these concerns. Integrating ITSM data management, security, access control, and communication policies produces the 

cornerstone for a successful and trustworthy ITSM automation implementation. 

Keywords: Intelligent Enterprise Automation, Governance-Aligned LLM Architecture, Deep Learning–Driven Retrieval-

Augmented Generation (DL–RAG), Knowledge Repository Integration, IT Service Management Automation (ITSM), AI-

Driven Decision Support, LLM-Based Service Automation, Response Reliability and Correctness, Governance-Aware AI 

Systems, Data Governance Frameworks, Model Transparency and Explainability, Accountability and Auditability in AI, Secure 

Enterprise AI Deployment, Access Control and Policy Enforcement, Trustworthy AI for ITSM, Enterprise Data Protection, 

Compliance-Aware Language Models, Risk Mitigation in LLM Automation, AI Governance Integration, Enterprise-Scale DL–

RAG Architectures.

1. Introduction

 
Enterprise Information Systems (EIS), of which Artificial 

Intelligence (AI), Machine Learning (ML), and Natural 

Language Processing (NLP) solutions form an increasingly 

important component, are often mired in legacy architecture 

and technologies. Nevertheless, Automated Service Agents 

for Information Technology Service Management (ITSM) 

represent a promising use case, not simply for risk-shifting 

but also for reducing human effort. The major operational 

Maturity Stage Gap in EIS Innovation, and the subsequent 

risk, arises because virtually all enterprise automation 

solutions in production today have not been optimally 

designed. All four modes of ITSM Automation – Standard, 

Industrialized, Automated Supply Chain and 

Product/Service Control Tower Automation – are 

deployable now at relatively low risk. Deep Learning Driven 

Retrieval-Augmented Generation (DL–RAG), and its encore 

for Enterprise-wide Information Technology Service 

Management (ITSM) activities, is another specific 

application area. 

DL–RAG, and its encore for Enterprise-wide Information 

Technology Service Management (ITSM) Automation, are 

increasingly viable development paradigms. Prompting pre-

trained large language models (LLMs) has enabled a leap in 

Natural Language Processing (NLP) capabilities and scaled 

these externalized models for various generation tasks. 

Retrieval Augmented Generation (RAG) combines Deep-

Learning-driven Knowledge Retrieval (DLLKR) and 
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Generative Reasoning (GenR) into one seamless pipeline. 

The risks of using deep-learning models, however, remain 

poorly understood, especially when sensitive or secret 

information is involved. Maximizing Value, distilled from 

Standard Operating Procedures (SOPs) and other “Voice of 

the Customer” sources, is a key Performance Indicator (KPI) 

for most enterprise AI initiatives. 

 

1.1. Overview and Objectives 

A large language model (LLM) architecture aligned with 

enterprise governance policies enables deep learning–driven 

retrieval-augmented generation (DL–RAG) for automation 

of information technology service management (ITSM) 

needs. Although practical applications recognize retrieval-

augmented generation (RAG) as a reliable alternative for 

data augmentation in LLM applications, these often operate 

outside governance policies. Failure to ensure data 

provenance, alignment, accountability, transparency, 

auditability, security, privacy, and risks when implementing 

LLM applications violates enterprise policy objectives. An 

LLM-based ITSM case study explores how these principles 

enable governance demands while minimizing 

hallucinations and aligning responses with enterprise 

policies and standards. 

A deliberation-ready ITSM knowledge base augmented with 

documentation, including use case scenarios and additional 

retrieval-specific data, illustrates the successful 

implementation of governance objectives in RAG-based 

LLM applications in a real-world deployment. Data 

governance policies control the overall implementation and 

define granular procedures, security profiles, and access 

controls. Success measures com­pare the resulting RAG 

response behavior against traditional LLM paradigms, 

exploring oversight and risk mitigation policies to monitor 

alignment deviations and quality drift and to identify and 

verify elements missing in the LLM’s primary knowledge 

set. 

 
Fig 1: Policy-Aligned Retrieval: A Governance 

Framework for Deep Learning-Driven RAG in 

Enterprise ITSM 

 

2. Background and Motivations 
 

Classic deep learning–retrieval-augmented generation (DL–

RAG) concepts are discussed, along with the need for well-

governed DL–RAG-driven automation of enterprise IT 

service management (ITSM) operations. Enterprise ITSM-

aiding large language models (LLMs), such as ChatGPT and 

Copilot, may embezzle proprioceptive enterprise knowledge 

to fabricate authoritative responses. Thus, safety and 

compliance aspects may remain grossly unaddressed. 

Though several organi­zations have begun experimenting 

with LLMs and other Generative AI technologies, these 

initiatives so far lack a strong governance framework, which 

is even more critical given the level of risks involved. To 

mitigate such risks while pursuing potential benefits, a 

governance-aligned LLM architecture enabling DL–RAG-

driven automation of ITSM operations has been developed 

and validated. 

DEEP LEARNING–RETRIEVAL-AUGMENTED 

GENERATION (DL–RAG), a combination of deep learning 

(DL) and RAG techniques, assimilates knowledge from 

knowledge bases and leverages it during the reasoning 

process, resulting in more effective and accurate automation 

of high-value knowledge work compared to standalone DL 

or RAG systems. Such high-value knowledge work typically 

includes customer-service operations, legal advisory, 

intellectual-property management, and other domains that 

vitalize enterprise projects, products, or services. Although 
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exploratory use of DL–RAG (or equivalent) systems can 

deliver tangible short-term benefits, the underlying 

applications need to be well governed. DL–RAG-driven 

automation of enterprise IT service-management (ITSM) 

operations, the basic plumbing that every enterprise requires 

to fuel its projects, products, or services, offers a more 

beneficial medium-term investment opportunity in terms of 

value–risk trade-off, especially in light of the increasing 

importance of ITSM services. 

 
Fig 2: Theme-Wise Frequency Analysis of Article 

Content 

 

 

Equation A. Core DL–RAG equations (Retrieval + 

Generation) 

A1) Retrieval-augmented generation probability 

Let: 

• 𝑥 = user query (ticket text / incident description / 

request) 

• 𝐷 = corpus (enterprise KB: 

SharePoint/Confluence/Wiki/etc.) 

• 𝑑 ∈ 𝐷 = a retrieved document chunk 

• 𝑦 = generated answer 

Compute 𝑝(𝑦 ∣ 𝑥), but conditioned on retrieved evidence. 

Step 1 (introduce retrieved evidence as a latent 

variable): 

𝑝(𝑦 ∣ 𝑥) = ∑ 𝑝

𝑑∈𝐷

(𝑦, 𝑑 ∣ 𝑥) 

Step 2 (product rule): 

𝑝(𝑦, 𝑑 ∣ 𝑥) = 𝑝(𝑑 ∣ 𝑥) 𝑝(𝑦 ∣ 𝑥, 𝑑) 

Step 3 (substitute): 

𝑝(𝑦 ∣ 𝑥) = ∑ 𝑝

𝑑∈𝐷

(𝑑 ∣ 𝑥) 𝑝(𝑦 ∣ 𝑥, 𝑑)  

Step 4 (top-k approximation used in practice): 

If retriever returns top-𝑘 docs 𝐷𝑘(𝑥), 

𝑝(𝑦 ∣ 𝑥) ≈ ∑ 𝑝

𝑑∈𝐷𝑘(𝑥)

(𝑑 ∣ 𝑥) 𝑝(𝑦 ∣ 𝑥, 𝑑)  

A2) Neural retrieval scoring (embedding similarity) 

In deep retrieval, we embed the query and documents: 

• 𝐪 = 𝑓𝜃(𝑥) ∈ ℝ𝑚 

• 𝐯𝑑 = 𝑔𝜙(𝑑) ∈ ℝ𝑚 

A common similarity is cosine similarity. 

Step 1 (dot product): 

𝐪 ⋅ 𝐯𝑑 =∑𝑞𝑖

𝑚

𝑖=1

𝑣𝑑,𝑖  

Step 2 (vector norms): 

∥ 𝐪 ∥= √∑𝑞𝑖
2

𝑚

𝑖=1

, ∥ 𝐯𝑑 ∥= √∑𝑣𝑑,𝑖
2

𝑚

𝑖=1

 

Step 3 (cosine similarity): 

𝑠(𝑥, 𝑑) = cos(𝐪, 𝐯𝑑) =
𝐪 ⋅ 𝐯𝑑

∥ 𝐪 ∥ ∥ 𝐯𝑑 ∥
 

Retriever ranks by 𝑠(𝑥, 𝑑). 

A3) Converting retrieval scores into probabilities 

𝒑(𝒅 ∣ 𝒙) 

To combine retrieval with generation (A1), we often 

normalize scores across top-k using softmax. 

Let 𝑠𝑖 = 𝑠(𝑥, 𝑑𝑖) for retrieved docs 𝑑1, … , 𝑑𝑘 . 

Step 1 (softmax definition): 

𝑝(𝑑𝑖 ∣ 𝑥) =
𝑒𝑠𝑖/𝜏

∑ 𝑒𝑠𝑗/𝜏𝑘
𝑗=1

 

where 𝜏 > 0 is a temperature (lower 𝜏 → more peaked). 

2.1. Rationale Behind Development and Implementation 

Development and implementation entail careful 

consideration of necessity, feasibility, risk, and value. 

Because such systems use expensive and rapidly evolving 

resources, their integration must satisfy more than one 
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stakeholder. Risk assessments indicate deployment is not 

inherently unjustifiable, but business availability and 

transience are common constraints. Enterprise-wide 

introduction is not essential for all use cases. However, 

enterprise policy-mandated model usage would increase 

business risk. Regulatory compliance considerations dictate 

scepticism toward LLM-generated outputs. Businesses 

adopt and support use if the financial cost is outweighed by 

an increase in available resource pool, time reduction, or 

quality improvement. Ongoing task quality monitoring 

allows for detection of areas with drift in accuracy and 

quality, signalling the need for additional resources. 

Many service design and planning tasks are intensive in 

documentation creation for approvals. Delayed review, 

approval, and endorsement of documentation can seriously 

impact service introduction timelines. Pilot support requests 

satisfy the requirement for timeframe reduction. The internal 

processes behind artificial resource generation are being 

evaluated and fine-tuned. The pilot solution is currently in 

use to support service design for IT governance, risk, and 

compliance workload automation in Microsoft Teams and 

M365 applications. Business user-given prompts are refined 

and standardised, and the published content is subject to 

business content review. Successful completion covering the 

entire process together with the pilot user base would result 

in further onboarding, with either one-time-use prompts or 

support requests published for general business use. 

Creation of a full usage policy and guideline documentation 

would fulfil the risk assessment step. 

 

3. Core Concepts: Retrieval-Augmented 

Generation and Governance 
 

Retrieval-Augmented Generation (RAG) combines 

generative language models with external data sources for 

enhanced contextual information. Generative models 

effectively handle complex query requests and rationalise 

reasoning in natural language but may generate hallucinated 

responses if the requested information is not part of their 

training corpus. External knowledge retrieval mechanisms 

can be integrated to supply real-time, environment-specific, 

and topical information from internal and external 

repositories of corporate memory and knowledge. The 

foundation and infrastructure to enable Data Governance 

must be implemented for RAG so that the Data Governance 

model is an essential part of the architecture. 

A comprehensive illustration of RAG applied in an 

enterprise context is presented. The five principles of Data 

Governance—Data Provenance, Data Alignment, Data 

Accountability, Data Transparency, and Auditability—are 

employed to elaborate the governance-specific requirements 

in the Data Retrieval Layer and Data Generative Reasoning 

Layer. Proper design and implementation of these 

components are critical for successful deployment and 

accepted use in the environment of a corporate Enterprise 

Information System such as Internet Technology Service 

Management (ITSM) Automation. 

 

Governanc

e principle 

What it means 

in ITSM DL–

RAG 

Where enforced 

(architecture) 

Data 

provenance 

Track 

origin/history of 

retrieved & used 

data 

KB ingestion + 

metadata + logs 

Data 

alignment 

Ensure outputs 

follow 

enterprise policy 

+ intended use 

Prompting + policy 

checks in reasoning 

layer 

Accountabil

ity 

Identify 

who/what 

produced 

outputs; 

ownership 

RBAC + audit trails 

Transparen

cy 

Explain 

sources/why 

answer was 

produced 

Cite retrieved 

chunks; expose 

reasoning constraints 

Auditability Reconstruct 

events for 

compliance/inci

dent review 

End-to-end logging 

of 

query→retrieval→an

swer 

Table 1: Governance Principles and Their Enforcement in 

ITSM DL–RAG Architecture 

 

3.1. Key Principles and Framework of Retrieval-

Augmented Generation and Governance 

Principled and governance-oriented usage of retrieval-

augmented generation (RAG)—ranging from data 

provenance and alignment to accountability and 

transparency, auditability, and security—constitutes a basic 

requirement for any large language model (LLM). Data 

governance and operationalized LLM RAG guarantee these 

foundational principles by establishing appropriate policies, 

controls, and checks across the LLM data lifecycle, from 

data-generation through retrieval and use. In fact, adherence 

to these governing principles can be implemented and 

verified through technical mechanical means across the 

entire lifecycle of enterprise data—RAG model training, 

data indexing and life cycle management, LLM operations 

and use management—enabling a more fact-based—and 

governance-enabling—approach to information-led delivery 

of the entire data transformation and management lifecycle. 

RAG-based models thus require a governing set of 

architectural principles—data provenance, alignment, 

accountability, transparency, auditability, and security—that 

inherently constitute not simply characteristic RAG 

requirements, but also a mandate underpinning the 
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deployment of any RAG-enabled deployment within the 

enterprise. This extends beyond application and system-

level processes and protections to the entire enterprise RAG 

data model, governing the complete RAG enterprise data 

index even before an index is created. These principles lead 

to a holistic governance and implementation framework and 

clearly align RAG models with broader enterprise RAG 

transformation imperatives. Overriding the specialized 

instantiation of RAG LLM operations, these principles, 

applied across the RAG data index, enable principled 

enterprise-wide operations and management of all 

organizational data. 

 
Fig 3: Architecting Accountability: A Holistic 

Governance Framework for Enterprise Retrieval-

Augmented Generation 

 

4. System Architecture 
 

The architecture comprises three layers—knowledge 

retrieval, generative reasoning, and knowledge 

application—with external interfaces. The knowledge 

retrieval layer defines data sources, indexing, and retrieval 

techniques; specifies accuracy, freshness, and privacy 

controls; and creates a foundation for reliable and up-to-date 

information. The generative reasoning layer establishes the 

design of prompts and reasoning pipelines, the integration of 

safety controls, and alignment with predefined policies. The 

knowledge application layer translates reasoning outcomes 

into actions in four key areas: task automation, incident 

detection and resolution, change approval, and knowledge 

base updating. A collaborative workflow orchestrates 

knowledge application with generative reasoning, linking 

information generation to task execution. All components 

support governance objectives, enhancing data provenance, 

enabling alignment checks, providing transparency, 

enforcing accountability, and establishing audit trails. 

Research and Development teams in large enterprises 

develop and maintain product features through incremental 

version releases. The available product feature information 

requires routine refresh for support staff to provide updated 

information to business users. The information must also be 

stored and published in a searchable Knowledge Base for 

self-service and retrieval in addition to Operator Service 

Desk support, so that end users can search for resolution to 

known issues, faults, and information queries. An Enterprise 

Knowledge Repository is maintained by product teams in 

SharePoint Online, Confluence, Wiki, and other 

documentation tools. Employees can raise queries requiring 

external data research or workforce involvement, which can 

be answered through service requests managed by 

ServiceNow. 

 

Equation B. Retrieval evaluation: Precision, Recall, F1 

(paper references “F1-driven”) 

B1) Confusion counts for retrieval 

Assume we have a gold set of relevant passages for query 

𝑥. 

• TP (true positives): retrieved & relevant 

• FP (false positives): retrieved but not relevant 

• FN (false negatives): relevant but not retrieved 

B2) Precision 

Definition (fraction of retrieved items that are correct): 

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

B3) Recall 

Definition (fraction of relevant items you successfully 

retrieved): 

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

B4) F1 score derivation (step-by-step) 

F1 is the harmonic mean of Precision 𝑃 and Recall 𝑅. 

Step 1 (harmonic mean definition): 

𝐹1 =
2

1
𝑃
+
1
𝑅

 

Step 2 (combine denominator): 

1

𝑃
+
1

𝑅
=
𝑅 + 𝑃

𝑃𝑅
 

Step 3 (invert and multiply): 
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𝐹1 =
2

(𝑅 + 𝑃)/(𝑃𝑅)
= 2

𝑃𝑅

𝑃 + 𝑅
 

So: 

𝐹1 =
2𝑃𝑅

𝑃 + 𝑅
 

 

4.1. Knowledge Retrieval Layer 

The knowledge retrieval layer forms a crucial foundation for 

governance-aligned retrieval-augmented generation and its 

application in enterprise IT service management. The 

governing principles of data provenance and data alignment 

have been bestowed with special emphasis due to their 

expected impact on the success of the architecture. 

Data for informed decision-making, risk management, and 

compliance relies heavily on its quality. Poor quality of data 

leads to uncertainty, and poor accountability leads to poor 

risk management. Therefore, to ensure integrity, trust, and 

credibility, it is essential to perform data curation and 

validation at every step in the data lifecycle. These steps not 

only ensure data accuracy but also create a history of data 

modification by producing data lineage. Data provenance in 

the ITSM context can be achieved by maintaining the source 

and changes made to data through different versions at 

different times. 

The effectiveness of the retrieval-augmented generation 

setup depends on retrieving information that is relevant and 

accurate. While the latter is especially pertinent when 

enterprise-text-generation models are externally made 

available, the former should not be neglected. APG is one of 

the very few scaling approaches that allow for consistent and 

accurate data provisioning. The APG mechanism employed 

in the architecture enables retrieval-accuracy scoring of the 

data and ensures that the information is neither too old nor 

too young for the context. 

 

4.2. Generative Reasoning Layer 

The Generative Reasoning Layer implements specialized 

generative reasoning pipelines, assigning appropriate 

reasoning tasks to the LLM based on the nature of the 

incoming request. It utilizes different prompting styles, 

safety controls, and alignment checks aligned with the 

identified reasoning task. Generative reasoning safety and 

alignment controls are incorporated to minimize safety risks, 

maximize alignment, and counteract hallucinations. Policy 

enforcement relies on a dedicated generative reasoning 

pipeline, with the LLM formalizing and modulating the 

action request for governance and operational system 

execution. 

The impact of LLM hallucinations on policy enforcement 

safety and efficacy is mitigated by controlling the action 

selection process, implemented at two levels. At the first 

level, the design of the action selection prompt narrows the 

response space. The user-specified input is thus recast to 

better resemble action request input and is presented 

alongside an action specification-request template. A soft 

classification check is subsequently performed within the 

reasoning pipeline by incorporating the instruction-tuned 

LLM. The resulting classification outcome is finally used to 

select the appropriate knowledge retrieval and generative 

reasoning pipelines. 

 

5. Data Governance and Security 

Considerations 
 

The comprehensive governance framework encompasses 

all polices, controls, and compliance mappings that help an 

organization fulfill its policies, achieve corporate 

objectives, comply with regulations, protect its reputation, 

mitigate risks, and maximize the value of its data. The 

ensure the integrated and cohesive implementation of all 

enterprise level policies, controls, and technical security 

implementations that protect information—whether in its 

creation, storage, deletion, or access under privacy and 

confidentiality considerations—across its full lifecycle. 

Lifecycle management explicitly involves incorporating 

retention and data minimization policies into how data is 

captured, stored, and managed over time. Ensuring Data 

Provenance and Lineage is key because trusted data is 

underpinned by transparent and documented data capture, 

lineage tracing, versioning to allow documentation and 

validity of changes made based on ML on Non-Trusted 

Data, origin determination of data to ensure compliance 

with trust rules, and fit for purpose freshness for data that 

cannot remain static. Failure to demonstrate trustworthiness 

can lead to uncertainty about the reliability of data in any 

production process and consequently to a complete 

delegitimization of any decisions taken based on ML 

outputs. 

Access Control and Privacy implementation needs to focus 

on the lifecycle management of any data elements used 

during different runtime transformations, presenting all the 

implemented access control and privacy-preserving 

techniques: from data masking on the natural language used 

to support on ML Data Privacy Rules, to techniques hidden 

from users like architectural Role-Based-Access-Control 

systems, ZK Proofs and Cryptographic Techniques 

working behind the access scenes to ensure, only 

authorized users have access to non-masking transformed 

Data. Mapping to appropriate security regulation l using 

Data Minimization on captures, ensuring biggest Data 

sources captured as part of the pipeline integrated in data 

security regulation, without any redundant data capture to 

regulatory compliance. 
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Metric Value 

TP 42 

FP 8 

FN 10 

Precision 0.84 

Recall 0.8077 

F1 0.8235 

Table 2: Retrieval Performance Metrics for DL–RAG 

Evaluation 

5.1. Data Provenance and Lineage 

Data provenance describes the origin, lineage, and history of 

data. Capturing the basic use context of data enhances the 

security of distributed enterprise systems where data 

exchange involves untrusted parties. Subsequently, data 

provenance becomes pivotal for establishing the 

trustworthiness of data and, thus, the information produced 

based on the data. In retrieval-augmented generation (RAG), 

it refers to recording the origin of data used for training the 

retrieval mechanism and generation model, along with the 

custodianship of the model itself. 

Data lineage captures the flow of data through pipelines or 

sinks. In a governance-aligned large language model (LLM) 

architecture, it should therefore track how data move in and 

out of the architecture, including data exchange with other 

applications. For example, in an enterprise IT service 

management (ITSM) automation solution, this implies 

recording requests and responses from an end user 

interacting with the RAG-enabled ITSM chatbot and 

auditing an incident ticket created in the ITSM tooling. 

Data versioning registers different updates to datasets. 

Through recording the different versions, the data custodians 

explicitly define what data changes and why, and how these 

changes — or lack thereof — affect the information 

produced based on the data. This EV initiates data quality 

auditing processes and enhances overall data 

trustworthiness. 

Sovereignty answers the question of where the data 

originate and whether they are subject to residency laws. 

Retention rules describe how long data remain stored. The 

setup appointment for these rules should capture the origin 

of the dataset, for example, by marking one copy as the 

source of truth and using its custodianship to define the 

retention rules applicable to all copies. 

 
Fig 4: Governing Trust: A Multi-Dimensional 

Framework for Data Provenance, Lineage, and 

Sovereignty in RAG-Enabled Enterprise Architectures 

 

5.2. Access Control and Privacy 

Implementing access control, privacy, and data security 

controls is essential to avoiding incidents of inadequate 

confidentiality, integrity, or availability during operation. 

Overarching policies govern the implementation and 

operation of controls relevant to the processing of personal 

data, such as GDPR Article 32 on security of processing and 

CCPA Section 1798.150 on data breaches. The ability to 

prove compliance with various regulations is essential and 

should be mapped systematically. 

Effective RAG systems in production will have 

authenticated access mechanisms to ensure that only 

authorized users can access the system. These mechanisms 

should also mask access to sensitive data used for reasoning 

without loss of information and be integrated into the role-

based access control mechanisms used for the processing of 

personal data. 

Privacy-preserving access mechanisms such as differential 

privacy can also be implemented to ensure that private 

information cannot be derived from queries and responses. 

Data minimization for model prompting, training, and fine-

tuning is essential to satisfying privacy regulations and 

avoiding privacy breaches. 

 

6. model Design and Training Paradigms 
 

The large language model (LLM) family from the Hugging 

Face—Transformers library provides a broad range of 

options to train or fine-tune RAG applications, depending on 

the downstream needs and data-specific characteristics. 

LLaMA-2 (Large Language Model Meta AI Version 2)—

the latest open-source LLM family set free by Meta—

includes three models with parameters ranging from 7 to 70 
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billion (B), and either decoder-only or encoder–decoder 

architecture. The suitability of decoder-only models for 

generation tasks is very much dependent upon the 

correctness of prompt design and formulation of 

instructions. In any case, evidence suggests that fine-

tuning—especially with further aligning the model using 

instruction-tuning datasets such as the newly released 

OpenAI Codex Instruct Dataset—improves the accuracy and 

reliability of outputs for enterprise-specific use cases. Given 

that automating the large-scale generation of textual 

artefacts is a regulatory-risk-prone area (arising from the 

tendency of current LLMs to hallucinate) and,” therefore, 

requires extensive human oversight, fine-tuning with a small 

set of highly-rated user-specific outputs may not deliver 

substantial advantages over retrieval-only adaptation. Also, 

given the wide variety of non-ITSM RAG use cases, 

focusing on retrieval-only adaptation facilitates subsequent 

supervision-free drift detection. 

Fine-tuning of the LLaMA-2-70B model was accomplished 

via the use of the Hugging Face–Transformers library in an 

Azure DSVM, but surprisingly, the model, despite being the 

largest in the family, consistently performed the worst 

among the three models in all tests. Although initial 

observations indicated its responses to queries tended to be 

more verbose than those of the smaller models—potentially 

due to its increased sampling size and, thus, redundant 

articulation—it is evident that response volume tends to be 

modulated in accordance with user instructions. Indeed, such 

findings and the absence of further human feedback on 

quality (quantitative ratings) of outputs from the three 

models indicated that the verdicts of available end-users 

need to be interpreted cautiously. Though not yet confirmed, 

preliminary findings also suggest that the LLaMA-2 models, 

in keeping with expected comparative performance trends 

for smaller ConvNet Vs LSTM sagas, may indeed be more 

capable than the Stable Diffusion model family for tasks 

requiring handling of visual inputs. 

 

 

Equation C. Drift / quality monitoring equation 

(governance operations) 

A simple operationalization is thresholding a quality metric 

𝑄𝑡 over time. 

C1) Moving average quality estimator 

Let 𝑞𝑡 be per-batch quality (e.g., answer correctness, 

retrieval F1, groundedness). 

Rolling mean over window 𝑤: 

𝑄‾𝑡 =
1

𝑤
∑ 𝑞𝑖

𝑡

𝑖=𝑡−𝑤+1

 

C2) Drift alert rule 

Given a governance threshold 𝜃: 

Alert at time 𝑡 if 𝑄‾𝑡 < 𝜃  

 

6.1. Model Selection and Alignment with Enterprise 

Needs 

Launched as open-source community projects, the LLaMA 

and OPT model families have gathered considerable 

momentum. LLaMA v2 features satisfactory capabilities, 

scale, and pretraining regimen. Although OPT-175B 

performance is reasonable, it lags other models that scale 

better. Simulation experiments employing multiple models 

suggest LLaMA 13B is preferable for RAG in a push-

demand context. Model selection involves unquantified but 

important aspects such as operator experience and effort; in 

this instance, LLaMA 13B has been fine-tuned and safety 

checked. Enterprise deployment imposes added 

responsibilities on LLMs, including policy support and 

alignment with principles embraced by ITSM Governance. 

Solely deploying LLaMA 13B offers limited enterprise 

value; either conventional fine-tuning or retrieval-only 

adaptation is necessary. Fine-tuning LLaMA v2-13B with 

domain-relevant data is a straightforward pathway for a 

small enterprise, although curation, shift detection, and 

constant maintenance of a DRBG are risks demanding 

attention. For enterprises blessed with resources and 

expertise, retrieval adaptation is likely to minimize drift, 

salience loss, and hallucination exposure while maximizing 

relevance and currency. Indeed, combining retrieval strength 

and domain-specific fine-tuning could yield compelling 

results. 

 

6.2. Fine-Tuning versus Retrieval-Only Adaptation 

In the considered architecture, decision-making involving 

choices of specific LLM variants, such as the type of 

knowledge provided to induce the reasoning, can influence 

performance in subtle ways. While de facto standards in the 

choice of model family may exist, the provided guidance 

focuses on decision points that impact success for the current 

use case. An important consideration is whether to augment 

a generic LLM with enterprise-relevant knowledge through 

fine-tuning or through adaptive retrieval of enterprise 

knowledge while using the LLM in its original form. Fine-

tuning a model achieves a tighter coupling to the knowledge 

base, allowing it to draw on the knowledge base's support 

more seamlessly, where the adaptation can be triggered 

simply by the model's request. However, the need for curated 

fine-tuning data sets may add costs. The approach demands 

more ongoing curation to ensure that adapted knowledge 

does not drift, and drift may not be detected until it has begun 

to affect outcomes. 
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Another drawback is that, unlike with adaptive retrieval, 

inclusion of knowledge during generation cannot be 

employed to mask away sensitive content within the 

standard training set. Microsoft, for instance, has adopted an 

alternative approach by building their Copilot offering atop 

the large GPT-3.5 generative model without fine-tuning. 

Their approach combines calling a non-fine-tuned base 

model with knowledge-adaptive retrieval-based 

augmentation, albeit leveraging Microsoft-owned data for 

both knowledge retrieval and original model training. Initial 

performance appears promising. Both approaches can be 

brought under governance, with the retrieval-based variant 

reducing the volume of enterprise data associated with 

training the base model. 

 

7. Conclusion 
 

Large Language Models (LLMs) constitute a novel and 

powerful paradigm in Natural Language Processing capable 

of generating human-like, natural language text. However, 

for real-world enterprise applications such as Information 

Technology Service Management, traditional LLMs 

consume vast amounts of structured and unstructured 

enterprise-sensitive data and blueprint a journey to make 

such sensitive information evergreen and retrievable while 

addressing corporate governance and organizational 

policies. Consequently, the proposed approach focuses on 

embedding governance principles within a retrieval-

augmented generation construct, which combines the 

responsiveness of LLMs with a deep learning-driven data 

retrieval engine to make enterprise-sensitive information 

retrieval and communication governance-compliant and 

risk-free. 

The primary research contribution of this endeavour is a 

systematic design and development of a governance-aligned 

large language model architecture that infuses enterprise risk 

mitigation principles while responding to user queries and 

communications with retrieval-augmented generation 

principles. Several ongoing and past artificial intelligence 

projects in Enterprise Technology and Digital 

Transformation, Cloud and IT Infrastructure Management 

and Security, Data and Data Lifecycle Management, 

Enterprise Resource Planning, Software Development and 

Lifecycle Management, Test Automation, Cloud 

Operations, IT Operations and Consulting, ISO27001 and 

Cybersecurity, Website Development, Account 

Management Services, and Information Technology Service 

Management automations serve as proof of concepts and 

pave the way forward for service delivery and operational 

excellence. 

 
                Fig 5: Governance Embedding Maturity 

 

7.1. Final Thoughts and Future Directions 

The previous discussion of a governance-aligned LLM 

architecture for F1-driven retrieval-augmented generation in 

enterprise ITSM–automation has identified key aspects that 

merit further consideration. The extensive literature on 

LLMs and the disciplines of AI ethics, risk governance, and 

ITSM automation clearly indicate that ensuring alignment 

with governance principles during all phases of LLM life 

cycle management can greatly mitigate the risks and enhance 

the value proposition of deploying LLMs to augmentation-

retrieval–driven enterprise-process automation. Phantom 

responses from generative models have repeatedly raised 

safety alarms, while the associated risks can be managed 

through prompt engineering and enforcement of enterprise 

policies and guidelines. Enterprises have coped with all such 

concerns for other generative-artwork services by relying on 

curated data. Indeed, the technological foundations 

facilitating the request energies for these services also 

empower organizations to mitigate concerns about data 

presence in the LLM training corpus by concentrating on 

managing LLM responses to requests for data assets retained 

within organizational boundaries. The reputation and 

service-engagement contracts of the leading LLM service 

providers offer the prospect of using LLM service 

embedding for high-value modeling needs with risk 

mitigation. However, these elements are not the same for a 

governance-aligned LLM architecture for deep-learning–

driven retrieval-augmented generation in enterprise ITSM 

automation. 

How to develop governance-enabled adaptive enterprise-

information-technology governance policies, controls, and 

compliance mappings for other F1-enabled enterprise EngD 

processes is an attractive research opportunity. The resulting 

building blocks can subsequently be embedded in AI-based 

automation for other engagement processes across enterprise 

verticals and horizontals. With the increasing challenges 

posed to concrete data minimization, organizations must 

prepare and deploy solutions that meet regulations and data 

requests by faithful service instantiation aligned with data-

protection principles. This includes each data domain 
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spanning the complete data life cycle for security enveloping 

and retention rules that remain certified and documented 

through automated stamping. The strides made in AI logic 

and deep-learning–empowered verbal-generate provenance 

should also instill and provide the required functionality in 

enterprise-resource-governance engendered enterprise-

operational service transfer functions to govern safely and 

effectively the Embedding of external-access utility like 

those for LLM service access. 
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