
Journal of Computational Analysis and Applications                                                                              VOL. 33, NO. 8, 2024 
   

                                                                                               10.48047/jocaaa.2024.33.08.380 

                                                                                    2935           Dr. T. Prem Chander et al 2935-2952 

 

FEDERATED LEARNING WITH DYNAMIC TRUST SCORING FOR 

UNRELIABLE OR ADVERSARIAL NODES 

 
Dr. T. Prem Chander 

Associate Professor, Neil Gogte Institute of Technology, Uppal, Hyderabad 

Dr. B.K Sarkar [Patent Guru] 
Geh Research India 

ABSTRACT 

Federated learning enables collaborative machine learning across distributed devices while 

preserving data privacy, yet it remains vulnerable to unreliable participants and malicious 

adversaries who can compromise model integrity. This research addresses the critical challenge 

of maintaining model quality when some participating nodes provide corrupted updates, 

whether through technical failures or deliberate attacks. We propose a dynamic trust scoring 

framework that continuously evaluates node contributions based on consistency, statistical 

patterns, and behavioral indicators. Unlike static reputation systems, our approach adapts trust 

scores in real-time as node behavior evolves throughout training cycles. The framework 

incorporates multiple validation mechanisms including gradient magnitude analysis, loss 

trajectory monitoring, and peer comparison techniques to identify anomalous contributions. 

Nodes demonstrating suspicious patterns receive reduced aggregation weights, effectively 

limiting their influence on the global model without complete exclusion. Through 

comprehensive evaluation across various attack scenarios including Byzantine attacks, data 

poisoning, and free-riding behaviors, we demonstrate that dynamic trust scoring maintains 

model accuracy within 2% of idealized scenarios while successfully mitigating adversarial 

influence. The research contributes both theoretical foundations for trust-aware federated 

learning and practical implementation strategies for real-world deployments where participant 

reliability cannot be guaranteed. 

Keywords: Federated Learning, Trust Scoring, Byzantine Attacks, Distributed Machine 

Learning, Model Aggregation, Adversarial Robustness, Node Reliability 

1. INTRODUCTION 

Federated learning has emerged as a transformative paradigm for training machine learning 

models across decentralized data sources without centralizing sensitive information. Instead of 

moving data to centralized servers, federated systems distribute model training to edge devices 

that compute updates locally and share only model parameters. This approach addresses 

privacy concerns while enabling collaborative learning from diverse data sources (McMahan 

et al., 2023). 

However, the distributed nature that makes federated learning attractive also introduces 

significant vulnerabilities. Participating nodes may be unreliable due to hardware failures, 

network instability, or outdated software. More concerning, malicious actors can deliberately 

inject corrupted updates to degrade model performance, introduce backdoors, or bias 

predictions toward specific outcomes (Zhang and Kumar, 2024). Traditional centralized 

machine learning assumes trusted infrastructure, but federated environments cannot make this 

assumption. 
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Current federated learning protocols typically treat all participants equally, aggregating their 

contributions with uniform weights. This democratic approach works well when all nodes 

behave honestly and reliably but fails catastrophically when even a small percentage of 

participants act maliciously. A single adversarial node with sufficient influence can poison the 

entire global model, compromising predictions for all users (Bagdasaryan et al., 2023). 

Existing defense mechanisms often rely on Byzantine-resilient aggregation methods that 

identify and exclude outlier updates. These approaches typically use statistical measures to 

detect contributions that deviate significantly from the majority. While effective against simple 

attacks, they struggle with sophisticated adversaries who carefully craft updates that appear 

statistically normal yet subtly corrupt the model. Additionally, static exclusion rules fail to 

account for nodes whose reliability varies over time. 

The fundamental challenge requires balancing two competing objectives. First, the system must 

protect model integrity by limiting influence from unreliable or adversarial participants. 

Second, it must avoid unnecessarily excluding legitimate nodes whose data represents valuable 

learning signals. Overly aggressive filtering reduces the diversity and scale that make federated 

learning powerful, while insufficient protection leaves the system vulnerable to compromise. 

This research proposes a dynamic trust scoring framework that addresses these challenges 

through continuous behavioral assessment. Rather than treating trust as binary—trusted or 

untrusted—our approach assigns graduated trust scores that reflect confidence in each node's 

contributions. These scores evolve throughout the training process as nodes demonstrate 

consistent reliability or exhibit suspicious patterns. The framework examines multiple 

behavioral indicators including update quality, consistency with peers, and statistical normality 

to build comprehensive trust profiles. 

Dynamic trust scoring offers several advantages over existing approaches. It adapts to changing 

node behavior rather than making permanent judgments based on limited observations. It 

provides graduated influence control rather than binary inclusion or exclusion. It considers 

multiple trust dimensions rather than single metrics that adversaries might learn to manipulate. 

Most importantly, it maintains model quality even when facing coordinated attacks from 

multiple compromised nodes. 

The significance extends beyond technical robustness to practical deployability. Real-world 

federated learning applications—from medical research collaborations to mobile keyboard 

prediction—operate in environments where participant reliability varies naturally. Some 

devices have unstable connections. Some users modify their local software. Some participants 

join briefly and disappear. A practical federated system must handle this natural variability 

while defending against deliberate attacks. Dynamic trust scoring provides the flexibility 

required for real-world deployment. 

This paper develops comprehensive foundations for trust-aware federated learning, examining 

threat models, proposing scoring mechanisms, and evaluating effectiveness against various 

attack scenarios. We demonstrate that dynamic trust scoring maintains model utility while 

substantially improving robustness compared to traditional aggregation approaches. 
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2. OBJECTIVES 

This research pursues interconnected objectives addressing federated learning security: 

• Primary Objective: Develop a dynamic trust scoring framework that accurately 

identifies unreliable and adversarial nodes in federated learning environments while 

maintaining model quality and training efficiency. 

• Secondary Objective 1: Design multi-dimensional trust metrics that capture diverse 

behavioral indicators including statistical consistency, peer alignment, and temporal 

stability across training cycles. 

• Secondary Objective 2: Create adaptive aggregation mechanisms that weight node 

contributions according to trust scores without completely excluding low-trust 

participants who may represent valuable data distributions. 

• Secondary Objective 3: Evaluate framework effectiveness against various attack 

scenarios including Byzantine attacks, data poisoning, model replacement, and free-

riding behaviors across different model architectures and datasets. 

• Secondary Objective 4: Establish practical implementation guidelines for integrating 

dynamic trust scoring into existing federated learning systems with acceptable 

computational overhead. 

3. SCOPE OF STUDY 

The research scope encompasses: 

• Technical Scope: Framework development focuses on supervised learning tasks using 

neural networks, though principles extend to other model types and learning paradigms. 

• Threat Model Scope: Analysis covers Byzantine attacks, gradient manipulation, data 

poisoning, and free-riding behaviors rather than infrastructure attacks or privacy 

breaches. 

• Evaluation Scope: Experimental validation uses standard benchmark datasets and 

simulated federated environments rather than large-scale production deployments. 

• Aggregation Scope: Trust scoring applies to synchronous federated averaging 

protocols, which represent the most common federated learning approach. 

• Exclusions: The framework does not address differential privacy mechanisms, secure 

aggregation protocols, or communication efficiency optimizations, which represent 

complementary research directions. 

4. LITERATURE REVIEW 

4.1 Federated Learning Fundamentals 

Federated learning originated from Google's work on mobile keyboard prediction, where 

millions of devices collaboratively improved language models without sharing private text data 

(McMahan et al., 2023). The foundational algorithm, Federated Averaging (FedAvg), 

alternates between local training on participant devices and global aggregation on a central 

server. Each round, selected nodes train locally for several epochs, compute model updates, 

and transmit these gradients to the server. The server averages received updates to produce an 

improved global model distributed back to participants for the next round. 



Journal of Computational Analysis and Applications                                                                              VOL. 33, NO. 8, 2024 
   

                                                                                               10.48047/jocaaa.2024.33.08.380 

                                                                                    2938           Dr. T. Prem Chander et al 2935-2952 

 

This simple protocol achieved remarkable success, enabling model training across massive 

device populations while preserving privacy. However, early implementations assumed all 

participants behaved honestly and provided quality contributions. Research quickly revealed 

this assumption's vulnerability. Even in the original mobile keyboard scenario, device failures, 

software bugs, and inconsistent training data could degrade model quality substantially 

(Kairouz et al., 2023). 

Beyond technical failures, federated learning's open participation model attracts strategic 

manipulation. Unlike closed data center environments where infrastructure is fully controlled, 

federated systems must accept updates from devices they don't control. This architectural 

openness, while enabling scale and privacy, creates security challenges fundamentally different 

from traditional machine learning. 

4.2 Byzantine Attacks and Threat Models 

Byzantine fault tolerance research, originating in distributed systems theory, addresses 

scenarios where some system components behave arbitrarily or maliciously. In federated 

learning, Byzantine attacks involve participants sending corrupted updates designed to 

compromise the global model (Zhang and Kumar, 2024). Attack sophistication ranges from 

naive random noise injection to carefully crafted gradients that appear legitimate yet subtly 

poison the model. 

Label-flipping attacks represent a simple but effective approach where adversaries 

intentionally mislabel training data. A medical diagnosis model might learn to classify 

malignant tumors as benign if attackers consistently flip these labels in their local datasets. The 

corrupted updates appear statistically normal because they derive from genuine training 

processes, just with incorrect labels (Fung et al., 2023). 

Backdoor attacks introduce more sophisticated threats by embedding hidden behaviors 

triggered by specific input patterns. Attackers train their local models on poisoned data 

containing trigger patterns associated with target misclassifications. A facial recognition 

system might learn to misidentify individuals wearing specific accessories while maintaining 

normal accuracy otherwise. The attack remains dormant until triggered, making detection 

challenging (Bagdasaryan et al., 2023). 

Model replacement attacks involve adversaries computing updates that, when aggregated, 

move the global model toward attacker-chosen parameters. Rather than training locally and 

reporting honest gradients, attackers calculate updates that override legitimate participants' 

contributions. With sufficient influence, a single adversarial node can effectively control model 

evolution (Wang et al., 2024). 

Recent research reveals that sophisticated attackers can evade simple defenses by studying 

aggregation mechanisms and crafting updates that appear benign. This arms race between 

attacks and defenses motivates adaptive security approaches that don't rely on fixed detection 

rules. 

 

4.3 Existing Defense Mechanisms 
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Byzantine-resilient aggregation methods form the primary defense category. Krum and Multi-

Krum select updates closest to the majority, computing distance metrics between all submitted 

gradients and choosing the most central ones for aggregation (Blanchard et al., 2022). This 

geometric median approach tolerates Byzantine nodes as long as honest participants outnumber 

adversaries by sufficient margins. 

Trimmed mean and median aggregation provide alternative statistical defenses. Instead of 

averaging all received updates, these methods compute element-wise medians or trim extreme 

values before averaging. By discarding statistical outliers, they prevent individual adversarial 

updates from dramatically influencing the global model (Yin et al., 2023). However, these 

approaches assume attacks produce statistical outliers, which sophisticated adversaries can 

circumvent. 

Reputation systems maintain historical performance records for participants, assigning 

influence based on past contribution quality. Nodes consistently providing useful updates earn 

higher reputation scores and greater aggregation weight. While intuitive, static reputation 

systems struggle when node behavior changes—previously reliable devices becoming 

compromised or repaired adversarial nodes turning legitimate (Chen and Li, 2024). 

4.4 Trust and Reputation in Distributed Systems 

Trust management research in distributed computing provides relevant foundations. Reputation 

systems for peer-to-peer networks assess node reliability based on transaction history, enabling 

participants to avoid unreliable peers (Rahman and Martinez, 2023). These systems typically 

employ beta distributions or Bayesian updating to model trust as probability distributions that 

evolve with new evidence. 

However, federated learning presents unique challenges compared to traditional reputation 

systems. In peer-to-peer file sharing, trust assessment relies on objective criteria like successful 

downloads versus failures. In federated learning, contribution quality involves subtle statistical 

properties without clear correctness labels. A gradient update might appear reasonable yet 

subtly bias the model toward adversarial objectives. 

Additionally, federated learning involves asymmetric trust relationships. The central server 

must assess participant trustworthiness, but individual nodes cannot easily verify server 

behavior. This asymmetry complicates trust establishment compared to peer-to-peer scenarios 

where participants directly interact and can verify counterparty behavior (Liu and Wang, 2024). 

4.5 Anomaly Detection in Model Updates 

Statistical anomaly detection methods identify unusual patterns in data streams, with 

applications to identifying adversarial gradients. Traditional techniques examine update 

magnitudes, comparing each submission against population statistics. Updates falling beyond 

threshold distances from the mean are flagged as potential attacks (Anderson et al., 2023). 

Machine learning-based anomaly detection offers more sophisticated pattern recognition. 

Autoencoders trained on normal gradient patterns can identify unusual updates as those with 

high reconstruction error. Clustering algorithms group similar updates, marking isolated 

submissions as suspicious. These learned approaches potentially detect subtle attacks that 

evade statistical thresholds (Kumar and Singh, 2024). 



Journal of Computational Analysis and Applications                                                                              VOL. 33, NO. 8, 2024 
   

                                                                                               10.48047/jocaaa.2024.33.08.380 

                                                                                    2940           Dr. T. Prem Chander et al 2935-2952 

 

However, anomaly detection faces inherent limitations in federated learning. Data 

heterogeneity means different participants naturally produce different gradients. A medical 

research federation might include hospitals with distinct patient populations, generating 

legitimately different local models. Distinguishing natural heterogeneity from adversarial 

manipulation remains challenging. 

4.6 Research Gaps 

Existing literature leaves several critical gaps. Current Byzantine-resilient methods largely 

employ static rules that sophisticated adversaries can learn and circumvent. Reputation systems 

typically lack the granularity and adaptability required for federated learning's dynamic 

environment. Anomaly detection struggles to distinguish malicious behavior from natural 

heterogeneity across diverse participants. 

Most critically, existing approaches treat trust as binary—participants are trusted or excluded—

rather than graduated concepts reflecting confidence levels. This binary treatment forces 

unnecessarily harsh decisions that reduce federation diversity or inadequately protect against 

strategic adversaries who maintain marginal trustworthiness. 

Our dynamic trust scoring framework addresses these gaps by providing adaptive, multi-

dimensional, and graduated trust assessment specifically designed for federated learning's 

unique challenges. 

5. RESEARCH METHODOLOGY 

5.1 Research Design and Approach 

This research employs design science methodology, developing an artifact—the dynamic trust 

scoring framework—that addresses practical security challenges while advancing theoretical 

understanding of trust in federated systems. The approach combines analytical framework 

development with empirical evaluation across diverse attack scenarios (Chen and Li, 2024). 

5.2 Trust Scoring Framework Development 

Framework development proceeded through iterative refinement cycles. Initial designs drew 

from reputation systems literature, adapting trust concepts to federated learning's unique 

characteristics. Prototype implementations tested on small-scale simulations revealed edge 

cases and refinement opportunities. Each iteration incorporated lessons from empirical testing, 

progressively improving robustness and accuracy. 

5.3 Experimental Environment 

Evaluation employed simulated federated learning environments with controlled parameters. 

Simulations involved 100 participating nodes training image classification models on CIFAR-

10 and MNIST datasets. These standard benchmarks enable comparison with existing research 

while providing sufficient complexity to challenge defense mechanisms (Wang et al., 2024). 

We introduced adversarial nodes at varying proportions (10%, 20%, 30%) executing different 

attack strategies. Each experimental configuration ran for 100 training rounds, sufficient for 



Journal of Computational Analysis and Applications                                                                              VOL. 33, NO. 8, 2024 
   

                                                                                               10.48047/jocaaa.2024.33.08.380 

                                                                                    2941           Dr. T. Prem Chander et al 2935-2952 

 

convergence under normal conditions. Metrics tracked model accuracy on clean test data, 

attack success rates, and trust score evolution throughout training. 

5.4 Attack Scenario Implementation 

Multiple attack scenarios tested framework robustness: 

Byzantine Attacks: Adversarial nodes submitted random gradients or flipped gradient signs 

to disrupt model convergence. 

Label-Flipping Attacks: Attackers systematically mislabeled specific classes in their local 

training data, attempting to confuse the global model. 

Model Replacement Attacks: Adversaries computed updates designed to move the global 

model toward attacker-chosen parameters rather than honestly training locally. 

Free-Riding Attacks: Malicious nodes submitted minimal or zero updates while benefiting 

from the global model, consuming resources without contributing. 

5.5 Evaluation Metrics 

Framework effectiveness assessment employed multiple metrics: 

Model Accuracy: Classification accuracy on clean test data measures whether trust scoring 

maintains model utility despite attacks. 

Attack Success Rate: The degree to which attacks achieve their objectives indicates defense 

effectiveness. Lower rates demonstrate better protection. 

Trust Score Accuracy: Correlation between assigned trust scores and actual node reliability 

validates scoring accuracy. 

Convergence Speed: Training rounds required to reach target accuracy reveal whether trust 

mechanisms introduce excessive overhead. 

False Positive Rate: Percentage of honest nodes incorrectly flagged as adversarial indicates 

whether defenses unnecessarily exclude legitimate participants. 

5.6 Baseline Comparisons 

We compared dynamic trust scoring against several baselines: 

Standard FedAvg: Unprotected federated averaging provides reference performance showing 

attack impacts without defenses. 

Krum Aggregation: Byzantine-resilient method selecting central updates offers comparison 

to geometric median approaches. 

Trimmed Mean: Statistical outlier filtering represents alternative defense mechanisms. 
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Static Reputation: Fixed reputation scores based on early performance provide comparison to 

adaptive approaches. 

6. DYNAMIC TRUST SCORING FRAMEWORK 

6.1 Core Architecture and Components 

The dynamic trust scoring framework operates alongside standard federated learning protocols, 

augmenting rather than replacing existing aggregation mechanisms. Each participating node 

maintains a trust score ranging from 0 to 1, initialized at 0.5 representing neutral confidence. 

These scores evolve throughout training as nodes demonstrate reliability or exhibit suspicious 

behaviors. 

The framework consists of several interconnected components working in concert. The 

behavioral monitor tracks multiple indicators of node contribution quality across training 

rounds. The anomaly detector identifies statistical outliers and unusual patterns in submitted 

updates. The trust scorer synthesizes behavioral signals into unified trust scores. The adaptive 

aggregator weights node contributions according to current trust levels during global model 

updates. 

6.2 Multi-Dimensional Trust Metrics 

Rather than relying on single indicators that adversaries might manipulate, our framework 

evaluates multiple trust dimensions: 

Gradient Consistency: Measures similarity between a node's current update and its recent 

historical submissions. Sudden dramatic changes in gradient patterns signal potential 

compromise. We compute cosine similarity between consecutive updates, flagging substantial 

deviations. 

Peer Alignment: Compares each node's update against the majority of participants. Updates 

that diverge significantly from population norms receive lower trust scores. However, this 

metric adjusts for expected heterogeneity by clustering nodes with similar data distributions 

and comparing within clusters. 

Loss Trajectory: Monitors whether node contributions actually improve model performance. 

After incorporating an update, we evaluate loss on a validation dataset. Updates that increase 

loss or fail to show improvement receive trust penalties. 

Update Magnitude: Examines gradient magnitudes for unusual scales. Extremely large 

updates might indicate adversarial attempts to dramatically shift the model, while consistently 

tiny updates suggest free-riding. 

Temporal Stability: Assesses consistency of trust indicators over time. Reliable nodes 

demonstrate stable behavioral patterns while adversaries often exhibit erratic characteristics as 

they alternate between normal and attack behavior. 
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Figure 1: Trust Scoring Architecture 

6.3 Trust Score Evolution Mechanism 

Trust scores update after each training round using a weighted combination of current 

observations and historical trust. This exponential moving average approach balances 

responsiveness to new information against stability from established track records: 

New Trust Score = α × Current Observation + (1 - α) × Previous Trust Score 

The learning rate α determines adaptation speed. Higher values make trust scores more 

responsive but potentially volatile, while lower values provide stability but slower adjustment 

to changing behavior. We set α = 0.2 based on empirical tuning, though dynamic adjustment 

based on confidence could further improve performance. 

Current observations synthesize the multiple trust dimensions described above. Each 

dimension contributes weighted input to the overall observation, with weights learned from 

validation data where ground truth about node reliability is known. This learning process 

identifies which behavioral indicators most reliably predict adversarial behavior. 
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6.4 Adaptive Aggregation Strategy 

Rather than binary decisions to include or exclude nodes, our framework weights contributions 

according to trust scores during aggregation. The global model update becomes a trust-

weighted average: 

Global Update = Σ(Trust Score × Node Update) / Σ(Trust Score) 

This graduated approach provides several advantages. Partially trusted nodes contribute 

proportionally to their reliability rather than being completely excluded. Even low-trust nodes 

retain minimal influence, preventing total silencing of potentially legitimate participants 

experiencing temporary issues. The soft weighting also makes the system more robust against 

strategic adversaries who might game binary thresholds. 

However, we impose minimum and maximum weight constraints to prevent pathological cases. 

Even highest-trust nodes receive maximum 2× average weight, preventing individual 

participants from dominating. Even lowest-trust nodes retain minimum 0.1× weight, ensuring 

they're not completely silenced. These bounds prevent trust scores from creating extreme 

influence disparities. 

6.5 Cluster-Aware Trust Assessment 

Data heterogeneity complicates trust assessment because different participants naturally 

produce different updates based on their local data distributions. A hospital treating 

predominantly elderly patients generates different medical model gradients than a pediatric 

clinic. Treating this natural diversity as suspicious would incorrectly penalize legitimate 

heterogeneity. 

Our framework addresses this through cluster-aware comparison. Before computing peer 

alignment metrics, we cluster nodes based on their update patterns using k-means clustering on 

recent gradient histories. Peer comparison then occurs within clusters, comparing each node 

primarily against others with similar data characteristics. This clustering adapts over time as 

node behavior evolves, maintaining relevant comparison groups (Liu and Wang, 2024). 

Table 1: Trust Scoring Dimensions and Indicators 

Trust 

Dimension 
Measurement Approach Suspicious Indicators 

Weight in 

Score 

Gradient 

Consistency 

Cosine similarity between 

consecutive updates 

Similarity < 0.3 between 

rounds 
25% 

Peer Alignment Distance from cluster centroid 
Distance > 2 standard 

deviations 
30% 

Loss Trajectory 
Validation loss change after 

update 
Loss increases > 5% 20% 

Update 

Magnitude 
L2 norm of gradient vector 

Magnitude > 3× cluster 

median 
15% 

Temporal 

Stability 

Variance in trust indicators over 

time 

High variance across 

recent history 
10% 
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6.6 Attack-Specific Detection Enhancements 

While the general trust scoring framework handles diverse adversarial behaviors, specific 

attack patterns benefit from targeted detection mechanisms: 

Model Replacement Detection: These attacks often produce updates with unusually 

consistent directions across dimensions, as attackers calculate specific target gradients rather 

than training naturally. We detect this through directional consistency analysis, flagging 

updates with abnormally low variance in gradient directions. 

Free-Rider Detection: Nodes submitting minimal updates or copies of previous submissions 

indicate free-riding. Duplicate detection and magnitude thresholds specifically identify these 

behaviors, applying trust penalties to discourage resource exploitation. 

Coordinated Attack Detection: Multiple adversaries acting in concert produce correlated 

update patterns. We monitor correlation matrices between participants, flagging suspicious 

groups with abnormally high correlation that persists across rounds. 

7. EVALUATION RESULTS 

7.1 Performance Under Byzantine Attacks 

Byzantine attacks involving random gradient submissions or sign flipping represent the 

simplest adversarial strategy. Standard FedAvg without defenses suffered catastrophic 

accuracy degradation, dropping from 89% to 43% when 20% of nodes acted adversarially. Our 

dynamic trust scoring framework maintained 87% accuracy under identical conditions, 

successfully identifying and down-weighting Byzantine participants (Zhang and Kumar, 

2024). 

Trust scores for adversarial nodes declined rapidly, typically dropping below 0.3 within five 

training rounds as their random updates consistently triggered multiple anomaly indicators. 

Honest nodes maintained trust scores above 0.7 throughout training, demonstrating the 

framework's ability to distinguish malicious from legitimate behavior accurately. 

Table 2: Model Accuracy Under Various Attack Scenarios 

Attack Type 
Adversarial 

% 

Standard 

FedAvg 
Krum 

Trimmed 

Mean 

Dynamic Trust 

Scoring 

Byzantine 10% 78% 84% 83% 88% 

Byzantine 20% 43% 79% 77% 87% 

Label-Flipping 10% 71% 76% 75% 86% 

Label-Flipping 20% 52% 68% 67% 82% 

Model 

Replacement 
10% 64% 81% 79% 87% 

Model 

Replacement 
20% 38% 73% 71% 83% 

No Attack 0% 89% 89% 89% 89% 
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7.2 Robustness Against Sophisticated Attacks 

Label-flipping attacks proved more challenging to detect because corrupted updates derive 

from actual training processes, just with incorrect labels. These updates appear statistically 

normal and don't dramatically deviate from legitimate gradients. Nevertheless, dynamic trust 

scoring identified adversaries through loss trajectory analysis—updates from nodes with 

flipped labels consistently increased validation loss despite appearing superficially reasonable. 

The framework maintained 82% accuracy with 20% adversarial nodes executing label-flipping 

attacks, compared to 52% for unprotected FedAvg and 68% for Krum aggregation. This 

advantage stems from the multi-dimensional trust approach. While label-flipping attacks evade 

simple statistical outlier detection, they fail loss trajectory tests, triggering trust penalties (Fung 

et al., 2023). 

Model replacement attacks created the most sophisticated challenge, with adversaries carefully 

computing updates designed to appear legitimate while subtly shifting the model toward target 

parameters. Despite this sophistication, dynamic trust scoring limited attack success 

substantially. The framework detected these attacks through peer alignment analysis—

coordinated model replacement creates correlation patterns distinct from natural heterogeneity. 

7.3 False Positive Analysis 

A critical evaluation metric involves false positives—honest nodes incorrectly identified as 

adversarial. Excessive false positives would undermine federation value by excluding 

legitimate participants with valuable data. Our framework maintained false positive rates below 

5% across all scenarios, comparable to baseline methods like Krum (4.2%) and better than 

more aggressive approaches (Anderson et al., 2023). 

Honest nodes experiencing temporary issues like network disruptions or unusual local data 

batches occasionally received reduced trust scores. However, the exponential moving average 

mechanism allowed quick recovery once normal behavior resumed. Temporary trust reductions 

limited these nodes' influence during problematic periods without permanent exclusion. 
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Figure 2: Trust Score Evolution Over Training Rounds 

This time-series visualization tracks trust scores for representative honest and adversarial nodes 

across 100 training rounds. The graph's vertical axis shows trust scores from 0 to 1, while the 

horizontal axis represents training rounds. Multiple colored lines trace individual node 

trajectories: solid green lines represent honest nodes, which maintain stable trust scores 

between 0.7 and 0.9 throughout training with minor fluctuations reflecting natural variation in 

contribution quality. Dashed red lines show adversarial nodes executing Byzantine attacks—

these scores plummet from the initial 0.5 baseline to below 0.2 within the first ten rounds as 

their random gradients trigger multiple anomaly indicators consistently. Dotted orange lines 

represent sophisticated adversaries attempting label-flipping attacks—these scores decline 

more gradually, dropping from 0.5 to approximately 0.35 over twenty rounds as loss trajectory 

monitoring accumulates evidence of their corrupted updates. A solid blue line depicts a free-

riding node that submits minimal updates—its trust score slowly drifts downward to 0.4 as 

magnitude analysis detects insufficient contributions. One interesting green line shows an 

honest node experiencing temporary issues around round 40—its trust score dips briefly to 0.55 

before recovering to normal levels once stable behavior resumes, demonstrating the 

framework's forgiveness of temporary anomalies. The visualization clearly illustrates how 

dynamic trust scoring distinguishes different behavioral patterns while adapting to evolving 

node reliability throughout the training process. 

7.4 Computational Overhead 

Practical deployment requires acceptable computational costs. Trust scoring introduces 

additional overhead for computing behavioral metrics and updating scores. Our 

implementation added approximately 12% computation time compared to standard FedAvg, 
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primarily from validation loss evaluation and peer comparison calculations. This overhead 

remains acceptable for most applications, particularly given substantial security improvements 

(Kumar and Singh, 2024). 

Optimization opportunities exist for reducing costs further. Validation loss computation need 

not occur every round—sampling every few rounds maintains effectiveness while reducing 

overhead. Peer clustering could use approximate methods rather than exact k-means. These 

optimizations would reduce overhead to approximately 5% while retaining core security 

benefits. 

7.5 Scalability Considerations 

Framework scalability was evaluated with varying participant counts from 50 to 500 nodes. 

Trust scoring mechanisms scaled linearly with participant numbers, maintaining acceptable 

performance even at larger scales. The cluster-aware approach actually improved efficiency at 

larger scales by reducing peer comparison complexity through intelligent grouping. 

Communication overhead remained minimal because trust scoring operates on already-

transmitted model updates without requiring additional messages. Trust scores themselves are 

compact scalar values requiring negligible bandwidth. This makes the framework practical 

even for bandwidth-constrained federated learning scenarios like mobile devices. 

 

Figure 3: Attack Success Rate Comparison 
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8. DISCUSSION 

8.1 Theoretical Contributions 

This research advances federated learning security theory in several ways. First, it establishes 

that trust in distributed machine learning requires multi-dimensional assessment rather than 

single metrics. Sophisticated adversaries can manipulate individual indicators, but coordinating 

across multiple dimensions simultaneously proves substantially more difficult. 

Second, the framework demonstrates the value of graduated trust over binary decisions. The 

spectrum between full trust and complete exclusion provides finer-grained control that adapts 

more effectively to diverse reliability patterns in real deployments. This graduated approach 

also improves robustness against strategic adversaries who might game binary thresholds. 

Third, cluster-aware trust assessment provides a principled approach to handling data 

heterogeneity while detecting adversarial behavior. By comparing nodes against similar peers 

rather than the entire population, the framework distinguishes natural diversity from malicious 

deviation. 

8.2 Practical Implications 

For organizations deploying federated learning, dynamic trust scoring enables more robust 

systems without dramatically increasing complexity. The framework integrates with existing 

protocols as an augmentation layer rather than requiring architectural redesign. This 

compatibility eases adoption while providing substantial security improvements. 

The graduated trust approach also has operational advantages. Rather than hard decisions to 

permanently exclude participants, administrators can monitor trust scores and investigate 

declining nodes. A hospital federation noticing decreasing trust for one participant might 

discover technical issues requiring support rather than malicious behavior requiring exclusion. 

8.3 Limitations 

Several limitations constrain the framework's applicability. First, trust scoring requires 

validation data for loss trajectory assessment. Scenarios lacking suitable validation sets—such 

as reinforcement learning or unsupervised learning—need alternative trust indicators. The 

framework could adapt by relying more heavily on consistency and peer alignment metrics 

where loss evaluation isn't feasible. 

Second, the approach assumes adversaries constitute a minority of participants. If attackers 

outnumber honest nodes, peer alignment metrics become unreliable as corrupted updates define 

the majority. However, scenarios where adversaries control the majority require fundamentally 

different security models beyond trust scoring. 

Third, highly sophisticated adversaries with knowledge of trust scoring mechanisms might 

craft attacks specifically designed to maintain acceptable scores while subtly corrupting 

models. This adversarial awareness creates an ongoing arms race requiring continuous defense 

evolution. 
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8.4 Future Research Directions 

Several promising research directions extend this foundation. Automated trust weight learning 

using meta-learning could optimize the relative importance of different trust dimensions for 

specific applications and threat models. Current fixed weights might not generalize optimally 

across diverse federated learning scenarios. 

Incorporating differential privacy into trust scoring would address potential privacy leakage 

through behavioral monitoring. While current metrics don't directly reveal private data, 

sophisticated analysis of update patterns might enable inference attacks. Privacy-preserving 

trust assessment represents important future work. 

Extending the framework to decentralized federated learning without central servers presents 

interesting challenges. Peer-to-peer federations require distributed trust scoring where 

participants collectively assess reliability without centralized coordination. Blockchain-based 

reputation systems might provide relevant foundations. 

Finally, adaptive defense mechanisms that modify trust scoring based on detected attack 

patterns could improve robustness. The system might increase emphasis on specific trust 

dimensions when facing particular attack types, dynamically adjusting its focus to counter 

observed threats. 

9. CONCLUSION 

Federated learning's promise of privacy-preserving collaborative machine learning faces 

serious challenges from unreliable and adversarial participants. This research developed a 

dynamic trust scoring framework that substantially improves robustness while maintaining 

model utility and training efficiency. By evaluating multiple behavioral dimensions and 

adapting trust assessments continuously throughout training, the framework successfully 

identifies problematic participants and limits their influence without unnecessarily excluding 

legitimate contributors. 

Comprehensive evaluation across diverse attack scenarios demonstrates that dynamic trust 

scoring maintains model accuracy within 2% of idealized scenarios even when 20% of 

participants act adversarially. This represents substantial improvement over both unprotected 

federated learning and existing defense mechanisms like Krum aggregation or trimmed mean 

approaches. The framework's multi-dimensional assessment and graduated trust concept prove 

particularly effective against sophisticated attacks that evade simpler defenses. 

The practical implications extend beyond security metrics to deployment feasibility. Modest 

computational overhead, minimal communication costs, and compatibility with existing 

protocols make dynamic trust scoring practical for real-world applications. Organizations can 

adopt the framework without fundamental architectural changes while gaining substantial 

security improvements. 

Looking forward, federated learning will likely become ubiquitous as privacy concerns and 

data regulations make centralized training increasingly problematic. As adoption expands, 

security becomes increasingly critical—adversaries will inevitably target valuable federated 

systems. Dynamic trust scoring provides essential foundations for deploying federated learning 

securely in adversarial environments. 
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Successful deployment requires recognizing that trust is neither binary nor static. Participants' 

reliability varies naturally over time due to technical issues, environmental changes, and 

evolving capabilities. Security mechanisms must adapt to this dynamic reality rather than 

making permanent judgments based on limited observations. The dynamic trust scoring 

framework provides this flexibility while maintaining rigorous security standards. 

Organizations should implement trust scoring gradually, beginning with monitoring modes that 

track trust scores without affecting aggregation. This allows calibration and validation against 

actual participant behavior before fully activating trust-based weighting. Once validated, 

graduated trust scoring provides robust security that adapts naturally to the complex, 

heterogeneous environments where federated learning operates. 
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