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ABSTRACT

The hiring process is a crucial element in organizational growth, yet traditional methods suffer from
inefficiencies, data manipulation, and lack of transparency. To enhance the hiring process, blockchain
technology presents an innovative and robust solution. Historically, the hiring system has relied heavily
on manual processes, centralized databases, and third-party intermediaries, which often led to delays,
fraudulent qualifications, and privacy breaches. Before the advent of blockchain, companies depended
on systems like Applicant Tracking Systems (ATS), background verification agencies, and paper-based
methods to assess and recruit candidates. However, these systems were often prone to errors,
inefficiencies, and significant costs, making them unreliable for large-scale hiring. The motivation to
integrate blockchain into hiring stems from the need for an immutable, transparent, and decentralized
system to streamline recruitment while ensuring data security, authenticity, and trustworthiness.
Problems in the traditional system, such as falsified credentials, manual validation delays, and
tampering of records, pose significant risks to employers. These challenges highlight the necessity for
a blockchain-based solution. The proposed system leverages blockchain technology to securely store
candidate credentials, automate verification processes, and provide transparent access to verifiable
information. By utilizing blockchain’s distributed ledger, the hiring process becomes more efficient,
trustworthy, and tamper-proof, reducing dependency on intermediaries and ensuring real-time
verification. This system addresses the limitations of the traditional hiring process while offering a
scalable and secure solution for modern recruitment challenges. Overall, implementing blockchain in
the hiring process revolutionizes recruitment by enhancing trust, transparency, and efficiency, paving
the way for a more reliable and future-ready employment ecosystem.
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1. INTRODUCTION

The hiring process in India has undergone significant changes over the years, yet it continues to face
major challenges. India’s workforce is one of the largest in the world, with over 500 million individuals,
but studies show that nearly 36% of candidates falsify credentials, and around 60% of hiring delays
result from manual validation processes. Traditional hiring systems rely on centralized databases and
third-party agencies, which lack transparency and efficiency. The rapid digital transformation in India
has led to the need for secure and decentralized systems to manage recruitment processes effectively.
With rising concerns about fraudulent resumes, fake degrees, and time-consuming verifications,
blockchain technology emerges as a powerful solution to revolutionize the hiring ecosystem. Its ability
to offer immutability, transparency, and real-time data validation has gained significant traction in recent
years. Introduction with Applications Blockchain technology has revolutionized data management by
providing secure, immutable, and decentralized solutions across industries. In the hiring process,
blockchain enhances trust by enabling real-time validation of credentials and eliminating fraudulent
activities. Applications include candidate background validation, credential validation, and secure
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sharing of employment history across industries like IT, healthcare, education, and finance. The
traditional hiring process suffers from inefficiencies and security risks. Before blockchain, companies
faced problems such as falsified resumes, fake educational qualifications, tampering of records, and
lengthy manual validation processes. These challenges often led to delays in hiring, increased costs, and
trust issues between employers and candidates. A lack of transparency in third-party validation further
exacerbated the problem, making it challenging to validate candidate data accurately and quickly. The
proposed system implements blockchain technology to streamline the hiring process. It uses a
distributed ledger to securely store and verify candidate credentials, enabling real-time validation and
eliminating the need for intermediaries. Smart contracts can automate background checks, ensuring data
integrity and reducing delays. Research papers on blockchain in recruitment highlight its ability to
prevent data tampering and provide transparent validation. Platforms such as Ethereum and
Hyperledger can be leveraged to create a decentralized credential validation system, ensuring trust and
accuracy in the hiring process.

2. LITERATURE SURVEY

The integration of blockchain in Human Resource Management (HRM) has been explored as a means
of enhancing transparency, security, and efficiency. Naser, Abu, and Mohammad Saif (2022) conduct a
systematic review and bibliometric analysis, identifying the growing adoption of blockchain in HRM
and its potential to streamline HR processes, ensuring secure and immutable records for employee data
[1]. Rajabli et al. (2021) review software verification and validation techniques for autonomous cars,
providing insights into methodologies that could inform the safety-critical validation processes in HRM
applications of blockchain, particularly in automated recruitment systems [2]. Santos et al. (2020) focus
on the strategic implications of talent management and employer branding, highlighting how blockchain
could foster transparency and trust in talent acquisition and employee retention strategies [3].

Silva (2022) investigates validation and verification approaches in medical device software, which
parallels blockchain’s role in securing HRM data, ensuring compliance, and reducing risks associated
with data manipulation in HR systems [4]. Webster et al. (2020) propose a collaborative verification
method for human-robot teams, which could be adapted to blockchain-based HR systems where
automated processes need verification for efficiency and fairness [5]. Younas and Bari (2020) explore
the link between talent management practices and employee retention, suggesting that blockchain’s
secure and transparent record-keeping could enhance trust in talent management processes, especially
for Gen Y employees [6]. Zhang et al. (2020) discuss the development of fairness rules in talent
intelligence systems, which could benefit from blockchain’s decentralized nature, ensuring fairness in
HR decisions by providing an auditable and immutable record of all actions [7].

Hamadamin and Atan (2019) examine the impact of strategic HRM on competitive advantage, noting
that blockchain could contribute to a sustainable competitive edge by ensuring the integrity of HR data
and enhancing organizational transparency [8]. Balcerzyk and Materac (2019) consider talent
management as a key aspect of human capital management, emphasizing the role of emerging
technologies like blockchain in optimizing HR practices and securing employee data [9]. Folger et al.
(2018) compare traditional recruitment methods with new approaches, highlighting how blockchain can
streamline recruitment by ensuring the integrity of candidate data and reducing fraud [10]. Apascaritei
and Elvira (2022) review dynamic capabilities in strategic HRM, pointing out that blockchain’s
adaptability can help organizations dynamically manage HR processes, from recruitment to
performance management [11]. Stankevic¢iute and Savanevi¢iene (2018) focus on sustainable HRM,
suggesting that blockchain can enhance sustainability in HR practices by enabling transparent and
accountable decision-making [12].
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Pillai and Sivathanu (2020) discuss the adoption of artificial intelligence in talent acquisition, which
could be complemented by blockchain technology to secure Al-driven recruitment decisions and ensure
data accuracy [13]. Javaid et al. (2021) explore robotics in Industry 4.0, drawing parallels to how
blockchain can be integrated with automation in HR systems for efficient and secure data management
[14]. Habib et al. (2022) provide an overview of blockchain technology’s benefits and challenges,
demonstrating its potential in HRM to reduce operational risks, enhance data security, and enable
seamless cloud integration for HR applications [15]. Bidry, Ouaguid, and Hanine (2023) examine the
enhancement of e-learning with blockchain, which aligns with HRM applications by ensuring secure
certification processes, improving employee training and credential verification in a digital HR
ecosystem [16].

3. PROPOSED SYSTEM

The proposed blockchain-based hiring system revolutionizes recruitment by providing a decentralized,
tamper-proof, and transparent solution. It enhances security, eliminates credential fraud, and accelerates
hiring decisions through real-time validation using Ethereum smart contracts and Django servers. It
ensures trust, transparency, and security while eliminating inefficiencies and reducing costs. By creating
a decentralized, tamper-proof, and scalable solution, organizations can address the challenges of the
traditional hiring process and build a reliable, future-ready recruitment ecosystem.
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Fig 1: Block Diagram

¢ Django Framework Setup: The Django framework is a high-level Python web framework that
encourages rapid development and clean, pragmatic design. It provides an extensive set of built-
in features, including an ORM for database interaction, user authentication, and an admin
interface. The setup involves creating a Django project using the command django-admin
startproject projectname, followed by creating applications within the project using python
manage.py startapp appname. Configuration settings are managed through a centralized
settings.py file, allowing customization for development and production environments.

e Block Class Implementation: The Block class serves as a blueprint for creating individual
blocks in the blockchain. Each block contains essential data, including a timestamp, a list of
transactions, a nonce, and the hash of the previous block, ensuring the integrity of the chain.
The implementation typically includes methods for calculating the block's hash and validating
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its contents. This structure is crucial for maintaining the chronological order of transactions and
establishing trust in the data stored on the blockchain.

¢ Blockchain Class Implementation: The Blockchain class manages the entire blockchain
structure, handling the addition of new blocks and maintaining the chain's integrity. It contains
methods for creating the genesis block, adding new blocks through the mining process, and
validating the chain to prevent tampering. This class is pivotal for ensuring that all blocks are
linked correctly and that the blockchain operates seamlessly as a decentralized ledger.

e Proof-of-Work Algorithm: The Proof-of-Work (PoW) algorithm is a consensus mechanism
used to validate transactions and secure the blockchain. It requires miners to solve complex
mathematical problems to add a new block, which involves finding a nonce that, when hashed
with the block's contents, produces a hash below a specified target. This process ensures that
adding new blocks is resource-intensive and helps prevent malicious activities, such as double-
spending and tampering with the blockchain.

e Django Views and URL Configuration: Django views handle the business logic of the
application and render responses to client requests. Each view corresponds to a specific URL
defined in the urls.py file, which maps URL patterns to their respective view functions. This
setup allows for a clean separation of concerns, enabling easy maintenance and scalability of
the application. Views can also interact with models to fetch or modify data as needed,
enhancing the overall functionality of the web application.

e Integration of Blockchain with Django: Integrating blockchain technology with the Django
framework involves connecting the blockchain's backend operations with the Django views and
templates. This integration allows for the display of blockchain data on web pages and
facilitates user interactions, such as submitting transactions. The use of APIs to communicate
between the blockchain and Django enhances the responsiveness and usability of the
application, allowing users to engage with the blockchain through a familiar web interface.
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Figure 2: Architectural Block Diagram of the Project.
3.2 Database

The blockchain using Web3, specifically Ethereum, to manage different types of data, save information
on the blockchain, and retrieve it. Each function handles specific types of data that are saved or
retrieved, depending on the contract type. Here's a breakdown of what each part of the blockchain
interaction manages:

1. University or Company Information (schoolcompany):

e Stored Data: Details about the university or company.
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Contract Function: getUniversityCompany() retrieves current details about the university or
company stored on the blockchain.

Saved Data: The function addUniversityCompany() saves the details of a university or
company onto the blockchain.

Blockchain Action: Add or retrieve university/company-related information.

2. Student Enrollment Information (enrollstudent):

Stored Data: Data related to student enrollment.
Contract Function: getStudent() retrieves details about a student's enrollment.

Saved Data: The function enrollStudent() adds or updates the student's enrollment details on
the blockchain.

Blockchain Action: Store or retrieve student-related data.

3. Credential Information (credential):

Stored Data: Credential information related to students or other entities.
Contract Function: getCredential() retrieves the credential data stored on the blockchain.

Saved Data: The function setCredentialData() saves or updates credential data on the
blockchain.

Blockchain Action: Store or retrieve credential-related data.

4. Access Request Information (accessrequest):

Stored Data: Data regarding access requests (such as permissions or access rights).
Contract Function: getAccess() retrieves access request data.

Saved Data: The function setAccessRequest() stores or updates access request data on the
blockchain.

Blockchain Action: Save or retrieve access-related information.

General Flow for Storing Data:

Data Fetch: For each type (e.g., schoolcompany, enrollstudent, etc.), the function reads existing
data by calling the appropriate getter function (getUniversityCompany(), getStudent(), etc.).

Data Update: The saveDataBlockChain() function appends new data (currentData) to the
fetched details, and updates the blockchain using the respective setter function
(addUniversityCompany(), enrollStudent(), etc.).

Transaction Handling: Once the data is appended and ready, the transaction is sent using the
transact() function, and the transaction receipt is waited for using waitForTransactionReceipt().

Data Breakdown for Each Data Type:

School or Company Data:
o Info Saved: Name, address, details of the institution.

o Function: addUniversityCompany() saves this data to the blockchain.
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e Student Data:
o Info Saved: Name, enrollment number, and other personal details of the student.
o Function: enrollStudent() saves or updates this data on the blockchain.

¢ Credential Data:

o Info Saved: Credential types (e.g., degree, certification), details of the credential issuer,
date, and validity.

o Function: setCredentialData() stores or updates the credential data.
e Access Request Data:
o Info Saved: User or entity requesting access, the type of access, date/time, status.
o Function: setAccessRequest() manages the access request information.
4. RESULTS AND DISCUSSION

In Figure 3, The home page of a web application called "Credential validation." This application is
designed to enhance the hiring process using blockchain technology. The homepage features a clear and
concise title highlighting the application's purpose. It also includes a navigation bar with links to
different sections of the application, including Home, University Login, Company Login, and Student
Login. The main section of the page showcases a visual representation of secure credential sharing,
emphasizing the core functionality of the application. Overall, the homepage provides a brief overview
of the application's purpose and invites users to explore further by logging in with their respective roles.

<« C @ hitp//127.0.0.1:8000 T )

Credential Verific

University Login Company Login Student Login

Figure 3. Home Page
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Figure 4. University Signup Screen

In Figure 4, The "University Signup Screen" of the Credential validation application. This screen allows
universities to create accounts on the platform. The form requires the university to provide information
such as name, address, contact number, a designated username, and a password. Once the form is filled
out and submitted, the university will be registered on the platform, enabling them to securely share
student credentials with companies. This screen is a crucial step in the process of leveraging blockchain
technology to streamline the hiring process.

€ C @ http://127.00.1:8000/UniversityLogin.html % 0

Credential Verifi

University Login Company Login Student Login

University Login Screen

Username

Password

Login

New University Signup Here

Figure 5. University Login Screen

In Figure 5, The "University Login Screen" of the Credential validation application. This screen allows
universities to log into their accounts on the platform. The form requires the university to enter their
registered username and password. Upon successful authentication, the university will be granted access
to their dashboard, where they can manage student credentials, share them with companies, and monitor
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the verification process. This screen is a crucial step in the process of leveraging blockchain technology
to streamline the hiring process.
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Figure 6. University Admin Home screen

In Figure 6, The dashboard for a university within the Credential validation application. This dashboard
provides a central hub for universities to manage student credentials and interact with the platform.

¢ Enroll Students: This option allows universities to add new students to their system and create
digital records of their credentials.

e Upload Certificate Credential: This option enables universities to upload official academic
documents, such as degree certificates and transcripts, to the blockchain.

e Update Certificate: This option allows universities to update any changes or corrections to
existing student credentials.

¢ View Students: This option provides a way for universities to view and manage the information
of all students enrolled in their institution.

¢ Logout: This option allows the university to log out of the system and secure their account.

« G @ httpy//127.00.1:8000/EnroliStudent.htmi *r o L

Credential Verific

Enroll Students Upload Certificate Credential Update Certificate View Students

Enroll Student Screen

Student ID

Student Name

School Details

Course Name

Joining Date

Enroll

Figure 7 Enrol Student Screen
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In Figure 7, The "Enrol Student" screen of the Credential validation application. This screen allows
universities to add new students to their system and create digital records of their credentials on the
blockchain.

o Student ID: The university enters the unique identifier assigned to the student.
¢ Student Name: The university enters the student's full name.

¢ School Details: The university enters the name of the school or institution where the student is
enrolled.

e Course Name: The university enters the specific course or program the student is pursuing.
¢ Joining Date: The university enters the date when the student joined the course.

¢ Enroll Button: Once the information is filled in, the university clicks the "Enroll" button to
add the student to the system and create a digital record on the blockchain.

In Figure 8, The " Upload Certificate Credential " screen of the Credential validation application. This
screen allows universities to upload official academic documents, such as degree certificates and
transcripts, to the blockchain.

e Student ID: The university enters the unique identifier of the student whose certificate is being
uploaded.

e Certificate Details: The university enters relevant details about the certificate, such as the
name of the qualification or degree.

o Issue Date: The university enters the date when the certificate was issued.

e Upload Certificate: The university selects the certificate file from their computer and clicks
the "Upload Certificate" button to initiate the upload process.

<« c ® http://127.0.0.1:8000/UploadCertificate.html e In}
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Figure 8. Upload Certificate Credential.
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Figure 9. View Students Screen

In Figure 9, The "View Students" screen of the Credential validation application. This screen allows
universities to view the details of all students enrolled in their institution.

e Student List: The screen displays a list of all students enrolled in the university, along with
their key details.

e Student Details: For each student, the screen shows their ID, name, university details, course
name, and joining date.

¢ Blockchain Architecture Diagram: The diagram highlights the role of blockchain technology
in securely storing and sharing student credentials.

« > C @® http://127.0.0.1:8000/CompanySignup.html G W °}
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Figure 10. Company Signup Screen
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In Figure 10, The "Company Signup Screen" of the Credential validation application. This screen allows
companies to create accounts on the platform to access and verify student credentials.

e Company Name: The company enters its official name.

e Address: The company enters its address.

e Contact No: The company enters its contact number.

e Username: The company creates a unique username for their account.

e Password: The company sets a secure password for their account.

e Signup Button: Once the information is filled in, the company clicks the "Signup" button to
create their account.

In Figure 11, The "Company Login Screen" of the Credential validation application. This screen allows
companies to log into their accounts on the platform to access and verify student credentials.

e Username: The company enters their registered username.
e Password: The company enters their password.

¢ Login Button: Once the credentials are entered, the company clicks the "Login" button to
authenticate their identity.

¢ New Company Signup Here: This link directs companies to the signup screen if they don't
have an account yet.

<« [¢] @ http://127.0.0.1:8000/CompanyLogin.html & W 3
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Figure 11. Company Login Screen
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Figure 12. Send Access Request

In Figure 12, The "Send Access Request" screen of the Credential validation application. This screen
allows companies to request access to student credentials from universities.

e Student List: The screen displays a list of students, along with their details, including their ID,
name, school details, course name, and joining date.

e Send Access Request: For each student, the company can click the "Send Access Request"
button to initiate a request to the university for access to the student's verified credentials.

€ C @ http://127.0.0.1:8000/GrantAccess e 3
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Figure 13. Grant Access Request

In Figure 13, The "Grant Access Request" screen of the Credential validation application. This screen
allows universities to review and approve or deny access requests from companies for student
credentials.

356 Dr. P. Shailaja et al 345-358



Journal of Computational Analysis and Applications VOL. 34, NO. 4, 2025

e Student ID: The screen displays the student's ID number.

e Company Name: The screen displays the name of the company that has requested access to
the student's credentials.

e Access Status: This column indicates the current status of the access request, either "Pending"
or "Accepted."

e Grant Access: For pending requests, the university can click the "Grant Access" button to
approve the request and grant the company access to the student's verified credentials on the
blockchain.

5. CONCLUSION

The implementation of blockchain technology in the hiring process represents a transformative step
toward addressing the challenges associated with traditional recruitment methods. By leveraging the
decentralized and immutable characteristics of blockchain, organizations can ensure the authenticity of
candidate credentials, eliminate fraudulent qualifications, and streamline validation procedures. This
technology reduces reliance on intermediaries, minimizes delays caused by manual checks, and lowers
operational costs. Blockchain provides a transparent, tamper-proof system that builds trust among
employers, candidates, and third-party stakeholders. The automated and real-time validation of
credentials not only speeds up the recruitment process but also enhances the accuracy of the information
being assessed. Furthermore, the system ensures data privacy and security by enabling candidates to
control access to their information, addressing concerns around data breaches and misuse. In
conclusion, blockchain technology offers a scalable and future-ready solution to modern recruitment
challenges. It enhances trust, efficiency, and transparency, paving the way for a hiring ecosystem that
is secure, reliable, and adaptable to the needs of organizations of all sizes. By adopting blockchain,
companies can revolutionize their recruitment processes, attract top talent more effectively, and foster
an employment environment rooted in integrity and innovation.
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