Journal of Computational Analysis and Applications VOL. 33, NO. 2, 2024

Assessing the Impact of Malicious Bots on Cloud Web
Applications

Vijay Raj Dr. Subramanya Bhat
Research Scholar, Research Scholar
College of Computer Science and College of Computer Science and
Information Science, Srinivas University Information Science, Srinivas University
Mangalore Mangalore

vijayrajbv(@gmail.com

ABSTRACT - Malicious bots pose a significant threat to cloud web applications. They can
overwhelm servers with traffic, leading to denial-of-service attacks that disrupt legitimate user access and
cause revenue loss. These bots actively scrape sensitive data like customer information and intellectual
property, giving competitors an unfair advantage and jeopardizing user privacy. Furthermore, they exploit
vulnerabilities to hijack user accounts through credential stuffing, enabling them to spread malware, launch
further attacks, and engage in fraudulent activities. The consequences extend beyond operational
disruptions, impacting brand reputation, eroding user trust, and incurring substantial costs associated with
increased infrastructure needs, enhanced security measures, and the remediation of data breaches and
reputational damage. This research assesses the impact of malicious bots on cloud web applications and
also explores popular mitigation strategies.
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1. INTRODUCTION

Cloud web applications have become the backbone of modern computing, providing scalable, on-demand
access to resources and services. However, their increased adoption has also made them a prime target for
malicious actors [1]. Malicious bots, in particular, pose a significant threat to cloud web applications,
exploiting vulnerabilities to compromise security, disrupt services, and steal sensitive data. Lack of
awareness of security concepts and the procedures to defend for such malware leads to a significant threat
which the botmaster can exploit it to launch a huge damage in the target [2]. The common activities that
the intruder performed with the bots are the DDoS attack, phishing attack, flooding attack, gathering
information such as keyloggers to obtain the financial information about the user, and click fraud attack.
These automated threats can lead to devastating consequences, including financial losses, reputational
damage, and legal liabilities [3]. "Malicious bots are becoming a big problem because they're easy to create,
spread, and control. Hackers can even buy or rent botnets on the dark web, making it simple for them to
launch massive attacks without much effort. Additionally, the widespread use of cloud services and content
delivery networks (CDNs) makes it harder to tell the difference between genuine website traffic and fake
bot activity. Despite the growing threat, there is a lack of comprehensive research on the impact of malicious
bots on cloud web applications [4]. This study aims to bridge this gap by assessing the effects of malicious
bots on cloud web application performance, security, and availability. By understanding the impact of
malicious bots, we can develop effective mitigation strategies to protect cloud web applications from these
automated threats.

2. OBJECTIVES

a) To investigate the prevalence and characteristics of malicious bots targeting cloud web applications.

b) To analyze the impact of malicious bots on cloud web application performance, security, and user
experience.
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c) To explore the most popular mitigation strategies to secure cloud web applications from malicious bots.

3. RELATED WORKS

The threat posed by malicious bots to cloud web applications has garnered significant attention in recent
years. As the complexity and frequency of these attacks continue to escalate, researchers and practitioners
have proposed various solutions to detect, prevent, and mitigate their impact. This section provides an
overview of the existing literature on assessing the impact of malicious bots on cloud web applications,
highlighting the key findings, methodologies, and limitations of previous studies.

Singh, S. P., & Afzal, N. (2024) [5], the author demonstrates the significant impact of malicious bots on
cloud web application performance and highlights the need for effective bot mitigation strategies to ensure
cloud web application reliability and scalability. The study focuses only on performance metrics, ignoring
security and availability aspects. The testbed setup may not accurately represent real-world cloud web
application environments.

Guo, Y., et al. (2019) [6], this paper provides insights into the characteristics of malicious bot traffic in
cloud web applications, enabling the development of more effective bot detection and mitigation strategies.
But this paper relies on a single cloud web application's traffic data, which may not be representative of all
cloud web applications.

Attou, H., et al. (2018) [7], paper highlights the significant security risks posed by malicious bots to
cloud web applications, emphasizing the need for robust security controls, monitoring, and incident response
strategies to mitigate these threats. The paper focuses solely on security aspects, ignoring performance and
availability impacts.

Shang, Y., et al. (2018) [8], The paper demonstrates the effectiveness of machine learning in detecting
malicious bots in cloud web applications, highlighting the potential for automated bot detection and
mitigation. The study relies on a single dataset, which may not generalize well to other cloud web
applications.

Bazm, M., et al. (2019) [9] The paper demonstrates the effectiveness of rate limiting in mitigating
malicious bot attacks on cloud web applications, highlighting its potential as a simple yet effective defense
mechanism. The evaluation was conducted on a single cloud web application, which may not represent all
scenarios.

R. Kumar et al. (2020) [10] The paper highlights the significant impact of malicious bots on cloud web
application availability and cloud resource utilization, emphasizing the need for effective bot mitigation
strategies to ensure application reliability and scalability. The study focused on a single cloud web application
and may not generalize to other applications.

Ahmed, J.,. et.al (2022) [11], provides a comprehensive review of botnets and botnet detection
techniques in cloud computing, highlighting the need for more effective and efficient detection methods to
address the unique challenges of cloud environments.

Veeraiah et al. (2022) [12], The paper demonstrates the effectiveness of machine learning techniques in
detecting malicious cloud bandwidth consumption, highlighting their potential in ensuring cloud security and
optimizing resource utilization. The paper relies on a single dataset from a cloud service provider, which
may not be representative of all cloud environments.

4. BOTNET LIFECYCLE
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A typical botnet can be created and maintained in five phases including initial infection, secondary
injection, malicious command and control, update and maintenance [13]. This life-cycle is depicted in Figure
1

BOTNET | m
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Figure 1: Typical Malicious Botnet Lifecycle [14]

During the initial infection phase, the attacker scans a target subnet for known vulnerability and infects
victim machines through different exploitation method [15]. Then, in secondary injection phase, the
infected hosts execute a script known as shell-code. The shell-code fetches the image of the actual bot
binary from the specific location via FTP, HTTP, or P2P [16]. The bot binary installs itself on the target
machine. Once the bot program is installed, the victim computer turns to a Zombie and runs the malicious
code [17]. The bot application starts automatically each time the zombie is rebooted. n connection phase,
the bot program establishes a C&C channel and connects the zombie to the C&C serve [18]. Upon the
establishment of C&C channel, the zombie becomes a part of attacker’s botnet army. After connection
phase, the actual botnet command and control activities will be started [19]. The botmaster uses the C&C
channel to disseminate commands to his bot army. Bot programs receive and execute commands sent by
botmaster [20]. The C&C channel enables the botmaster to remotely control the action of large number of
bots to conduct various illicit activities [21]. The last phase is to maintain bots live and updated. In this
phase, bots are commanded to download an updated binary. Bot controllers may need to update their botnets
for several reasons [22]. For instance, they may need to update the bot binary to evade detection techniques,
or they may intend to add new functionality to their bot army. Moreover, sometimes the updated binary
moves the bots to a different C&C server. This process is called server migration and it is very useful for
botmasters to keep their botnet alive [23].

5. BOTNET ARCHTECTURE AND ITS CHARACTERSTICS

BOTNET uses four types of architectures to control network and to be invisible from detection i.e.
Centralized Botnet Architecture, Peer to Peer Botnet Architecture (P2P), Hybrid, and Combination of Hyper
Text Transfer Protocol with Peer to Peer (HttP2P).

a. Centralized Botnet Architecture:

A centralized botnet architecture is one of the primary types of botnet structures used by attackers
to control and coordinate a large network of compromised computers, often referred to as "bots" or
"zombies."[24]. In this architecture, all the compromised machines (bots) communicate with and receive
instructions from a single, centralized command and control (C&C) server. This server acts as the "brain"
of the botnet, issuing commands to bots and managing the overall botnet operations.
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Figure 2 : Centralized Botnet Architecture [25]
a. Components of Centralized Botnet Architecture

o Command and Control (C&C) Server: The C&C server is the central entity in this architecture. It is
controlled by the attacker. Distributes malware updates or instructions to bots (e.g., to start DDoS attacks,
send spam, or steal data). Receives data from infected machines, such as stolen credentials or keylogged
information[26].

o Bots (Compromised Machines): Bots are the computers or devices infected by malware and controlled
remotely by the C&C server. Once compromised, these machines communicate with the C&C server
for instructions and carry out malicious activities as directed. Execute commands like launching DDoS
attacks, sending spam emails, or performing click fraud. Report back status updates or stolen data to the
C&C server. ++ [27]

o Botmaster (Attacker): The botmaster is the person or entity who controls the botnet via the C&C server.
The botmaster typically remains anonymous and hidden, using sophisticated techniques to evade
detection. Issues commands to the C&C server. Updates malware or changes instructions to adapt to
detection efforts or increase the potency of attack[28]

b. Peer to Peer (P2P) Botnet Architecture

A Peer-to-Peer (P2P) botnet architecture is a more decentralized approach to controlling a botnet
compared to the centralized architecture [29]. In a P2P botnet, the botmaster does not rely on a single
Command and Control (C&C) server to issue commands to the bots. Instead, each bot in the network
acts both as a client and a server, sharing commands and data with other bots in a distributed manner
[30]. P2P architecture is more resilient to takedowns, as there is no single point of failure like a
centralized C&C server [31].

Figure 2: Peer to Peer (P2P) Botnet Architecture [32]
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o Peer Nodes (Bots):

In a P2P botnet, each infected machine (bot) functions as both a server and a client. Bots communicate
directly with each other rather than relying on a central server [. Each bot can pass commands to others,
making the system decentralized. Bots discover other infected machines through various peer discovery
mechanisms (e.g., via [P addresses or specific protocols). Commands and updates are propagated through
the network by hopping from bot to bot [33].

o Botmaster (Attacker):

The botmaster injects commands into the botnet through one or more entry points, which then propagate
through the peer-to-peer network. The botmaster can inject updates or new instructions into the network
from any bot rather than relying on a central C&C server. This allows the botmaster to control the botnet
from any node in the network, which enhances the botnet's stealthiness and resilience [34].

o Peer Communication:

Bots communicate with each other to receive and relay commands, distribute updates, and share stolen
data. Bots use peer discovery mechanisms to identify and communicate with other bots in the network.
Communication can be encrypted or disguised to make detection difficult. Data is often fragmented and
passed in small packets to avoid detection by network monitoring tools [35].

The P2P botnet architecture offers attackers a resilient and scalable network for launching
cyberattacks, making it harder to detect and shut down. However, the decentralized structure also introduces
complexities and slower command propagation, providing opportunities for defenders to infiltrate and
disrupt the botnet's operations.

b. Hybrid Botnet Architecture

A hybrid botnet architecture combines elements from both centralized and peer-to-peer (P2P) botnet
architectures to create a more resilient and flexible control system for botnets [36]. This design leverages
the strengths of both architectures to overcome some of their inherent weaknesses, such as the single point
of failure in centralized systems and the complexity of managing a pure P2P network [37]. In a hybrid
botnet, bots may use a centralized Command and Control (C&C) server for efficient management and
control while utilizing P2P communication for resilience and redundancy [37]. This structure makes it more
challenging for security teams to take down the botnet, as it can adapt to the loss of the centralized server
by falling back on P2P mechanisms.

TARGET
WEB BROWSER , SERVER, OR
NETWORK

[Bor |

Figure 3: Hybrid Botnet Architecture
Components of Hybrid Botnet Architecture

o Centralized Command and Control (C&C) Server: In hybrid botnets, the C&C server still plays a
crucial role in issuing commands and coordinating attacks. This is similar to the centralized architecture,
where a single or small number of servers control the botnet [38]. The C&C server provides instructions,
malware updates, and attack coordination. Bots may initially connect to the C&C server to join the botnet
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and receive their first set of commands. The C&C server is typically used for high-level control to keep
the network organized [39].

Peer-to-Peer (P2P) Communication: In addition to communicating with a central server, bots in a hybrid
architecture can also communicate directly with each other, similar to a P2P botnet. This provides
resilience if the C&C server is taken down or becomes inaccessible. Bots share commands and updates
with each other in a decentralized manner, ensuring that the botnet continues functioning even if the C&C
server is offline.P2P communication allows the botnet to propagate malware updates, commands, or stolen
data among infected machines, maintaining control even in a fragmented network [40].

Bots (Compromised Machines): Each bot in the hybrid botnet can communicate with the C&C server or
its peers depending on the situation. Bots are more autonomous and capable of both following centralized
instructions and acting as peers in a decentralized network. Bots relay commands between each other when
necessary, ensuring that instructions propagate even if the C&C server is down. Bots may store lists of
peers, update their malware autonomously, or report stolen data back through either centralized or
decentralized channels [41].

Botmaster (Attacker): The attacker (botmaster) can issue commands through the C&C server or directly
into the P2P network. The hybrid structure gives the botmaster flexibility in how they manage and control
the botnet [42]. The botmaster can switch between centralized and decentralized control depending on the
needs of the attack, making it harder for defenders to detect or take down the entire botnet. They can use
the C&C server for organized attacks and updates but rely on the P2P network for resilience [43].

IMPACT OF MALICIOUS BOTS ON CLOUD APPLICATIONS

Malicious bots have a significant and multifaceted impact on cloud web applications, threatening their
security, performance, and financial stability. These bots exploit vulnerabilities, degrade services, and
consume resources, causing a range of harmful effects.

b. Performance Impact: Performance Impact refers to the measurable degradation of cloud web
application performance, resulting from malicious bot attacks, resource-intensive requests, or other
malicious activities. Cloud web applications are increasingly vulnerable to performance degradation due to
malicious bot attacks. Performance impact, a critical consequence of these attacks, can have far-reaching
effects on user experience, business productivity, and revenue. Malicious bots can significantly degrade the
performance of cloud web applications, leading to:

e Reduced Application Response Time: Increased latency and slower response times, frustrating users
and impacting business operations.

e Increased Resource Utilization: Malicious bots consume CPU, memory, and bandwidth  resources,
leading to CPU overload Memory exhaustion Bandwidth saturation.

e Resource Exhaustion: Malicious bots can exhaust resources by sending large volumes of requests to
the application, causing the cloud provider to provision additional resources (such as storage, CPU, or
bandwidth). This results in higher operational costs for the company.

Security Impact: Security Impact refers to the potential harm or exploitation of cloud web application
security vulnerabilities, resulting from malicious bot attacks, unauthorized access, or data breaches. Cloud
web applications are vulnerable to security threats from malicious bots, compromising data integrity,
confidentiality, and availability. Security impact, a critical consequence of these attacks, can have
devastating effects on business operations, reputation, and compliance.

Data Theft and Breaches Bots can scrap sensitive or proprietary data from cloud web applications,
including customer details, intellectual property, product pricing, or other valuable information. Data theft

977 Vijay Raj et al 972-982



Journal of Computational Analysis and Applications VOL. 33, NO. 2, 2024

can lead to intellectual property loss, competitive disadvantage, or violations of data protection regulations
like GDPR or HIPAA. It can also expose sensitive customer information, resulting in potential lawsuits
and reputational damage.

Credential Stuffing and Brute Force Attacks: Bots often use stolen or weak credentials to perform
credential stuffing attacks, gaining unauthorized access to user accounts in cloud web apps. These bots
systematically test username-password combinations across large numbers of accounts. Account
takeovers (ATOs) allow bots to perform fraudulent actions, such as stealing sensitive data, conducting
financial transactions, or making unauthorized changes. This leads to significant financial losses, legal
consequences, and a loss of customer trust.

Insider threats: Insider threats refer to security risks posed by individuals with authorized access to an
organization's assets, systems, or data, intentionally or unintentionally compromising security.

Economic Impact: Economic Impact refers to the financial consequences of malicious bot attacks on
cloud web applications, including revenue loss, increased operational costs, compliance penalties, and
reputational damage. Malicious bots pose a significant threat to cloud web applications, resulting in
substantial economic losses and reputational damage. The economic impact of these attacks can be
devastating, compromising business continuity, customer trust, and market value

Revenue Loss: Revenue Loss refers to the financial losses incurred by cloud web applications due to
malicious bot attacks, resulting in reduced sales, decreased conversion rates, and lower average order
value. Malicious bots can significantly impact cloud web applications, resulting in substantial revenue
loss and financial instability.

Increased Operational Costs: Increased Operational Costs refer to the additional expenses incurred by
cloud web applications due to malicious bot attacks, including incident response, security personnel,
technology upgrades, and compliance fees.

Operational Impact: Operational Impact refers to the effects of malicious bot attacks on cloud web
application operations, including downtime, performance degradation, and resource exhaustion.
Malicious bot attacks can significantly disrupt cloud web application operations, compromising business
continuity, productivity, and efficiency.

Downtime and unavailability: Downtime and Unavailability refer to periods when cloud web
applications are inaccessible or non-functional, resulting in lost productivity, revenue, and customer
trust. Cloud web applications rely on continuous availability to serve users and drive business success.
However, malicious bot attacks can disrupt operations, causing devastating downtime and unavailability.
Service Disruption: Service Disruptions refer to interruptions or degradation of cloud web application
services, resulting in compromised user experience, revenue loss, and reputational damage. Cloud web
applications rely on uninterrupted service delivery to meet user expectations and drive business success.

CONCLUSION

This study has demonstrated the significant threat posed by malicious bots to cloud web applications.
Through our research, we have shown that bots can cause substantial damage, including: Increased
latency and resource consumption, Decreased application performance and availability, Compromised
data security and integrity financial losses due to fraud and abuse. Our findings highlight the need for
effective bot detection and mitigation strategies in cloud web applications. We recommend that
organizations implement a multi-layered approach, incorporating: Advanced bot detection techniques,
such as machine learning and behavioral analysis Robust security measures, including firewalls,
intrusion detection systems, and encryption Regular security audits and penetration testing Incident
response planning and disaster recovery strategies. By taking proactive measures to address the threat
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of malicious bots, organizations can protect their cloud web applications and ensure the security,
availability, and performance of their online services.

7. FUTURE ENHANCEMENT

To further strengthen the assessment of malicious bots' impact on cloud web applications, future works
include Leverage AI/ML techniques to develop predictive models for proactive bot threat detection and
mitigation.
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